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DRCC

e Criada em 2003 e formalizada em 2011

« Atribuicao de coordenacao das acoes de:
« Combate as fraudes eletronicas (NUFBAN 2011)
« Combate aos crimes de Alta Tecnologia (NUCAT 2015)

« Combate a crimes de 6dio e abuso sexual infantil
(SERCOPI)

» Criada em 2003 e incorporada a DRCC em 2014

» Unidade Especial de Investigacao de Crimes

Cibernéticos (UEICC)

« Criada em 2022
« Atuacao em casos sensiveis e complexos

* GRCC's nas unidades descentralizadas

€ DIVISAO DE REPRESSAO A CRIMES CIBERNETICOS



NUCAT/DRCC

— @ SECURITY

Crimes de Alta Prospeccao de Capacitacao
Tecnologia novas tecnologias

DIVISAO DE REPRESSAO A CRIMES CIBERNETICOS



Crimes de Alta Tecnologia

 Crimes cibernéticos que usam tecnologia
eletronica ou digital para atacar
computadores ou redes de computadores
(Europol)

 Crimes usando codigos maliciosos

 Fraude bancaria eletrénica (em conjunto com o
NUFBAN)

 Ransomware
 Crime de invasao de dispositivos e redes

 Ataques de negacao de servico (DDoS)
» Mineracao Clandestina de Criptomoedas
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Crimes de Alta Tecnologia

* Fraude bancaria usando malware

e Diversas técnicas usadas desde 1998

Keyloggers
 Captura de cliques de mouse (teclados virtuais)

« Captura de segundo fator de autenticagéo (token, cartdo
batalha naval”, etc)

Contorno de solugdes de seguranca (Antivirus, plug-ins, etc.)
RAT/KL REMOTA (Cadastro de computadores)
RAT em celulares
« Smishing
« Ataques “low tech”
» Desvio de cartoes
« Engenharia social (URA)
 Boletos falsos

https://www.cbsi.net.br/2017/10/a-cidade-paraense-que-e-considerada-
berco-dos-hackers-criminosos-do-brasil.html
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Fraude bancaria usando malware
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Fraude bancaria eletronica

Overador Fornecedor de
P email e SMS

- Desenvolvedor
Disseminador de
Operador Desenvolvedor
Campanhas

Laranja

-

Fornecedor de Fornecedor de Entrega de
cartdes boletos produtos
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Fraude bancaria eletronica

Infraestrutura

Técnica ﬁ

Dificuldades de
Correlacionamento

Infraestrutura
Operacional
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Operacao Codigo Reverso

* Iniciada a partir de uma fraude na CEF

« Vitima aceitou fornecer o computador para analise
* Encontrado cédigo malicioso usado na fraude

» Analise de malware apontou o destino do controle
remoto
» Operador da Fraude

* Investigacao apontou restante da quadrilha
« Movimentacao financeira
* Interceptacao telefénica e telematica

* Busca e apreensao: Tocantins, Sao Paulo, Goias e
Pernambuco
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eracao Codigo Reverso

AL VRISV AL.V.JUVV.L00UV
AT ion: Wiing 7
E Pac| Sejvack 1
me: IEUse™
Recycle Bin fatospraiapgd: fotospraia  paprocexpgl

Snapshot/backup:
s a snap: or keep @ ackup of downloaded archive) before first booting and working with
\& this VI that ycﬁ?.eset quickly after the OS trial expires.
=
desktop L%nsing lissnses and Reganition period:

The modern.iseh%t&‘étl machines use evaluation versions of Microsoft Windows, and are therefore time
limited. You can find a link to the full license on the desktop.

ation‘
u indows 75%@ and 8.1 virtual machines, you need to connect to the Internet in order to activate the

banker_rat clot.exe trial. Inmiw2st cases, activation will be done automatically after a few minutes, but you can also
enter "slmgr /ato" from an administrative command prompt. This will give you 90 days.
For Windows Vista, you have 30 days after first boot.
For Windows XP, you have 30 days after first boot. You will see a toast notification pop up a few
m B min er boot stating the days left (in the system tray).
(%

m:
eskto ProcessExpl... X . . o - i
In sonee cases (Wln(?ows XP, Vista, and 7), it may be possible to further extend the initial trial period if

there are rearms left. The following commands can be run from an administrative command
prompt (right-click on Command Prompt and select the 'Run as Administrator' option).
m g« curren se, time remaining, re-arm count (all except Windows XP):
s
rm (all ex Windows XP). Requires reboot. i
fakenetl3  flare-fakeneslnProcéssiion. Windows License is expired

Re-arm (Windows XP only). Note that no error is given in the case no rearms are left. Build 7601
rundll32.exe syssetup, SetupOobeBnk

This copy of Windows is not genuine
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Malware bancario

» Aprendizados

« Evidéncia no computador da vitima (C2)
« Caminho até o operador da fraude

 Criacao de procedimento padrao na CEF

» Coleta de artefatos mediante autorizacao
» Analise e busca do C2
« Correlacao das fraudes via projeto tentaculos

« Analise automatizada em lote de binarios

« Ferramenta customizada para malware bancario
» Envio para ferramenta de correlacao

* Investigacao em duas frentes — malware e fraudes
» Cooperacao entre NUFBAN e NUCAT
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Familias de malware bancario

Brazilian malware on the rise: banking Trojan distribution
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] | - =]
_Argentina
PC (WINDOWS) MOBILE
o o —-
ENEEN 2B © ¢l N Il I < -
Guildma, active Javali, active since active Grandoreiro, active Amavaldo, a family Bizarro. active Ghimob, active BRata, active since
since 2015, spreads at least 2017, uses since at least 2018, since at least 2016, active since at least since at least 2019, since at least 2020, atleast 2076, first
via phishing multistage malware not only steals uses compromised 2015, has recently uses affiiates or can disable manual targeted financial
messages mimicking to distribute the financial information websites and focusedits money mules to uninstallation, nstitutions in Brazil
corporations. It initial payload via but aiso offers other spearphishing to attention on Mexico, operationalize their capture data, with a custom RAT.
encryptsits phishing. while cybercriminals paid compromise victims but has also attacks, doing the manipulate screen In early 2019, they
communications hosting its C2 remote access to and follows a targeted usersin cashout or smply contentandprovide  switched to Android
with the C2 server communications on users’ computers. mahvare-as-a-service other Latina helping with full remote control users, stealing
on Facebook and YouTube business model American countries, translations. of the device. credentials for
YouTube pages. (other criminals can mainly Chile. It uses Victims are lured by financial services to
purchases it attack remote overly to an email suggesting perform fraudulent
tools). steal banking data they have some kind transactions and
from victims and of debt taking ther activities
has a module to nternational
capture token and targeting Mexican
other OTPs. banks and
cryptocurrencies
apps.
©2021 AO Kaspersky Lab. All Rights Reserved lkaspersky
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Monitoramento de malware

« Campanhas de malware
 Atuacoes diferentes de uma mesma familia
» Operadores diferentes

* Infraestrutura de comando e controle (C2)

* Monitoramento dos IP’'s
« Engenharia reversa dos DGA (domain generaton algorithm)

« Familias de malware

 Classificagao pelos antivirus
» Conflitos de classificacao

« Malpedia como fonte de classificacao
 https://malpedia.caad.fkie.fraunhofer.de
 Integrado ao MISP (Galaxies)

« Regras YARA para classificacao
« Base Nacional de Crimes Cibernéeticos - BNCC
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https://malpedia.caad.fkie.fraunhofer.de/

Monitoramento de malware

Dashboard

Add Event Events
Import from.
REST client
List Attributes n Filters: Tag: monitoramento X My Events  Org Events m
Search Attributes Published Creator org 1D Clusters Tags #Attr. #Corr. Date Last modified at *  Published Info
at
v Proposals x ORACULO 768194  MalpediaQ 174 15 2022-07-19 2022-07-19 10:06:12 C2 Grandoreiro monitoramento 2022-07-19
Events with proposals @ Grandoreiro Q1= [T
v delegation requests & monitoramento
X ORACULO 763165  MalpediaQ 171 15 2022-07-18  2022-07-18 10:06:23 C2 Grandoreiro monitoramento 2022-07-18
Export @ Grandoreiro Q 1= [T
Automation & monitoramento
x ORACULO 768141  Malpedia Q 156 14 2022-07-17 2022-07-17 10:09:52 C2 Grandereire monitoramento 2022-07-17
Blocklists Event @ Grandoreiro Q = [SREEULCIETYY
Manage Event Blocklists @& monitoramento
x ORACULO 768139  Malpedia Q 102 15 2022-07-16  2022-07-16 10:04:35 C2 Grandereire monitoramento 2022-07-18
@ Grandoreiro Q= [SHEELTCETNY
& monitoramento
x ORACULO 768135  Malpedia Q 129 15 2022-07-15 2022-07-15 10:05:19 C2 Grandereire monitoramento 2022-07-15
@ Grandoreiro Q= [GMEELTCETNY
& monitoramento
x ORACULO 768127  Malpedia Q 153 15 2022-07-14 2022-07-14 10:06:15 C2 Grandereire monitoramento 2022-07-14
@ Grandoreiro Q= [SHEELTCETNY
& monitoramento
x ORACULO 768122 Malpedia Q 126 15 2022-07-13  2022-07-13 10:06:33 C2 Grandereire monitoramento 2022-07-13
@ Grandoreiro Q= [GMEELTCETNY
& monitoramento
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Invasao a sites publicos

* Motivacoes

« Hacktivismo @
« Defacement (Zone-h) Gy

« Doxing
« Vazamento de bancos de dados

 Acessos a bancos de dados da APF

« Ataque mais direcionado

« Atores mais sofisticados

« Comprometimento de credenciais
« Acesso continuado

 Ligacdo com fraudes (ex: carders)

 Acao posterior (ex: Ransomware)

« Comércio de acesso em foéruns
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Invasao a sites publicos

URGENTE: Grupo de hackers Anonymous

e Hacktivismo invade site de empresa e publica video com
ameacas a Bolsonaro: “A guerra esta
declarada”; VEJA VIDEO

& Terra Brasil Noticias

mike
.anvisa.gov.br

site: : ‘ Seguir

Z00TES oK) PJLVANDA (LIBERDADE VAI CANTAR
. . IRMAO)
essa € minha ultima deface, mt obgd a @ExposedPi

geral que colou cmg nesse tempo
EM BUSCA DA LIBERDADE DO VANDA! DADOS

COMPLETOS DE TODOS BRASILEIROS embreve
) Entrou em margo de 2021

95 Seguindo 26 Seguidores

Nao é seguido por ninguém que vocé segue

Tweets  Tweets e respostas Midia Curtidas

Federal derrubou o link, tem problema nao
seus ratos, eu subo de novo!

ﬁ- PJLVANDA (LIBERDADE VAI CANT... - 20h

Q 1 (ol - <5

€ DIVISAO DE REPRESSAO A CRIMES CIBERNETICOS



Invasao a sites publicos

e |Invasores motivados

* Correlacao de diferentes casos
» Base Nacional de Crimes Cibernéticos

 Monitoramento de vazamentos e

comercio de dados

 Parceiros nacionais e internacionais
e LGPD

» Apoio as unidades descentralizadas
« Ex: uso de big data, malware, dark web.
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Ransomware

» Ataques de extorsao digital
* Invasao seguido de malware
 Evolucao desde 19809:

2010: Uso de criptografia assimétrica

2016: Ransomware em massa — RaaS
2017: Wannacry (ransomware + worm)
2018-2019: Transporte, agua, energia, saude
2020: Dupla extorsao (vazamento de dados)

Fonte: https://www.kaspersky.com.br/blog/history-of-
ransomware/1/7280/

* Primeiro caso registrado na PF: 2013
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Ransomware
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PRESS ANY KEY!

Payment will be raised on

SHERMT 00ATSS

Your files will be lost on
ST AT

Time Lok

Send $300 worth of bitcoin to this address:

bitcoin i
TED HERE |1mvuvgwozw.ugwmprwupesuw

||

Contazt Us
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You beca victis of the PETYAR RANSUMUARE

The harddisks of your computer have been encrypted with an military grad
encryption algorithm. There is no way to restore your data without a spe
key. You can purchase this key on the darknet page shown In step 2,

To purchase your key and restore your data, please follow these three cas
steps!

1. Download the Tor Browser at “https://wew. torproject.orgs”. If
help, please google for “access onion page”.

Visit one of the following pages with the Tor Brouser:

you need

Z.

http:s/7petyald?hStbhyvki.onion/QFghs2
http:/sspetyaSkoahtsf?7sv.onlon/QFg6S2

Enter your personal decryption code there:

BSQ9MB-TQRZBE-AD i FHL-Tk6Bf 9-8PZaSS-umQLcu-tgETUU-hUogS i ~oAd6RH- nk UM jeu-
72VEqB-WqBRUU-NHBUBZ~SWNZM I ~c1aUrh
it below.

If you already purchased your key, please enter

Key :

Oops, your important files are encrypted

this text, because
encrypted.
don't waste

service

files are no longer accesible,
are busy looking for a way to
Nobody can recover your files

If you see
have been

files, but
decryption

then your
Perhaps you
your time.

they
your
our

recover
without

all All

and

We quarantee
need to do is

that you
submit

can recover

the payment

your
purchase

files safely and
the decryption

easely
key

you

Please follow the instructions:

Send $308 worth of Bitcoin to following address

1Mz7153HMuxXTuR2R1t78mGSdzaAtNbBWX

to e-mail

key

Send your Bitcoin wallet ID and personal installation key
wowsmithl23456@posteon.net Your personal installation

mFSbvr- thFa7x-UkLKM7-hFsjHD-NMndbJ-9pitDG-COxnDN-1AZxjD-rLh3Th

If you enter it below

Key

already purchased your key please




Ransomware

 Antes (até 2020) — ataques oportunistas

 RDP aberto

» Credenciais vazadas
 Vitimas aleatoérias

» Malware genérico

« Dados de contato idénticos
 Dificuldade de investigacao

 Uso de redes de anonimizacao (VPN, Tor, etc)

 Uso de contatos dificeis de rastrear (protonmail,
tutanota, etc)

» Uso de criptomoedas para pagamento
» Cooperacao internacional insuficiente
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Pricing 2 remote desktop product:."Remote Desktop Protocol" n

% SHoDAN Explore

3’665’320 New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor
NTRIES 23.235.228.3 o
CURED:SER ) SSL Certificate pro
; Issued By 10/vindows

: 10.0.17763
Name: WIN-P4NH335,

=
Sed - Common Name:

States, Washington
w WIN-PANH3II5ANAN
Issued o

- Common Name:
WIN-PANH335ANAN

in Name: WIN

: WIN-PANH23SANAN

China 1,104,829 Supported SSL Versions
TLSv1, TLSv1.4, TLSV1.2 rator
United States 803,362 SES
Germany 182,046
Japan 114,821
Netherlands 109,400
More..
3389 3,649,926
3388 15,394

VTeVncrentrtr:Ioud computing (Beijingi C;;., 7 Ad mInIStra tOl’
Ltd. 460,514

Microsoft Corporation 340,660 _

Tencent Cloud Computing (Beijing)
Co., Ltd 236,566

Amazon Technologies Inc. 179,198

Asia Pacific Network Information

Center, Pty. Ltd. 77,219
More..
Windows Server 2012 R2 285,312 1.117.73.247

. = Tenc & SSL Certificate S :
Windows Server 2008 R2 Enterpnﬁs:wa B o5 Issued By 3 . indows Server 2016

5 ina, Beijing S ol s
Windows 11 34,198 FSormon Naie - ki
— Target name: 18_53_@_115
Windows Server 2008 R2 Standard . % NeteIos Domain Name: 1@_53_e_115
33,643 P men S NetBIOS Computer Name: 1@_53_@ 115

Windows Server 2008 R2 : Supported SSL Versions DNS Domain Name: 10_S3_e_115
Datacenter 22,432 TLSV1, TLSV1.1, TLSVA.2 FQoN: 12_53_@_115

More..
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Ransomware

| HOW TO RECOVER ENCRYPTED FILES.TXT - Notepad

—_ File Edit Format View Help
| 11U~ Your files are now encryptedﬂ

FoAN Your personal identifier:
N 6AB2000000000000073E59AD1D22090E843006CB3BF14A7CEFSFFSFEDBOO821684D624F1AB31D6367B4655F5F6DD6CBEAEB2D
YouEDZCF?EBDHBHF1 56BC50B6AZES7DUF352514B18AA2777B1DDD1BF75EF6B2E339F27292FF2AES2AF7B62E73E646A21AC5F3C2
B9A7BAS77A9D923A9B85CDF3ACPE7943ADF2BA9F2CADAS33DD3B991EG61C8F7ADBA2B777271D7F1D58CBEAS75F51C9676D52F
k C8F77777BEF81A7E69729EB2761CAFDF BE1BA12EASD677A133AD738DBBE78649C1880D23C532C4E61D2434B4898BELGBBO6LS
SC1AB3AF709BCLEBB3197292B760056484488B94AD9726E3B12088CBCD327706FC48606AB1D 820D BBE36468226CCD185FF8DD34

Enc
1
All your files have been encrypted due to a security problem with your PC.
£ Tod
Now you should send us email with your personal identifier.
TheThis email will be as confirmation you are ready to pay for decryption key. n the internet;
L You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.

1 Thenafter payment we will send you the decryption tool that will decrypt all your files.

L

Paymontact us using this email address: xcu786@mail.ee (xcvu786@india.com, xcu786@tutanota.com)
If you don't get a reply or if the email dies, then contact us using Bitmessage.
To roownload it form here: https://github.com/Bitmessage/PyBitmessage/releases
Run it, click New Identity and then send us a message at BM-2cUX9BfFbwjUZSi9jHMPY22F6aeKMTny4éy

Free decryption as guarantee?

Bitcperore paying you can send us up to 3 files for free decryption.
The total size of files must be less than 10Mb (non archived), and files should not contain
valuable information {databases, backups, large excel sheets, etc.).

Afteyoy to obtain Bitcoins? lect : ERROR-ID-

! 6311 * The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click
‘Buy bitcoins', and select the seller by payment method and price:
https://localbitcoins.com/buy_bitcoins
* Also you can find other places to buy Bitcoins and beginners guide here:
http://wuw.coindesk.com/information/how-can-i-buy-bitcoins

A ed r— T

If yc

S|TEAttention? .
* Do not rename encrypted files.
* Do not try to decrypt your data using third party software, it may cause permanent data loss.
* Decryption of your files with the help of third parties may cause increased price

Afte (they add their fee to our) or you can become a victim of a scam.

| —

Windows (CRLF)
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Investigacao cibernetica

* InvestigagOes de invasao/ransomware

Policia dificilmente atua como first responder

Impossivel prever a priori tudo que deve ser preservado

ETI_IRl(Norma Complementar n® 05/INO1/DSIC/GSIPR) ou equipe
e

Preservacao de evidéncias (Norma Complementar n°
21/INO1/DSIC/GSIPR)

Comunicacao para a autoridade competente
Tempo como fator crucial de sucesso
Evidéncias em disco

Logs, malware, arquivos cifrados

Evidéncias em memoaria

Requer preservagao mais especializada

Ransomware por atacado

Mesmos dados de contato em varios ataques
Dificuldade de investigacao (enderecos ja reportados e desativados)
Eventualmente ha decrypters disponiveis (projeto No More Ransom)

Ransomware direcionado
Artefato e técnicas sofisticadas
Altos valores de resgate
Dupla extorsao
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Investigacao cibernetica

e | ocal de crime diferenciado

 Alta volatilidade dos vestigios

* Necessidade de pronto atendimento —
first responder

* Equipe de Tratamento de Incidentes de
Redes (ETIR)

- Preservagao de evidéncias x restauragao
do ambiente

* Investigacao x pericia x resposta

* Investigacao diferenciada

« Cooperacao internacional
« “Crime Global”
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Investigacao cibernetica

 Pericia em ataques cibernéticos

 Altamente dependente da preservacao de
evidéncias

« Alta volatilidade dos vestigios

* Prioridade na atuacao

» Resposta a incidentes cibernéticos
» Requer equipe dedicada e especializada
« Conhecimento do ambiente afetado
* Preservacao de evidéncias — First Responder
 Orientacao na restauracao do ambiente
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Investigacao cibernética

e First Responder -
ETIR

¢ Levantamentos
inciais

Incidente

Aprendizado

* Preservagao de
evidéncias
ReSpOSta ¢ Restauragdo do
ambiente
¢ Andlise do incidente

e o *Analise das evidéncias
InveStIgagao eEstabelecimento da
7 . dinamica
+ p e r | C | a eEstabelecimento de
Materialidade e autoria
eTrabalho integrado

Crime
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Investigacao cibernetica

* Integracao investigacao, pericia e
resposta
 Preservacao de evidéncias
« Cooperacao e canal direto
Forca-tarefa

Dinamica do incidente importante para prevenir
novos incidentes

Comunicacao conjunta
Diligéncias antecipadas
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Seguranca Institucional da Presidencia da

Orgéos do Governo  Acesso a Informacée  Legislagde  Acessibilidade @ Entrar

= CTIR Gov - Centro de Prevencao, Tratamento e Resposta a

. . L. O gue vocé procura? Q
Incidentes Cibernéticos de Governo 9 P
A > Assuntos > Alertas e Recomendacdes > Alertas » 2022 » ALERTA19/2022
Campanha do Malware "Symbiote’
Publicado em 15/07/2022 16h59  Atualizado em 19/07/2022 11h55 Compartilhe: f E ;}?

ITLPANVHITEI

1. Este Alerta foi confeccionado pelo Departamento de Policia Federal (DPF) em parceria com o Centro de Prevencao, Tratamento e Resposta a Incidentes
Ciberneticos de Governo (CTIR Gov). O trabalho conjunto visa fornecer informacoes oportunas e indicar acoes preventivas relativas a campanha massiva de
ataques com o Malware Symbiote.

2. Foram encontrados indicios de uma campanha sofisticada com o objetivo de manter acesso remoto e coletar informacoes sensiveis em entes do setor
financeiro e orgaos publicos do Brasil O atacante usa um artefato bastante sofisticado (rootkit) que se esconde em computadores com o sistema

operacional Linux e se comunica atraves de um canal encapsulado que se usa do protocolo de resolucao de nomes da Internet (DNS)

3. Nao ha informacdes claras de como o ataque se inicia, mas ha suspeitas de que o atacante se valha de credenciais de acesso remoto validas (VPN) e que

explore uma vulnerabilidade chamada "Dirty COW" (CVE-2016-5195). Ha indicios que a campanha foi efetivada entre outubro de 2021 e marco de 2022

4. O artefato permite ao atacante acessar servidores da rede com uma credencial propria (uma espéecie de chave mestral. Permite ainda copiar informacao
sensivel como usuarios e senhas, documentos e outros dados da rede da vitima e enviar para o atacante usando o canal camuflado DNS. Ha indicios ainda

de que o atacante e capaz de escalar privilegios e obter acesso de administrador (root) no sistema afetado

5. Sistemas vulneraveis: Linux (todas as versdes e distribuicdes),




Ransomware
e Caso STJ —3/11/2020

* Divisor de aguas

« Ataque altamente sofisticado
« Ultra high-net-worth individual (UHNWI)
« Uso de ferramentas customizadas
 Living off the land e persisténcia em memodria

* Ransomware personalizado

« Sem dados de criptomoedas para transferéncia
« Contato personalizado — s1t2j3@protonmail.com

 Versao Linux / ESXi (cifragem das maquinas virtuais)

_l INEWS_FOR_ST)! - Bloco de Motas

Arquive Editar Formatar Exibir  Ajuda
FM Superior Tribunal de Justica

Inspect this message ATTENTIVELY and contact someone from IT dept.

Your files are fully CRYPTED.

CORRECTION the names or content of affected items (*.stj888) may cause restoring fail.
You can send us any affected item (smaller than 986KB) and we would repair it.
Affected file MUST NOT contain useful intelligence.

The rest of data will be available behind PAY.

Reach us BUT if you represent entire Superior Tribunal de Justica.

s1t2j3@protonmail.com

If we will not respond you in two days send us your emall address via direct message here:
https://noc.social/@uhnwi
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GABINETE DE SEGURANCA Alertas
INSTITUCIONAL CTIR Gov

DA PRESIDENCIA DA REPUBLICA

Brasil

Departamento de Seguranca da Informacao — DSI dsic.planalto.gov.br/

10 de novembro de
2020

Alerta Especial n2 07/2020
Nova campanha de ataques de

Por favor, entre em contato
Ransomware

com o CTIR Gov, caso tenha
alguma duavida relacionada a

esta publicagdo em sua : - i
Coordenacio ou  pelos Atualizagao: 11 de novembro de 2020 - 10:00




Ataques relacionados

» Ataque Embraer

 Atendido pelo GRCC/SP com apoio do
NUCAT/DRCC

« Mesmo grupo (RansomExx)

« Empresa privada prestou servi¢co de resposta
incidentes

» Coleta de dumps de memodria

 Analise do SETEC/SP

 Evidéncias adicionais
* Pyxie server
 Artefato .NET (tunel Socks)
» Propagador
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Ataques relacionados

« Caso EIGSI (general engineering school
in La Rochelle)

* Dia anterior do caso STJ

» Descoberto via retrohunt no VirusTotal
 Acionada adidancia na Franca

« Empresa nao cooperou com a investigacao

IMEWS_FOR_EIGSII.txt

.31gsl

Greetings EIGSIIII

Study this message REGARDFULLY and call admimistrator from technical division.
Yours imformationm is securely ENCRYPTED.

CHANGING content or names of crypted files (*.31gsl) can make recovering failure.
You can mail us one crypted document (not bigger than 788KB) and we would restore it.
Encrypted file MUST NOT have rich data.

All other data will be your behind the PAYMENT.

Reach us SOLELY if you represent all affected network.

france.eigs@protonmail.com
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Aprendizados

» Modelo de forca tarefa
 Agilidade na analise das evidéencias

« Cooperacgao nacional e internacional
« Ataques nao reportados para forcas policiais

- Presenga de ETIR capacitada melhora
muito a preservacao de evidéncias

e Evidéncias em memoria sao fundamentais

- Compartilhamento de informacgoes
fundamental para prevenir novos ataques
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Ransomware

» Dupla extorsao
« “Blogs” dark web com vazamento de dados

» Grupos
« RansomExx
e Lockbit
e Nefilm
e REvil

 Possibilidades
- Ransomware para esconder outra agao?
 Ataque interno? (RaaS)

« Cifragem incompleta (desempenho)

« Ex: 8mb RansomExx, 4kb Lockbit 2.0
(https://threatpost.com/lockbit-ransomware-proliferates-
globally/168746/)

 Protecao contra localidades especificas
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Ransomware

Groupe Atlantic

https:/fwww.groupe-atlant

The Groupe Atlantic is a Fi
region on the west coast o
in 10 different countries wi
located outside France, an
approximately 2,900 are ol

Read more

published: 2020-12-08, vi:

Embraer S.A.

https:/fembraer.com

Embraer S.A. is a Brazilian
and agricultural aircraft an
Campos, Séo Paulo, where
of civil aircraft, after Boein

Read more

published: 2020-11-30, vis

The Lighting Practice
https:/fwww.thelightingpra

The Lighting Practice, a ce
lighting design expert and

Read more

published: 2020-11-30, vis

HOME @ ACTIVE

Jhilbrun_filelist_1.1.txtJhilt
Headquarters: 883 Trinity [
338-2210Website: www.jhi

@@ Jhillburn

Spirit Airlii
Posted on May 31, 2021 by s

SPIRIT part 2.1.7zSPIRI
SPIRIT part_2.1_filelist.txi

SOU art 3.2 filelist txt Headqua
StatesPhone: (954) 447-7¢

South Ca (954)

BillionStock Symbol: SAVE
Wegota

Also we ( @ Spirit Airlines

If you th:

n ek Otadler Ra

So ify()ll Posted on May 29, 2021 by s

be share
Stadler_part_17.1.7zStadl

Qrama nm I_part_17.5.7zStadler_pari
_2.7zStadler_other_3.7z
Stadler_filelist_17.1.txtStac
tStadler_filelist_17.5.txtSta

I.OC 20 LEAKE D DATA <!> CONDITIONS FOR PARTNERS AND CONTACTS »

miller-

@ rose.com

For years, Miller & Rose, PA. has been
providing quality, personalized
financial guidance to local individuals
and businesses. Miller & Rose, PA's
expertise ranges from basic tax
management and accou...

MORE —»

@ atstrack.com

4D 21H 43M 20S

This commitment continued with the
founding of Advanced Telemetry
Systems in 1981 by a core group of
engineers and biologists from Cedar
Creek. These men and women had
been instrumental in fielding th...

MORE ——

@ risblaw.com

4D 15H 46M 20S

Law firm located in the united states
(documents stolen) Randomby
selected file from data dump:
https://anonfiles.com/33DbréH9u2
/affidavit_of_robert_shane_adair.2.14.1

MORE —+

@ cimico.net

Central lllinois Mutual has a long
tradition of policyholder service. As
with mest farm mutuals, the company
was started by a small group of
farmers seeking protection against
fire and wind losses to...

MORE —*

O~ ..

ERG is the leading wind power
operator in Italy and one of the
leaders on the European market and
has chosen to adopt a business
model focused on sustainable
development and decarbonisation, in
accord...

MORE —*

@ novohamburgo.rs..

PUBLISHED FILES

MORE —

/-~ agahesa.com
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Ransomware

* Desafios (investigacao)
* Redes de Anonomizacao
Cooperacao nacional
Cooperacao internacional
Investigagao mundial por grupo
Atuacao conjunta pericia e investigagao de forma
célere
Parte nao visivel da estrutura criminosa

* Prevencao
« Backups off-line
Correcao de vulnerabilidades conhecidas
Controle de acessos externos
MFA
Bloqueio na borda de redes de anonimizacao
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Ransomware

conti leaks
@Contileaks

e Estrutura criminosa

* Initial Access Brokers

« Data Exfiltration Brokers

» Financial Handlers

» Counter Anti-Virus Services (CAV Services)
 Virtual Private Network Services (VPN services)
* Anonymous communication platforms

'l can fight with a keyboard': How one Ukrainian IT specialist exposed ...
As Russian artillery began raining down is

. wn on his h t
Y ( : O n tl I e aks one Ukrainian computer researcher decided to fight back the best wa...
0 2 1 108 O s &

« https://krebsonsecurity.com/2022/03/conti-ransomware-group-diaries-
part-i-evasion/
 https://therecord.media/conti-leaks-the-panama-papers-of-ransomware/

* https://research.checkpoint.com/2022/leaks-of-conti-ransomware-group-
paint-picture-of-a-surprisingly-normal-tech-start-up-sort-of/

 https://www.forescout.com/resources/analysis-of-conti-leaks/
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Ransomware

File name ‘ File size Date Category Description

stem Boss 1
Conti Chat Logs 2020.7z 2417273 | 01-03-22 2:46 Chats Chats from June until tramp Boss 2
November 2020
hof sysadmin, oversees botnets
Conti Documentation Leak.7z 234714 01-03-22 5:29 Docs Various documents such as -
- technical guidelines and zevs sysadmin, oversees botnets
instructions for managers max Alla Witte, the Trickbot developer
Conti Internal Software Leak.7z | 3911885 | 01-03-22 2:57 Tools 12 git repositories of internal revers Hacker, manager
software used by Conti professor Negotiates ransom with companies, creates darknet blogs
Conti Jabber Chat Logs 2021 - 1160294 02-03-22 Chats Additional chats spanning 2021 Hors Sysadmin
2022.7z 13:10 and 2022 Sentiey Sysadmin
Conti Locker Leak.7z 6852466 | 05-03-22 4:29 Tools The ransomware component Swift hacker
used by Conti i
Buza Developers’ teamlead / OSINT research
Conti Pony Leak 2016.7z 62014991 | 01-03-22 2:51 Docs Collectl‘;?n of credlentifals and pumba Negolistes ransom with companies, creates darknet blogs
certificates stolen from
multiple organizations by the bio Negotiates ransom with companies, creates darknet blogs
Pony malware skippy HR/ Legal
Conti Rocket Chat Leaks.7z 3370574 | 01-03-22 2:47 Chats Chat logs many works on cryptolocker, decrypts data for victims
starfall Sysadmin
Conti Screenshots December 452894 01-03-22 2:46 Docs Several screenshots of Cobalt
2021.7z strike toolkit used by Conti reshaev top hacker
Conti Toolkit Leak.7z 94186791 | 01-03-22 2:42 Tools Source code of Salamandra | HR
Chimaera.Ngrok and kagas HR
Chimaera.Sugarlogic toolkits. - "R
viper
Also contains manuals for file- e
and-rank employees that have elvira HR
been leaked earlier last year. ford HR
Conti Trickbot Forum Leak.7z 8542211 | 01-03-22 2:50 Chats Messages from the Trickbot Jaime Developer
forum. mango technical manager, QA, side projects (blockhain, hackers' social network)
Conti Trickbot Leaks.7z 955850 | 01-03-22 6:52 Tools Two backend components cybergangster | warks on cryptolocker, decrypls data for victims
written in Erlang for data
dispatcher and collection dollar Hacker, works as intermediary between the group and the victims
pin works on cryptolocker, decrypts data for victims
Training Material Leak - 31-12-69 Docs Educational text and video
[257-part zip file) 18:00 materials, as well as code paranoik works on cryptolocker, decrypts data for victims
examples.
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Ransomware

Necessidade de

juncao de
Nota de resgate J .CA :
v o evidéncias do
{' . Blogs de extorsao
B\ o ataque com
. ,%z,!r Evidéncias no local C A
'Mb"..‘ ‘ \y \"{" s 2 e > “' ~7 b o e e IntellgenCIa

cibernética

OSINT
Rastreamento de
Criptomoedas
Dark Web

Foruns de compra
e venda de
produtos
criminosos
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Ransomware
(1 Rt

Yesterday an individual on Breached, the successor
to the infamous RaidForums, proclaimed their disdain
for HIVE ransomware group and leaked login
credentials for an affiliate in HIVE.

Traduzir Tweat

Upeaming Offers

Ercrypded Commpsan i

10:47 AM - 5 de mai de 2022 - Twitter Web App

64 Retweets 2 Tweets com comentario 219 Curtidas
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Iniciativas Policia Federal (DRCC)

 Entrada no projeto “no more ransom”

 Europol, Policia Holanda, Kaspersky e Mcafee

« Mais de 100 instituicdes participantes (policias, CSIRTS
e empresas de seguranga)

« Maior iniciativa do género conhecida

» Participacao na International Counter-
Ransomwrare Initiative (CRI)

« Captaneada pelos EUA
« Brasil no grupo Disruption (Australia)

 Parcerias nacionais e internacionais
 Europol, Interpol, FBI, entre outras

* [nciativa de blogueio de redes anonimas
 Tratativas com SERPRO e outras entidades
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Novas Tecnologias

 Base Nacional de Crimes Cibernéticos

 Base de indicadores cibernéticos

« Organizacgao da inteligéncia cibernética interna

» Laudos periciais
» Relatérios de investigagao
» Relatérios de inteligéncia

» Cybertools

« Ferramenta de consulta de informacdes na Internet

* Whois/RDAP
* GeolP

e Protonmail

* Passive DNS

 LUNES
» Ferramenta de consulta de chats de casos passados

« Em desenvolvimento
* Integrante do projeto P.A.T.R.I.A Digital
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Capacitacao

* Curso basico de crimes cibernéticos — EAD
(DRCC)

* Disciplina crimes cibernéticos ANP (DRCC)

* Curso basico de malware (NUCAT)
 AMB - Analise de Malware Basico EAD

« Em desenvolvimento
e Parceria com a Pericia de Informatica

 Curso avancado de malware
» Previsto para 2022

 Curso de investigacao de crimes de alta
tecnologia
» Previsto para 2022
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Conclusoes

» Crimes cibernéeticos em expansao

» Brasil exportando tecnologia criminosa
* Necessidade de aumentar a capacidade de resposta

 Ataques cada vez mais sofisticados (APT)

» Acao global empresas + justica
« Ataques em cadeia de suprimento

* Tempo de resposta € um fator crucial de

SUCesso

« Modelo de investigacao/pericia integrado e mais
eficiente

* Integracao nacional e internacional
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Obrigado

Ivo de Carvalho Peixinho
Perito Criminal Federal

E-mail: peixinho.icp@pf.gov.br
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