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Introduction

Brazil is a member of the Financial Action Group (FATF), an intergovernmental organization
whose purpose is the development of a global strategy to prevent and combat money laundering,
financing of terrorism and weapons of mass destruction (WMD) proliferation financing (ML/TF/
PFML/TFML/TF/PF).

FATF’s objectives are the development of standards and the promotion of the effective
application of legislative, regulatory and operational ML/TF/PF measures and, in collaboration
with other international actors, the identification of vulnerabilities that could allow the use of the
international financial system for illicit purposes.

As a policy-making entity designed to encourage regulatory reforms in its areas of activity,
FATF has developed a series of recommendations recognized as the international standard for Anti-
Money Laundering / Countering the Financing of Terrorism (AML/CFT). Published in 1990, the 40
FATF Recommendations have been revised in 1996, 2001 and 2003 and, more recently, in 2012, to
ensure that they remain relevant, up-to-date, and in conditions of application by all countries in the
world.

In the latest revision of the Recommendations, the FATF established an important milestone
in the way that money laundering and financing of terrorism should be combated, confirming
the so-called “risk-based approach”, a mechanism in which countries must identify, evaluate and
understand the ML/TF/PF risks to which they are exposed and subsequently adopt, in accordance
with the identified risks, proportional and adequate measures to mitigate them

In this context, the development of a specific methodology for the elaboration of a National
Risk Assessment (NRA) that contemplates the adequate assessment of threats and vulnerabilities
of money laundering, financing of terrorism and financing of proliferation of weapons of mass
destruction (ML/TF/PF) to which Brazil is susceptible.

In this context, the Working Group of the National Risk Assessment of Money Laundering,
Financing of Terrorism and Financing of Proliferation of Weapons of Mass Destruction (NRAWG)
was created, responsible for, among others, preparing the National Risk Assessment of ML/TF as
provided for in Decree No. 10.270, of March 6, 2020.

Due to its condition as financial intelligence unit (FIU) in the country, responsible for
“promoting institutional dialogue with national, foreign and international bodies and entities that
have a connection with their activities2”, the Financial Activities Control Council (Coaf) created a
group to study a methodology for developing the subject.

Thus, Coaf’s President issued Ordinance No. 1258, of January 15, 2020, which instituted the
Special Team in order to concentrate efforts to complete the development of formal proposals for
methodology and work plan to be employed in the process of preparation of the NRA, as well as to
proceed with the corresponding activities.

[1] Law No. 13.794, of January 7, 2020, art. 3rd, item I.
[2] Law No. 13.794, of 2020, art. 3, item Il.
[3] Decree No. 4.376, of September 13, 2002.



The result of its work was approved by Ordinance 12.625, of June 18, 2020 — National Risk
Assessment Methodology. This methodology was received by the Working Group on National Risk
Assessment of money laundering, financing of terrorism and financing of proliferation of weapons
of mass destruction (NRAWG), and adjusted in the methodology now proposed.

Thus, the NRAWG uses this model to fulfill its objective of periodically diagnose, understand
and assess the risks of ML/TF in the country, in order to subsidize actions by competent bodies and
entities for the adoption of preventive and combat measures related.

Comprised of representatives from the Ministry of Justice and Public Security (Ministério
da Justica e Seguranca Publica), the Central Bank of Brazil (Banco Central do Brasil) and Coaf
(coordinatinator of the WG), it is the responsibility to this group to hold the first NRA, which should
be completed within one year from the Grup’s installation.

Inthe greaterinterest of Brazil, the methodologyisthe conceptual basisintheimplementation
and conclusion of the first NRA, a work coordinated between government authorities, the private
sector and civil society that will have the effect of not only bringing the country into full compliance
with international standards, but also to leverage the development and practical and effective
application of a national anti-money laundering regime and to combat the financing of terrorism
and financing of proliferation of weapons of mass destruction.



1. Work Plan:

The structuring, development and implementation of the National Risk Assessment aims
to enable the implementation of a process that makes it possible to identify, understand, analyze
and mitigate the risks inherent in the entire system of combating money laundering, financing of
terrorism and weapons of mass destruction proliferation financing — ML/TF/PF.

In order to carry out this work in Brazil, studies have been developed with a view to supporte
it methodologically and, thus, based on innumerable risk assessments from other countries already
disclosed, the foundations of this work plan was built. In its implementation, a methodology based
on an analytical risk assessment tool that seeks to identify, analyze and understand the risks of
money laundering, financing of terrorism and weapons of mass destruction proliferation financing
—ML/TF/PF will be adopted.

At the end of the process, the identification, assessment and understanding of ML/TF
risks are an essential part of the development and practical application of a national anti-money
laundering and Financing of Terrorism combating regime.

1.1. Glossary:

v’ Threats: person, group or activity with the potential to cause damage to the State, society or
economy, i.e., factors external to the control of authorities or economic sectors.

v' Ability to Combat: it is an analysis of the country’s ability to face threats, whether in a
preventive or repressive manner.

v Risk Events: specific event of risk inherent to the sector, whether due to the use of products
or activities regulated by it or due to the peculiarity of the environment that makes it difficult or limits the
inspection or coercive action.

v’ Impact: damage caused by the threat, whether financial loss or bad reputation in the business
environment.

v Macroprocesses: five (5) large groups of activities that will be carried out to arrive at the
country’s National ML/TF Risk Assessment.

v" “Money Laundering Threat Identification” Macroprocess: it refers to the identification,
assessment and understanding of the ML threats to which the country is susceptible. In this macro-
process, threats must be understood, as a priority, as crimes and criminal organizations that generate
illicit resources causing damage to society as a whole;

v “Financing of Terrorism Threat Identification” Macroprocess: it refers to the diagnose,
understand and assess of the TF Threats that may be present in the country carrying out financing
operations. In this macroprocess, threats must be understood, as a priority, as the Terrorist Organizations
listed in the UN Security Council, in addition to other specific designations carried out by other countries.

v “Identification of Typologies” Macroprocess: it refers to the identification and understanding
of the ways that threats have been most used in the country to materialize in illicit operations.

v’ “Identification of Vulnerabilities in the Regulated Sectors” Macroprocess: it refers to the
identification, assessment and understanding of the possible vulnerabilities that the regulated sectors
may be susceptible to, either due to regulatory absence or the recurrence of certain risk events.



v’ “Identification of Vulnerabilities in the Ability to Combat ML/TF” Macroprocess: it refers
to the identification, assessment and understanding of possible vulnerabilities in the preventive and
coercive ML/TF system in the country. The identification of possible failures, inefficiencies, non-existent
conduct, lack of structure and lack of powers are the expected results.

v Pillar: thematic structure related to the various areas for assessing the vulnerability of the
Ability to Prevent and Combat ML/TF, which aggregates subjects and queries on major themes.

v’ Query: systematized questions with the FATF recommendations as the focus for the analysis
of the country’s ML/TF Prevention and Combat Ability.

v Risk: resulting from the threat and Vulnerability variables, the impact of which is responsible
for defining the priority in mitigating a certain risk to the detriment of another:

v" Inherent Risk: level of risk before considering responses that reduced their likelihood of
occurrence or impact.

v’ Segment: it refers, within the area of operation of each regulatory body, to that part that is
logically separable, either because it is a specific matter (e.g. segment of luxury goods) or because it is a
product with its own characteristics (e.g. exchange rate) or regulated sector (arts and antiquities).s).

v’ Obligated Sectors: sectors of economic activity for which there is a legal obligation for
PML/TF;

v’ Coercive System: bodies and entities of the coercive system of public administration;
v Typologies: form or structure created for ML/TF; ;

v’ Vulnerabilities: flaws or weaknesses in the ML/TF regulation, control or enforcement systems
that can be exploited by threats.

1.2. Objectives of the work plan:

The NRA is a technical document, which covers the survey of threats and vulnerabilities,
where the latter is divided into regulatory vulnerabilities and vulnerabilities to combat ML/TF. From
the analysis of these elements, the country’s national ML/TF risk will be calculated.

The risk assessment is based on a coordinated work between government authorities,
the private sector and civil society and will constitute a fundamental input of the FATF’s mutual
evaluation process of Brazil. It stands out, as relevant, that the country will be evaluated, not just a
specific body. Therefore, the engagement of every stakeholder is essential so that the country can
effectively achieve all the advances obtained in the last years of the national ML/TF system, since the
last mutual evaluation held completed in 2010

The main objective of this plan is to structure the work of identification, assessment and
understanding of ML/TF/PFrisks for the country, as well as address efforts to mitigate the prioritized
risks and serve as a basis for efficient allocation of resources and actions of the national ML/TF
regime.

T Relatério de Avaliagdo Mdtua da Republica Federativa do Brasil. Disponivel em https://www.fatf-gafi.org/publications/
mutualevaluations/documents/mutualevaluationreportofbrazil.html



In this regard, the following list of activities was established:
a) Survey the country’s main threats;
b)  Survey the country’s main typologies;
c) Assess the country’s main vulnerabilities according to:
e The Obligated Sectors;
¢ The Ability to Prevent and Combat ML/TF;

d)  Suggest recommendations for mitigating the identified risks.

The work describe here is the result of the efforts of the Special Coaf Team ratified and
revised by NRAWG in collaboration with the various bodies of the PML/TF system and seeks to
structure the entire construction of the National Risk Assessment.

Processes, tools, questionnaires, metrics and consolidation criteria, information flow
structures, role structures and responsibilities have been designed for this purpose. In addition,
several intermediary documents have been produced for understanding, explaining and constructing
the entire risk assessment structure form the perspective of Money Laundering, Financing of
Terrorism and Financing of Proliferation of Weapons of Mass Destruction.

Figure 1: Analytical Structure of the National Risk Assessment.

1.3. Information flow and work process:

The ML/TF National Risk Assessment process, be it in any of its macroprocesses, must be
clear when demonstrating to any interested party:

a) all steps performed;



b) which competent authorities contributed to;
c) how and what data was received;

d) by whom its information was handled; and,

e) how its technical conclusions were reached.

Therefore, all information and products of the macroprocesses must be formalized in a
process in the Electronic Information System (SEl), in a specific unit.

1.4. Roles and Responsibilities:

For the preparation of the NRA, information and data from different bodies and entities are
required, as well as thematic meetings to discuss the different aspects for a more complete and perfect
understanding of the subject, as well as the effective engagement of everyone in this project.

Thus, during the process of building the methodology and work plan presented in this report,
it was requested to nominate representatives from different institutions and authorities, with the
following profiles:

¢ Knowledge of the topic of combating money laundering and financing of terrorism, to
address the technical content; and

¢ Knowledge of information management and information technology to enable the provision
of the data and statistics necessary for carrying out the NRA.

In each macroprocess, several institutions have been invited to participate in the analysis.
The institutions suggested for each phase of the work are listed in specific parts of this document and,
briefly, in the list below:

Threats Vulnerabilities

Obligated ML/TF/PF Combat and
Sectors Prevention Ability

Money Financing of

Institution . .
Laundering Terrorism

Typologies

ABIN X X X

ABRAPP X

ANM X X X

B3 X

BCB X

CFC

CGU X

X | X | XX

CNJ X X

CNSEG X

Coaf X

COFECI

COFECON

CONCPC X

CVM X X

DRCI

DREI X

X |IX|X|X|X|X]|X]|X

ENCCLA
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FEBRABAN X

IPHAN X X

IBAMA X

MAPA X X

MJUST - SENAD/
SENASP/SEOPI

MPF (CNMP) X X

MTUR

OAB

PF—
Departamento X X
Antiterrorismo

PF — Investigagéo X X X

PF - Transporte
de Valores

PREVIC X X

REDE-LAB

RFB

SECAP X

X | X |X|X|X

SUSEP X

Figure 2 — bodies responding by macroprocess.

In carrying out this step, the main roles and responsibilities of different groups have been
identified, according to the skills required to carry out the first NRA. Below, are listed the groups and
their roles:

. Special Coaf Team: instituted by the President of Coaf through Ordinance No. 1258,
of January 15, 2020, responsible for defining the methodology and work plan of the NRA and main
interlocutor of the works in its preliminary stage;

. Focal points: representatives appointed by the various institutions as responsible for
the dialogue with NRAWR, Special Coaf Team and the Technical Group.

. Institutions: public, federal, state or municipal agencies, or private entities whose
field of activity, regulatory or coercive, integrates or relates to the country’s PML/TF system. Its
technical manifestations are the input for the realization of the entire NRA.

. Working Group on National Risk Assessment of Money Laundering, Financing of
Terrorism and Weapons of Mass Destruction Proliferation Financing (NRAWG): Working Group
instituted by Decree No. 10.270, of March 6, 2020, the consultative and deliberative instance,
responsible for the approval of the consolidated analyzes of all the macro processes of NRA, also
having the role of authorizing the Technical Group to carry out analyzes directly on incomplete or
whose responsible institution did not provide the necessary information for the analysis process.

o Technical Group: a group formed by Coaf officials who are members of the Special
Team and assisted by representatives of the bodies that are part of the NRAWG. It will be responsible
for executing phases of the assessment process, from requesting information to consolidating the
results found.

11



2. Methodology — National ML/TF Risk Assessment Process

As previously seen, the preparation of the National Risk Assessment (NRA) should include
the adequate survey of the threats and vulnerabilities of money laundering, financing of terrorism
and financing of proliferation of weapons of mass destruction (ML/TF) to which the country is
susceptible.

Based on this premise, the Work Plan referred to in topic 1 of this report aims to structure the
work of identifying, assessing and understanding ML/TF risks for the country, as well as identifying the
mitigation actions for the prioritized risks, aiming at optimizing the efficient allocation of resources
and actions of the national AML/CFT regime. In this process, the methodology presented in this
topic establishes the general lines of execution of the following activities:

a) Survey the country’s main threats;
b)  Survey the country’s main typologies;
c) Assess the country’s main vulnerabilities according to:
e The Obliged Sectors;
e The Ability to Prevent and Combat ML/TF;
d)  Suggest recommendations for mitigating the identified risks..

Processes, tools, questionnaires, measurement and consolidation metrics, information flow
structures, role structures and responsibilities will be presented below, as well as several intermediate
documents designed to understand, explain and build the entire risk assessment structure in Brazil
from the perspective of ML/TF/PF.

12



2.1. Survey of Money Laundering Threats:

Figure 3: NRA structure - highlighted ML Threats.

2.1.1. Objective

Demonstrate which are the biggest THREATS to the country’s PML/TF system, i.e. to identify
the “WHAT” or “WHO”, represented by which antecedent crimes and which actors, criminal factions,
are more active in the country and have greater potential to cause damage to the state, society or
the economy.

2.1.2.Evaluation Form

Based on a previous list of ML threats, antecedent crimes and criminal organizations,
the Technical Group invites (through focal points) the institutions listed in item 2.1.4 to manifest
themselves, evaluating, specifically, each of the threats before each one of the five (5) criteria below:

2.1.2.1. Sophistication Level (difficulty of detection);

4 - VERY HIGH SOPHISTICATION - Very high detection difficulty. It is constantly using sophisticated systems,

a form of adaptive implementation and a legal appearance.

3 - HIGH SOPHISTICATION - High detection difficulty. Usually it uses sophisticated systems, a routine and/
or uncoated form of legal appearance.

2 - AVERAGE SOPHISTICATION - Medium detection difficulty. It does not need sophisticated systems, but
its form of implementation is simple and does not have a legal appearance.

1 - LOW SOPHISTICATION - Low detection difficulty. It is carried out in a rudimentary way, there being no
doubt of its illegality.

13



2.1.2.2. Capabilities Level (structure);

4—VERY HIGH CAPABILITY - It has numerous actors involved, being individuals and/or legal entities incorporated

in Brazil and/or abroad, with a clear segregation of functions and joint action.

3 — HIGH CAPABILITY - It has many actors involved, being individuals and/or legal entities incorporated in
Brazil, with relative segregation of functions.

2 — AVERAGE CAPABILITY - It has few actors involved, essentially individuals residing in Brazil, who act together
without an apparent planning and/or segregation of functions.

1 — LOW CAPABILITY - It has a unique actor, with a specific and punctual performance.

2.1.2.3. Scope Level;

4 - NATIONAL AND INTERNATIONAL LEVEL with receipt and remittance of resources also from abroad;

3 - NATIONAL LEVEL with predominantly internal operations, without receiving or remitting resources abroad.

2 - STATE LEVEL, and there may be operations in more than one state or a specific region of the country.

1 - MUNICIPAL LEVEL with specific and strictly defined action.

2.1.2.4. Profit Level;

4 - Threat whose financial income is VERY HIGH.

3 - Threat whose financial income is HIGH.

2 - Threat whose financial income is AVERAGE.

1 - Threat whose financial income is LOW.

2.1.2.5. Perception of incidence;

By incidence, we understand the perception of recurrence of this threat in the
country. For the highest level we establish an aggravating factor of 100% and for the lowest level of
incidence an aggravating factor of 25%, both of which affect the sum of the scores assessed in the
previous stages.

2.00 - (100%) - Perception of very high incidence in the country.

1.75 - (75%) - Perception of high incidence in the country.

1.50 - (50%) - Perception 1.50 - (50%) - Perception of average incidence in the country. Average incidence in
the country.

1.25 - (25%) - Perception of low incidence in the country.

NRA — Methodology and Work Plan
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As shown, items 2.1.2.1 and 2.1.2.4 must be evaluated following a graduation of 4 levels with
the last criterion, where the last criterion, Incidence Perception, (aggravating factor in 25%, 50%, 75%
and 100%), levied on the sum of the first four. Thus, the sum of the first four criteria is between 4 and
16, and the final score multiplied by the aggravating factor in item 2.1.2.5, results in a score of 5 to 32.

Thus, the threat level will be rated according to the table below:

26-32 - VERY HIGH THREAT

19-25 - HIGH THREAT

12-18 - AVERAGE THREAT
5-11 - LOW THREAT

It should be noted that, in addition to the quantification of the 5 items listed above, the
threat assessment must be accompanied by comments explaining the score given.

Contextualization of the threat in the Country;

After the threat is classified as low, average, high or very high, the institution responsible
for filling it out should describe its general considerations about each threat, when it will have space
to contextualize it, informing the strategic studies already carried out, its statistical data (surveys,
investigations, convictions, confiscation), possible case series, form of action, etc.

It is noteworthy that the information provided in this context should not be limited to the
quantitative data of the threat linked to the ML/TF that the performance of the evaluating body
produced, but to all data it has about each threat in the country. This form of assessment aims to
demonstrate the threat as a generator of illegal resources liable to ML/TF, without limiting itself only
to the cases that have been the object of some repressive action of ML/TF by the assessing body.

2.1.3. Information request form

The Special Team developed an Electronic Questionnaire containing a previously defined
list of ML Threats, antecedent crimes and criminal factions that could be analyzed in the light of the
criteria of sophistication, capability, scope, profit and incidence.

Following is an image of the Electronic Questionnaire:
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Figure 4: ML electronic questionnaire - Level of sophistication and contextualization of the threat in the country.

The Technical Group must inform that the institutions indicated in item 2.1.4 are not
obliged to assess all threats listed in the previous list, but only those antecedent crimes and criminal
factions that, in any way, directly or indirectly, are related to its institutional performance and on
which, of course, its specialists have greater expertise. The following is an image of the Electronic
Questionnaire that provides this option.

Figure 5: ML Electronic Questionnaire - Possibility of not completing a given threat.

In the opposite way, it is also worth noting that the evaluating institution does not need to
limit itself to the threats listed in the previous list, since the tool was designed in such a way as to
allow the registration of a new threat, where the interest and the decision of the evaluator for its
inclusion is enough, as follows:
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Figure 6: ML Electronic Questionnaire - Insert unlisted threat.

In addition, in order to facilitate the process, an official letter should be sent to the directors
of the evaluating institutions, with a copy to their respective focal points, containing a spreadsheet
attached that allows the preliminary assessment exercise, thus optimizing the completion of the
Electronic Questionnaire.

There is in the tool a specific field for sending files by the evaluator, and it is necessary
to request that the evaluating institutions send strategic studies or other files that they consider
relevant about the contextualization of the evaluated threat. Let’s see:

Figure 7: ML Electronic Questionnaire - Field for sending files by the evaluator.

Regarding the security and relevance of the information, it is worth informing that each
guestionnaire can only be accessed by a specific link sent to the focal point, defined as the person
responsible for sending the information produced by the institution. It is noteworthy, in this regard,
that the manifestation linked to the login of the Focal Point is considered a formal manifestation
of the represented institution.

2.1.4. Institutions that will be invited to express their opinion

For the survey of threats, we understand that the institutions listed below should preferably
be invited to manifest themselves bringing all their expertise, strategic studies and statistical data
about their performance in the face of each of the threats to be evaluated:

Financial Activities Control Council - Coaf

* National Justice Council - CNJ

 National Council of Civil Police Chiefs - CONCPC
e Office of the Comptroller General- CGU

e Ministry of Justice Department of Assets Recovery and International Legal Co-operation
- DRCI-SENAJUS-MISP
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e Brazilian Institute of the Environment and Renewable Natural Resources - IBAMA

e Federal Prosecution Service- MPF

e Federal Police - PF

¢ Integrated Operations Secretariat - Seopi - Ministry of Justice and Public Security

e Secretariat of the Federal Revenue of Brazil - RFB

* National Secretariat for Drug Policy - Senad - Ministry of Justice and Public Security

* National Secretariat of Public Security - Senasp - Ministry of Justice and Public Security

2.1.5. Absence of data for treatment

If there is no response with sufficient data on a given threat, the Technical Group may
request additional information from institutions already invited to express their opinion or from
other institutions, public or private, that can best contribute to its assessment. Even so, in the
absence of data, the Technical Group will inform the NRAWG of this act, with the latter, with the
experience of its members, carrying out the assessment.

2.1.6. Treatment and consolidation of information

Having received all the information requested from the institutions, the Technical Group
will formalize the Working Paper demonstrating the consolidation of the ratings received from the
different institutions into a single national score by criterion and by assessed threat.

It should be noted that the Consolidated Threat Working Paper will demonstrate, in addition
to the consolidated threat score, all scores per rating institution. In other words, every assessor
institution will have its assessment considered when defining the final assessment of a given Threat.
The transformation of the many scores (by criteria) provided by institutions with diverse mandates,
into a single national score may also take into account the expertise of the assessor institution vis-
a-vis the assessed threat. Additionally, those that, by their nature, possess greater dominance in a
given antecedent crime and/or criminal faction, may have their assessment scores considered with
greater representativeness. This situation must be defined by the NRAWG in the specific case.

Having completed the treatment of the threat assessment scores, the Technical Group
will have to consolidate the general information provided by each institution, making efforts to
build the contextualization, under national focus, of each threat in the country. This work will use
as reference all the information, statistics and strategic studies that each institution sent in the
assessment process.

In this way, the contextualization of each threat will not only be a specific view of the assessor
institution, but rather a synergistic National Contextualization, including various views and statistics
of bodies with different, but essentially complementary actions. This step may take advantage of
national or international studies in addition to expert opinions that the Technical Group has access
to adjust possible edges not explained by the different agencies separately. It is worth mentioning
that, during the formalization of this work, all texts, in their original formats, sent by each institution,
must be stored in full as a way to trace the origin of the information used.
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Once the stages of quantitative consolidation (final score for each threat) and qualitative
(contextualization of the threat) have been completed, the Technical Group will have to present
the results to all bodies participating in the ML Threat Survey, so that the final mentions presented
will be understood as a national, synergistic assessment, derived from numerous institutional
assessments specific to each participant.

Having performed this exercise and having resolved any distortions that may have arisen
during the process, the Technical Group will submit the Final Report of the survey of the threats
of ML for consideration by the NRAWG. Once approved, it will be up to the NRAWG to define the
threats that should have priority treatment within the scope of the country’s PML/TF System.

2.1.7. ML Threat Survey Product

The product of the survey of threats is a single report, derived from the contribution of
several participating bodies, containing the Ranking of Threats (very high, high, medium and low) of
the country’s ML, assessed under the criteria of level of sophistication (difficulty of detection), level
of capability (structure), geographic coverage, level of financial income and perception of incidence
in the country.

The following is an example of the ranking of threats:

Figure 8: Ranking of Threats (example data)
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2.1.8. Formalization of the assessment process

In line with what was exposed in topic 1.3 and given the need to threat the National Risk
Assessment of ML/TF as a process with several steps and contributions from countless institutions,
specifically regarding the Survey and Assessment of ML Threats, it is suggested that its formalization
contains the following documents:

¢ Opening document showing the reason why the process is being opened, i.e. survey and
assessment of threats;

e Letters to the institutions that should be invited to manifest themselves at this stage, with
confirmation of sending and receiving;

e Letters’ responses with the requested information and assessments;
¢ Possible reiterations of Letters in the absence of answers, if necessary;
¢ Possible complementary letters in view of the lack of certain information, if necessary;

¢ Minutes of the meetings held with representatives of all institutions, from general
awareness meetings to practical meetings to demonstrate the specific tools of this module;

e Working Paper drafted by the Technical Group informing the conclusions of the
consolidation of the Survey and Assessment of Threats;

e Submission of the consolidated report of the ML Threat Assessment work for approval by
the NRAWG;

e Submission of the conclusions to the participating institutions, making their results a
National Assessment;

¢ Formalization of approval, by NRAWG, of the consolidated report containing, in addition
to other information, the Ranking of ML Threats assessed;

¢ Conclusion of the Process informing that its results will be input for the drafting of the
final document of the National Risk Assessment of ML/TF.
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2.2. Survey of Financing of Terrorism Threats:

Figure 10: NRA structure - highlight FT threats.

2.2.1. Purpose

Financing of Terrorism involves soliciting, raising or providing funds for the purpose of being
used to support terrorist acts or organizations. Funds can come from both legal and illegal sources.

In the context of Financing of Terrorism, a threat must be understood as a person or group
of people (physical or legal), object or activity with the potential to cause damage when raising,
moving, storing or using resources or other assets, whether from lawful sources or from other
sources, illicit sources, for terrorist purposes or to finance terrorist persons or organizations.

Thus, for purposes of better understanding and assess of the phenomenon, the analysis of
Financing of Terrorism Threats was divided into three major groups:

® GROUP 1 - Terrorist Organizations or National Liberation Movements (TOs- threat);

* GROUP 2 - Other actors engaged in terrorism (threat actors);

* GROUP 3 — Activities used by the first two groups to render their financing viable (threat
activities).

This macroprocess aims to identify, assess and understand which terrorist financing threats
the country is susceptible to. This information helps to prioritize and better allocate resources aimed
at combating the Financing of Terrorism by all authorities in the country.
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2.2.2. Assessment Form

2.2.2.1. GROUP 1 - Jihadist, ethnic-nationalist and separatist terrorist organizations

Group 1 of Financing of Terrorism Threats comprises jihadist, ethnic-nationalist or separatist
terrorist organizations. For the assessment of this group, it will be used not only the organizations
formally recognized as terrorists by the Brazilian government, but also other groups mentioned in
the international counterterrorism agenda that represent a local, regional or global threat.

Based on the List of Organizations Listed by the United Nations Security Council — UNSC,
pursuant to Resolutions 1267 (1999) 1989 (2011) and 2253 (2014) and also taking into account
specific designations carried out by other countries, a non-exhaustive list of the best known, ethnic-
nationalist or separatist terrorist organizations (TOs) was drawn up.

In view of this initial list of possible TF threats (TOs — Group 1), it will be up to the evaluator
to mark YES, if he/she considers that there is an indication of the presence of the threat in Brazil,
or NO, if no suspicion of OT activity in the national territory has been identified. The following is an
illustrative image of this part of the assessment:

Figure 11: FT Electronic Questionnaire — Group 1

At that time, all jihadist, ethnic-nationalist or separatist terrorist organizations identified
by the evaluator as suspicious of activity or relationship with Brazil will be subject to individual
assessment against the following criteria: 1) worldwide presence; 2) probability of taking Financing
of Terrorism (TF) actions in Brazil; 3) FT capability in Brazil; 4) social damage from TF actions; and
5) presence of people linked to the organization, as follows:
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2.2.2.1.1. Worldwide presence;

Based on the available information and the evaluator’s knowledge on the subject, the
threat must be addressed in order to estimate the territorial extent of its worldwide presence,
understood here as “case-by-case extension of actions taken by terrorist organizations”, establishing
a 1to 4 score, where:

4 - VERY HIGH WORLDWIDE PRESENCE - This organization is present worldwide.

3 - HIGH WORLDWIDE PRESENCE - This organization has a predominantly regional presence surrounding Brazil.
2 - AVERAGE WORLDWIDE PRESENCE - This organization has a predominantly regional presence not
surrounding Brazil.

1 - LOW WORLDWIDE PRESENCE - This organization has a majority presence limited to the country where
it is headquartered.

2.2.2.1.2. Probability of practicing TF actions in the country;

Based on the available information and the evaluator’s knowledge of the subject, the threat
should be assessed in order to estimate its probability of practicing TF actions in Brazil. Probability
means “the expert’s perception of the possibility of an TF action being taken in Brazil”.

4 - VERY HIGH PROBABILITY of this organization to be practicing or to come to practice TF actions in the country.

3 - HIGH PROBABILITY of this organization to be practicing or coming to practice TF actions in the country.

2 - AVERAGE PROBABILITY of this organization to be practicing or to come to practice TF actions in the country.

1 - LOW PROBABILITY of this organization being practicing or coming to practice TF actions in the country.

2.2.2.1.3. FT capability in the country;

Based on the available information and the evaluator’s knowledge on the subject, the threat
should be assessed in order to estimate its ability to raise and move resources in Brazil.

4 - VERY HIGH CAPABILITY of collection and movement of resources in the country.

3 - HIGH CAPABILITY of collection and movement of resources in the country.

2 - AVERAGE CAPABILITY of collection and movement of resources in the country.

1 - LOW CAPABILITY of collection and movement of resources in the country.

2.2.2.1.4. Social damage caused by fundraising actions in the country;

Based on the available information and the evaluator’s knowledge on the subject, the
threat must be assessed in order to estimate the social damage of its fundraising actions. Social
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damage means how much its fundraising activities, when eventually executed, would cause damage
to society, ranging from resources from lawful activities to resources from crimes harmful to life.

4 - VERY HIGH SOCIAL DAMAGE - The fundraising actions characteristic of this organization in the country are always

harmful to life.

3 - HIGH SOCIAL DAMAGE - The fundraising actions characteristic of this organization in the country are
mostly harmful to life.

2 - AVERAGE SOCIAL DAMAGE - The fundraising actions characteristic of this organization in the country are
eventually harmful to life.

1 - LOW SOCIAL DAMAGE - The fundraising actions characteristic of this organization in the country are not
harmful to life.

2.2.2.1.5. Presence of people linked to the organization in the country;

For the criterion of the presence of people linked to the organization in the country, an
aggravating factor of 100% is established for the highest level and an aggravating factor of 25% for
the lowest level of presence in the country, on the sum of the ratings evaluated in the previous steps.

2.00 - (100%) - VERY HIGH - There are countless documented cases of the presence of this organization, or of people

associated with it, in Brazil.

1.75 - (75%) - HIGH - There are many documented cases of the presence of this organization, or of people
associated with it, in Brazil.

1.50 - (50%) - AVERAGE - There are few documented cases of the presence of this organization, or of people
associated with it, in Brazil.

1.25 - (25%) - LOW - There are rare documented cases of the presence of this organization, or of people
associated with it, in Brazil.

Thus, in summary, items 1 to 4 should be evaluated following a gradation of 4 levels, with
the last criterion, Presence in the Country, (aggravating factor of 25%, 50%, 75% and 100%), should
be levied on the sum of the first four. Thus, the sum of the first four criteria is between 4 and 16,
and the final score multiplied by the aggravating factor in item ‘Presence in the Country’, results in
a score of 5 to 32.

Thus, the threat level will be rated according to the table below:

26-32 - VERY HIGH THREAT

19-25 - HIGH THREAT

12-18 - AVERAGE THREAT

5-11 - LOW THREAT

2.2.2.1.6. Financing characteristics and activities possibly used by the threat;

After the TF threat is classified as low, medium, high or very high, in view of the studies on
financing activities listed by international doctrine, the institution responsible for the assessment
must describe its characteristics, considering, necessarily, the possible activities that the threat
assessed may be using to carry out its financing operations in the country.
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This information, sufficiently detailed, will become one of the inputs that allow the
adaptation of all TF control and monitoring systems in the country.

2.2.2.2. GROUP 2 - Other actors involved with TF threats

Group 2 is made up of other actors considered Financing of Terrorism threats, which do not
fit the traditional definition of jihadist, ethnic-nationalist or separatist TOs, however, they are often
included in the available bibliography on the topic of Financing of Terrorism. Below, we bring a non-
exhaustive list of the other actors most mentioned in the doctrine:

I. Small terrorist cells: they are decentralized groups, with a small number of participants
and geographically dispersed, who can act in activities to support terrorism and its financing.

Il. Sleeping or dormant terrorist cells: groups composed of individuals, usually foreigners,
who infiltrate a designated society or organization and remain dormant until a group or organization
orders a specific action.

lll. Radical non-Islamic extremist groups: groups with violent extremist ideology, such as
ecoterrorist groups, neo-Nazis, insurrectionary and radicalized anarchists in the virtual environment
in forums and chats.

IV. Recruitment, training and facilitation networks: consists of the action of individuals or
organizations responsible for recruiting nationals by a terrorist movement through direct interaction
with these individuals or indirectly, usually through different types of media, with the intention of
instigating activities in favor of terrorist organization by these individuals.

V. Lone actors: also called “lone wolves”, they are people who act alone without orders
from or even without connections with an organization.

VI. Foreign terrorist fighters (FTFs): they are unpaid individuals who are not citizens of
states in conflict that join insurgencies during civil conflicts. They are usually radicalized in their
country of origin and take advantage of clandestine networks to facilitate their journey to a zone of
civil conflict.

VII. Diaspora populations: are populations of foreign origin or descent residing in the
national territory that can be sympathetic to regional or international terrorist actors.

In view of this initial list of possible TF threats (Actors — Group 2), it will be up to the evaluator
to mark YES, if he/she considers that there is an indication of the presence of the threat in Brazil, or
NO, if no suspicion of the activity of other non-Actors has been identified in the national territory.
The following is an illustrative image of this part of the assessment:
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Figure 12: FT electronic questionnaire — Group 2.

At the moment, in the face of other actors engaged in terrorism that do not fit the definition
of jihadist, ethnic-nationalist or separatist TOs, but are considered Financing of Terrorism threats
and that have a relationship with Brazil, an individual assessment of each TF threat (Actors — Group
2) in the face of the criteria, presence in the country, probability of practicing TF actions in the
country, TF capability in the country, social damage of the FT actions and performance in Brazil of
the respective actor should be carried out, as follows:

2.2.2.2.1. Presence in Brazil;

Based on the information available through monitoring and on its knowledge on the subject,
the amount of evidence of this actor-threat that may exist in Brazil should be assessed in order to
estimate the level of threat they represent to the country, establishing a 1 to 4 rating, where:

4 - VERY HIGH PRESENCE - there are countless indications of this type of actor-threat known or monitored in Brazil.

3 - HIGH PRESENCE - there are many indications of this type of actor-threat known or monitored in Brazil.

2 - AVERAGE PRESENCE - there is little evidence of this type of actor-threat known or monitored in Brazil.

1 - LOW PRESENCE - there are rare indications of this type of actor-threat known or monitored in Brazil.
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2.2.2.2.2. Probability of practicing TF actions in the country;

Based on the available information and the appraiser’s knowledge of the subject, the threat
should be assessed in order to estimate its probability of conducting TF actions in Brazil. Probability
means “the expert’s perception of the possibility of an TF action being taken in Brazil”.

4 —VERY HIGH PROBABILITY of this actor-threatens to be practicing or coming to practice terrorist financing actions

in the country.

3 — HIGH PROBABILITY of this actor-threatens to be practicing or coming to practice terrorist financing actions in the
country

2 — AVERAGE PROBABILITY of this actor-threatens to be practicing or coming to practice terrorist financing
actions in the country.

1 — LOW PROBABILITY of this actor-threatens to be practicing or coming to practice terrorist financing actions in the
country.

2.2.2.2.3. FT capability in the country;

Based on the available information and the evaluator’s knowledge on the subject, the threat
must be assessed in order to estimate its ability to raise and move resources in Brazil.

4 —VERY HIGH CAPABILITY of collection and movement of resources in the country.

3 — HIGH CAPABILITY of collection and movement of resources in the country.

2 — AVERAGE CAPABILITY of collection and movement of resources in the country.

1—LOW CAPABILITY of collection and movement of resources in the country.

2.2.2.2.4. Social damage caused by fundraising actions in the country;

Based on the available information and the appraiser’s knowledge on the subject, the
threat must be assessed in order to estimate the social damage of its fundraising actions. Social
damage means how much its fundraising activities, when eventually executed, would cause damage
to society, ranging from resources from lawful activities to resources from crimes harmful to life.

4 - VERY HIGH SOCIAL DAMAGE - The fundraising actions characteristic of this actor-threat in the country

are always harmful to life.

3 - HIGH SOCIAL DAMAGE - The fundraising actions characteristic of this actor-threat in the country are
mostly harmful to life.

2 - AVERAGE SOCIAL DAMAGE - The fundraising actions characteristic of this actor-threat in the country are
eventually harmful to life.

1 - LOW SOCIAL DAMAGE - The fundraising actions characteristic of this actor-threat in the country are not
harmful to life.

2.2.2.2.5. Performance in Brazil;

Based on the information available on the evaluator’s knowledge on the subject, a mention
should be made about the performance of the assessed threat in national territory. For the criterion
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of performance in Brazil, an aggravating factor of 100% will be established for the highest level and
for the lowest level of performance in the country, an aggravating factor of 25%, levied on the sum
of the scores evaluated in the previous stages.

2.00 - (100%) - VERY HIGH - There are countless documented cases of terrorist financing of this actor-threat

in Brazil.

1.75 - (75%) - HIGH - There are many documented cases of terrorist financing for this actor-threat in Brazil.

1.50 - (50%) - AVERAGE - There are few documented cases of terrorist financing for this actor-threat in Brazil.
1.25 - (25%) - LOW - There are rare documented cases of terrorist financing for this actor-threat in Brazil.

Thus, in summary, items 1 to 4 must be evaluated following a gradation of 4 levels, and
the last criterion, Performance in Brazil (aggravating of 25%, 50%, 75% and 100%) should be levied
on the sum of the first four. Thus, the sum of the first four criteria will be between 4 and 16, and
the final score multiplied by the aggravating factor in the item “Performance in Brazil” will result in
scores from 5 to 32.

Thus, the threat level will be qualified according to the table below:

26-32 - VERY HIGH THREAT

19-25 - HIGH THREAT

12-18 - AVERAGE THREAT

5-11 - LOW THREAT

2.2.2.2.6. Financing characteristics and activities possibly used by the threat

As in the analysis of TF Group 1 threats (TOs - threat), after the TF Group 2 threat (actors
- threat) framed between low, medium, high or very high, in view of the studies on the most used
financing activities listed by international doctrine, the institution responsible for the assessment
must specifically describe its characteristics, considering necessarily the possible activities that the
assessed threat may be using to carry out its financing operations in the country.

This information, sufficiently detailed, becomes one of the inputs that allows the adaptation
of all FT control and monitoring systems in the country.

2.2.2.3. GROUP 3 - Activities used by the first two groups to make their financing viable

Group 3 is made up of activities used to raise, move, store or used resources for terrorism
purposes that are related to Brazil. The definition of Financing of Terrorism activities most sued,
or likely to be, together with an adequate knowledge about their characteristics, allow a greater
effectiveness in the adaptation, and prioritization, of all FT monitoring systems in the country.

It should be noted that, unlike the Money Laundering threats whose resources are
necessarily the result of illegal activities, the resources used for TF can originate from legal or illegal
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resources. The following is a non-exhaustive list of activities, mentioned by international doctrine as
most used in financing terrorism:

(i) Donations from individuals;

(i) Donations from legal entities;

(iii) Donations between terrorist groups;

(iv) State sponsorship;

(v) Self-financing;

(vi) Capture of aircraft, ships or other means of collective or goods transportation;
(vii) Smuggling of goods;

(viii) Smuggling of antiquities and cultural artifacts;

(ix) Smuggling of cigarettes;

(x) Smuggling of precious stones;

(xi) Smuggling of gold and other precious metals;

(xii) Smuggling of wildlife;

(xiii) Smuggling of people;

(xiv) Exploitation of prostitution networks;

(xv) Extortion from businesses and local and diaspora populations;
(xvi) Extortion through kidnapping and/or deprivation of liberty;
(xvii) Trade-based Financing of Terrorism;

(xviii) Credit card fraud;

(xix) Insurance fraud;

(xx) Thefts;

(xxi) Bank robbery;

(xxii) Taking hostages to request ransom;

(xxiii) Arms trafficking;

(xxiv) Drug trafficking;

(xxv) People trafficking;

(xxvi) Sale of natural resources.

In view of this initial list of possible TF Group 3 (threat activities), it will be up to the evaluator
to mark YES, if he/she considers that there is an indication of the presence of the threat in Brazil, or
NO, if no suspicion of OT activity in the national territory has been identified. The following is an
illustrative image of this part of the assessment:
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Figure 13: FT Electronic Questionnaire — Group 3.

At that moment, in view of the survey carried out in the available bibliography on the topic,
plus the eventual contributions of the evaluators themselves, we have resulted in the identification
of Financing of Terrorism activities that have some indication of occurrence in Brazil. In view of this
result, considering each TF activity individually, the level of its use should be evaluated, describing,
necessarily, its form and characteristics in the country, as follows:

2.2.2.3.1. Perception of use:

VERY HIGH: One of the most widely used forms of Financing of Terrorism in the country.

HIGH: One of the forms of terrorist financing constantly used in the country.

AVERAGE: One of the forms of financing terrorism usually used in the country.

LOW: One of the forms of financing terrorism rarely used in the country.

NRA — Methodology and Work Plan
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2.2.2.3.2. Characteristics of the financing activity in the country’s context;

After indicating the level of use of the financing activity between low, average, high or very
high, and in view of the studies and the result of monitoring on the evaluated financing activity, the
institution responsible for the assessment must describe, specifically, how they have possible, or
may become, the possible terrorist financing activities in the country.

This information, sufficiently detailed containing the description of its sample (concrete or
potential), the possible sectors that can be used, regions that are usually more susceptible and other
elements that may be relevant, become inputs that allow the adequacy of all control systems and
monitoring of TF in the country. The following is an illustrative image of this part of the assessment:

Figure 14: FT Electronic Questionnaire - assessment of TF-related activities in the country.

2.2.3. Information request form

The Technical Group developed an Electronic Questionnaire to be sent to all institutions
participating in the assessment of Financing of Terrorism threats. It is important to note that
institutions are not obliged to assess all threats included in the previous list sent in each of the TF
Threat Groups, but only those that assess whether they have any possibility of occurrence or link
with the Country.

In order to facilitate the filling out by the evaluating bodies, an official letter will be sent to
the directors of the evaluating institutions, with a copy for the respective focal points, containing, in
annex, a spreadsheet that allows the preliminary assessment exercise, thus optimizing the filling out
of the Electronic Questionnaire.

It should be noted that the tool also includes space for the evaluating institutions to send
strategic studies or other files that give strength to the assessment:
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Figure 15: FT Electronic Questionnaire - Field for sending files by the evaluator.

Regarding the security and relevance of the information, it is worth informing that each
questionnaire must be addressed to a specific user/login, usually the focal point, who is responsible
for sending the information produced by the institution. It is noteworthy, in this regard, that the
manifestation linked to the login of the Focal Point must be considered a formal manifestation of
the represented institution.

2.2.4. Institutions that will be invited to express their opinion

For the survey of the TF threats, we understand that the institutions listed below should
preferably be invited to express their opinions bringing their information, expertise, strategic studies
and statistical data about each of the threats subject to assessment:

e Brazilian Agency of Intelligence - Abin
e Financial Activities Control Council — COAF

e Department of Federal Police — Antiterrorism Department — DPF/DAT

2.2.5. Absence of data for treatment

If there is no response with sufficient data in GROUPS 1, 2 and 3, the Technical Group may
request additional information from institutions already invited to speak or from other institutions,
public or private, that can best contribute to its assessment. Even so, with the lack of data remaining,
the Technical Group will inform the NRAWG of this fact, and it will be up to the NRAWG, with the
experience of its members, to carry out the assessment with the data it has available.

2.2.6. Treatment and consolidation of information

Having received all the information requested, the Technical Group formalizes a Working
Paper demonstrating the consolidation of the ratings received from the different institutions into a
single national rating by criterion and by assessed TF threat.

It should be noted that the Treat Consolidation Working Paper will demonstrate not only
the rating for the consolidated TF threat, but also all the ratings per rating institution. In other words,
every evaluating institution will have its assessment considered when defining the final assessment
of each threat.

It is noteworthy that the way of transforming countless notes, by criteria, into a single
national score may not be just a simple mathematical calculation, as it may also consider the expertise
of the evaluating institution in the face of the assessed threat. In other words, institutions that, by
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nature, have most studies on a given threat may have their evaluation scores to be considered more
representative. This situation must be defined by the NRA in the specific case.

Once the stages of quantitative consolidation (final score for each threat) and qualitative
(characteristics of the assessed threats) have been completed, it is up to the Technical Group
to submit a preliminary report of the survey of TF threats to the approval of the NRAWG. Once
approved, it is up to the NRAWG to define, in a final report, the threats that should have priority
treatment within the scope of the country’s PML/TF System.

2.2.7. FT Threat Survey Product

The product of the threat survey is a single report, derived from the contribution of all
participating agencies containing a ranking (very high, high, average and low) of the TF threats
assessed in Group 1 (TOs — Threat) and Group 2 (Actors — Threat) together with all the information
about its characteristics and the way it operates in the country.

In addition, the Group 3 (Activities — Threat) assessment will be presented, demonstrating
the main Financing of Terrorism activities that are, or may be, taking place in the country, containing
the description of its casuistry (concrete or potential), the possible sectors that can be used, regions
that are usually more susceptible, among other relevant information.

Below, we bring an image illustrating, only, the possible ranking of TOs and Actors (Group
1 and 2) threats and the indication of the most used financing activities (Group 3). In addition to
the ranking below, the result of the contribution of all participants and seeking to better map the
phenomena, there will be a compilation about the characteristics, form of presence and performance
of each of the assessed threats.

Threat (Group 1 and Group 2) Assessment Ranking

Ameacas Avaliagao Ameaca Pontuagao
AmeacaFT1 18-25 - Ameaca Alta 19
AmeacaFT2 12-18 - Ameaca Média 14
AmeacaFT3 12-18 - Ameaca Média 14
AmeacaFT4 12-18 - Ameaca Media 14
AmeagaFTH 3-11 - Ameaca Baixa 11
AmeagaFTE 2-11 - Ameaca Baixa 10
AmeagaFT? 5-11 - Ameaca Baixa 9
AmeacaFTS 311 - Ameaca Baixa 8
AmeacaFTa 311 - Ameaca Baixa 5
AmeacaFTI0 311 - Ameaca Baixa 5
AmeagaFT 1 2-11 - Ameaca Baixa 5

Figure 16 — TF Threat Ranking
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Indication of potentially most used financing activities

Atividade FT 1 Mivel de utilizagdo Muito Alta
Atividade FT 2 Mivel de utilizagdo Alta
Atividade FT 3 Mivel de utilizagdo Media
Atividade FT 4 Mivel de utilizagdo Media
Atividade FT 5 Mivel de utilizagdo Baixa
Atividade FT 6 Mivel de utilizagdo Baixa

Figura 17 - Ranking atividades de financiamento

2.2.8. Formalization of the assessment process

In line with what was explained in topic 1.3 and aware of the need to treat the National Risk
Assessment of ML/TF as a process with several steps and contributions from numerous institutions,
specifically regarding the Survey and Assessment of FT Threats, it is suggested that the formalization
contains the following documents:

* Opening document showing the reason why the process is being opened, i.e. survey and
assessment of TFthreats;

e Letters to the institutions that should be invited to manifest themselves at this stage, with
confirmation of sending and receiving;

® Responses with the requested information and assessments;
* Possible reiterations of Officials in the absence of answers, if necessary;
e Possible complementary letters in view of the lack of certain information, if necessary;

¢ Minutes of the meetings held with representatives of all institutions, from general
awareness meetings to practical meetings to demonstrate the specific tools of this module;

e Working Paper drafted by the Technical Group informing the conclusions of the
consolidation of the Survey and Assessment of TF Threats;

e Submission of the consolidated report of the TF Threat Assessment work for approval by
the NRAWG;

e Submission of the conclusions found by the Technical Group to the participating
institutions, making their results a National Assessment;

e Formalization of approval, by NRAWG, of the consolidated report containing, in addition
to other information, the Ranking of TF Threats assessed;

¢ Conclusion of the Process informing that its results will be input for the drafting of the
final document of the National Risk Assessment of ML/TF.
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2.3. Survey of Typologies:

Figure 19:NRA structure — Typologies highlighted.

2.3.1. Purpose

The world scenario of increasingly dynamic financial flows points to the need for the
continuous strengthening of the State based on the greater efficiency of its institutions, with a greater
awareness of the risks of using economic sectors to commit crimes, especially money laundering.

Therefore, the survey of typologies of ML/TF seeks to bring even more robustness to the
analyzes of the National Risk Assessment of ML/TF, identifying the “HOW”, that is, through which
forms, structures, formats and arrangements the threats ML/TF operators have completed their
operations in the country and which sectors and control systems may be most affected. Thus, this
study of the main typologies of ML/TF already identified in the country becomes a powerful tool
to be used by all competent authorities, public and private sectors, in the implementation of more
effective and specific controls in their PML/TF systems.

2.3.2. Form of contribution of participants

In view of a previous list containing sixty-two (62) typologies already identified,
the Technical Group invites (through focal points) the institutions indicated in item 2.3.4
to inform if there are other relevant and recurring forms of actions that have not yet been
mapped. If so, a form must be filled out informing (i) the case description, (ii) the sectors most
involved, (iii) the possible warning signs, and, if possible, (iv) their graphic representation.
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2.3.3. Information request form

By means of a Letter, the Technical Group sends to the institutions indicated in item 2.3.4,
the previous list with sixty-two (62) topologies for analysis of the institution regarding the need to
include any other relevant typology known by the body in the development of its activities, but
not yet present in the document. Once the institution has performed the analysis and if there is a
specific typology to be added, a form to be filled out is provided, attached to the same letter, stating:
(i) description of the case, (ii) the sectors most involved, (iii) the possible warning signs, and, if
possible, (iv) their graphic representation.

In view of the collaborative form that characterizes this work, it must be emphasized that
the success of the document depends entirely on the commitment of all institutions in evaluating
and providing information that is not yet mapped in the base document. Institutions are not obliged
to add any typology, but only to evaluate the typologies already mapped, manifesting themselves by
the insertion, or not, of a new one that they have identified in the exercise of their duties.

2.3.4. Institutions that should be invited to express their opinion

For the survey of the typologies, we understand that the institutions listed below should
preferably be invited to express themselves in order to add all their experience obtained in the
exercise of their duties in the context of preventing and combating ML/TF:

e Brazilian Intelligence Agency — Abin

* Brazilian Association of Closed Pension Funds
Complementary - Abrapp;

¢ Central Bank of Brazil - BCB;

¢ Brazil, Bolsa e Balcdo - B3;

e Securities and Exchange Commission - CVM;

¢ National Confederation of Insurance Companies - CNSEG;
e Financial Activities Control Board - Coaf;

¢ National Council of Civil Police Chiefs - CONCPC;

e Ministry of Justice Department of Assets Recovery and International Legal Co-operation-
DRCI-SENAJUS-MJSP

¢ Brazilian Federation of Banks - Febraban;

e Federal Prosecution Service y - MPF;

e Department of Federal Police - DPF;

* National Network of Technology Laboratories against Money Laundering - REDE-LAB,;
e Secretariat of Integrated Operations - Seopi - Ministry of Justice

and Public Security;

¢ Secretariat of the Federal Revenue of Brazil - RFB;
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¢ National Secretariat for Drug Policy - Senad - Ministry
Justice and Public Security;

* National Secretariat of Public Security - Senasp - Ministry of
Justice and Public Security;

e Supplementary Pension Superintendence - Previc;

e Superintendence of Private Insurance — Susep.

2.3.5. Product of the Survey of Typologies

Counting on the engagement and contribution of all the competent authorities participating
in this survey, the aim is to build a single document that supports the National Risk Assessment of
Brazil, containing a national collection of typologies already identified. In the search for greater
clarity and didactics in the final document, the consolidation carried out by the Technical Group,
whenever possible, seeks to group the typologies with the possible threats, antecedent crimes, or
with sectors that usually use this form of action to carry out their ML/TF operations. Some examples:

a) Crimes of corruption and embezzlement of public resources;

b) Crimes against the National Financial System;

c) Tax Evasion Crimes;

d) Drug and People Trafficking Crimes;

e) Crimes involving designated non-financial activities and professions.

In line with the main objective of National Risk Assessment, to identify, assess, understand
and mitigate the country’s ML/TF risks, this collection of typologies will be shared ith all institutions,
public and private, participants, directly or indirectly, in the country’s PML/TF system, which will
serve as input for all authorities to be aware of and implement warning signs in their preventive
processes, in their detection tools and in their investigation techniques.

The following is an example of an image of a typology identified in a disclosure format.
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Figure 20: Typology description.
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2.3.6. Formalization of the assessment process

In line with what was exposed in topic 1.3 and given the need to understand the National Risk
Assessment of ML/TF as a process with several steps and contributions from numerous institutions,
specifically regarding the Survey of Typologies, its formalization is recommended to contain the
following documents:

* Opening document showing the reason why the process is being opened, i.e. a survey of
the typologies.

e Letters to the institutions that should be invited to manifest themselves at this stage, with
confirmation of sending and receiving;

® Responses with the requested information;
* Possible reiterations of letters in the absence of answers, if necessary;
® Possible complementary letters in view of the lack of certain information, if necessary;

e Document, formulated by the Technical Group, informing the consolidation of the survey
of typologies;

* Submission of the consolidated report of the work, Survey of Typologies of ML/TF identified
in the country, for approval by the NRAWG;

e Submission of the conclusions found by the Technical Group to the participating institutions,
making their results a National Survey;

e Formalization of the approval, by NRAWG, of the consolidation of the ML/TF typologies
identified in the country;

e Conclusion of the Process informing that its results will be input for the drafting of the
final document of the National Risk Assessment of ML/TF.
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2.4. Survey of Vulnerabilities in Regulated Sectors:

Figure 23: NRA Structure — highlight Vulnerabilities of the Regulated Sectors.

2.4.1. Purpose

Identify possible flaws or weaknesses in the country’s ML/TF prevention systems that can
be exploited by threats, bringing risk to this system. In other words, this step aims to identify the
“WHERE”, which represents in which sectors, products or services the threats act or can ac, taking
advantage or causing some damage to the country.

2.4.2. Assessment Form

The Technical Group requests that the institutions indicated in item 2.4.6 carry out their
Sectoral Risk Assessments for ML/TF (SRA) in order to identify the main vulnerabilities, critical
activities, control weaknesses or regulatory gaps in the various sectors, activities or products, which
make them, or can make them, attractive to be used as means to practice ML/TF operations.

The SRAs must be prepared based on the guidelines provided by COAF and detailed in
the topic below. As appropriate, it should be noted that the methodology presented for carrying
out the ML/TF SRAs is not intended to replace the methodologies that each supervisory body may
have developed in compliance with FATF Recommendation 1, but only to standardize scores and
evaluations in order to assign a single, national mention to all regulated sectors.

In the work of preparing their SRAs, each supervisor identifies the main vulnerabilities
in the sector he/she supervises and, considering the generic threat “resources of illicit origin”,
measures the impacts and probabilities of exploiting them for ML/TF purposes. It is important to
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note that each supervisor takes into account the peculiarities of their sector, activity or product that
they supervise/regulate for PML/TF purposes. Aiming at standardizing the responses among the
various regulators, Coaf sent a spreadsheet to survey the ASR.

From the SRA, then, the results should be evaluated in relation to: (i) existence of regulations
and (ii) perceived effectiveness of the supervisee’s conduct in the face of the vulnerability presented.
For each criterion evaluated (i) and (ii), a score from 1 to 4 will be assigned, according to the
determined metrics, and it will be possible to classify each vulnerability as “Very High Vulnerability”,
“High Vulnerability”, “Average Vulnerability” and “Low Vulnerability ”.

Figure 24: Risk assessment and vulnerability identification.

Below, each of the stages, criteria and evaluation parameters that must be carried out by
supervisory or regulatory bodies in relation to their sector, activity or product will be presented in
greater detail:

2.4.2.1. Sectoral Risk Assessment - SRA

Based on a study of the sector, product or regulated activity, the supervisory body should
start from its ML/TF risk analysis. In this exercise, it is necessary to list the possible peculiarities of
the sector, activity or product, which represent difficulties or limit the proper functioning of the
prevention system in the sector analyzed.

Thus, according to figure 28, each regulator must evaluate the variables listed below, always
assigning sores from 1 to 4. Two level of analysis are performed: a) sector risk assessment and 2) risk
mitigation measures raised. This analysis results in sectoral vulnerabilities.
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The main input to this process is the risk assessment that the regulator may have. However,
for a national assessment to take place, it is necessary for the scores to be standardized from 1 to 4.

¢ Impact

The sectoral analysis must assess the impact of realizing its PML/TF risks considering
the possible damage that it can bring to the system, or to what extent these risks may limit the
appropriate performance of the supervisor or regulator. For this, a score, from 1 to 4, should be
assigned, in which the impact is defined as:

4 - Very High
3 —High
2 — Average

1-Low

¢ Probability

In view of each inherent risk or risk event, the probability of being used in operations with
indications of ML/TF in the sector, activity or product evaluated must be evaluated. For this, a score
must be established, from 1 to 4, where the probability will be defined as:

4 — Almost Certain

3 — Likely

2 — Possible

1—-Remote

2.4.2.2. Compliance - requirement of conduct and/or controls to regulated sectors

After the sectoral survey of regulators, the assessment of preventive and compliance actions
and their impact on these sectoral results should be started. Therefore, it is necessary to verify the
existence or not of standards, as well as the level of performance of the regulator in view of the
powers of this regulation and the impact of regulation on the performance of the regulated sector.

e Existence of Standards

In view of the Sectoral Risk Assessment produced, the current rules that establish conducts
and/or controls to mitigate them must be identified. In this exercise, all standards that directly or
indirectly impact the sector, not just specific normative acts issued by the supervisor or regulator,
must be considered. Both the existence and the absence of regulatory standards must be registered
and classified with a score of 1 or 4, as follows:

4 - There is no specific normative act on the topic.

1 - There is a normative act, direct or indirect, establishing conducts and controls that seek to mitigate.
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e Mitigating action — perceived effectiveness

Again, based on the sectoral risk assessment, each supervisory or regulatory body must
define a level of effectiveness in its mitigating action, based on its own perception. At this point,
the supervisor is encouraged to attach statistical data such as, for example, inspections carried out,
number of registered persons required, number of events and training actions in PML/TF, number
of open administrative procedures, among others, so that it is It is possible to demonstrate how
effective the mitigation of these vulnerabilities has been shown in the regulated sector through
the actions taken by the supervisory or regulatory body, based on the rules and procedures in
force:

4 - LOW LEVEL OF EFFECTIVENESS - The supervisory body, when assessing its power of action, its issued

normative acts and its supervised sector, understands that fundamental improvements are necessary.
3 - MODERATE LEVEL OF EFFECTIVENESS - The supervisory body, when assessing its power of action, its issued
normative acts and its supervised sector, understands that important improvements are necessary.

2 - SUBSTANTIAL LEVEL OF EFFECTIVENESS - The supervisor, when evaluating his power of action, his issued
normative acts and his supervised sector, understands that moderate improvements are necessary.

1- HIGH LEVEL OF EFFECTIVENESS - The supervisor, when evaluating his power of action, his normative acts issued and
his supervised sector, understands that small improvements are necessary.

2.4.2.3. Vulnerability Rating

The result of previous assessments, that is, the assessment of the vulnerabilities of the
sector, activity or product, before its mitigators (assessment of the rules and the performance of
the supervisor or regulator and its impact on the regulated sector), allows to classify, based on the
sum of each of the scores assigned, the vulnerabilities, according to the following scale:

13-16 - Very High Vulnerability

10-12 - High Vulnerability
7-9 - Medium Vulnerability

4-6 - Low Vulnerability

From all this information, it is also possible to measure the vulnerability of the various
categories pointed out by the supervisors, be they of different products, services, activities, region, etc.

2.4.3. Vulnerability Handling

Having received all the vulnerabilities raised by Organs supervisory or regulatory bodies,
the Technical Group formalizes Working Paper consolidating the scores of the various sectoral
vulnerabilities in two levels of aggregation: Sectoral and National.

Intermediate, Sectoral Consolidation will take place from the junction of the assessments
of the products, segments or activities of each of the regulated sectors. The final National
Consolidation will take place by joining the assessments of (i) the Banking sectors, (ii) the Securities
and Securities sector, (iii) the Insurance and Pension Plans sector and (iv) the Other Obligated
Sectors, as illustrated below:
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Figure 25: Process of surveying the vulnerabilities of the Obligated Sectors.

It should be noted that, at both levels of consolidation — sectoral and national — the tool
developed by the Special Team includes two considerations, in a scale of 1 to 4, in order to better
reflect the materiality of those vulnerabilities.

a. In the first, at the sectoral level, weights are assigned by category (product or segment),
taking into account the representativeness within the sector - for example, the relative importance
of the different types of products in the financial sector. The weighting criterion will be established
by the supervisor or regulator, or, in its impossibility, by the NRAWG based on the assessment of data
obtained from specialists, taking into account the importance of the product, volume transacted,
types of ML/TF, etc. ;

b. For the second consideration, Materiality? , this time with the objective of achieving
the classification of vulnerabilities at the national level, it will be considered, mainly, the relative
importance of each sector in the economy. When this information is not available, the NRAWG can
draw on the experts’ opinion.

All consideration between products and sectors, when possible, should be carried out by
supervisory bodies themselves, considering their numerous products. If not possible, this analysis
must be carried out by the specialists who make up the NRAWG, based on their expertise and the
information provided by the supervisory or regulatory body of each sector. All the criteria used,
statistical, economic data, or any other data that support the decision of the NRAWG must be
properly formalized in its Technical Note, being subject to review and future consultation.

It should be borne in mind that these measurements are intended solely to give greater
reliability to the final result of the National Assessment of Sectoral Vulnerabilities, since it is not
possible to give the same weight to very different segments, products, activities or sectors in terms
of representativeness in the economy of the sector. country and inherent ML/TF vulnerabilities.

Below is an example image of how consolidations will be carried out at the sectoral,
intermediate level. The scores and mentions inserted in the image are merely an illustration of the
operation of the tool developed by the Special Team and do not represent value judgment about the
regulated products, activities or segments.

It should be noted that the representativeness of each product/service must be determined
by the regulator itself (BCB, CVM, Previc and Susep). Exception made to the other sectors (DNFBP),
since they are different products, in which case the representation must be made by NRAWG under
criteria established by it.

2 Materiality is the relative importance of different parts of the financial sector and different designated non-financial
activities and professions; such as the size, integration and composition of the financial sector; the relative importance of
different types of products or financial institutions; the amount of business that is local or cross-border, etc.

48



61

HIVE ac'al o'zl £ i) 5 0LNO0HAIO0LNIWEIS |5517
'S =EEE EH & E'3 ¥ 0LNO0OHAIOLNIWE3TS 1T
MWL MEDDZ ¥ 2 EE] £ 0LNO0HJAIDLNIWETS (€512
e *I0'E E'd L 5'S £ 0LNO0HAIDLNIWETS (27512
A SE0Z §'El < EIleg 2pEplIqEeIaung - 9-f '3 1 01NO0Y0LNIND3AS 112
[1°g) jeuoioepy [g'1°2) erougpinaig
ElaUng 3p E}OU BEU L] n:-..mﬂm ap 10}a35 SOp 3pep! B 13ujnn 2pEp _um.u-.-_wmwh-—wnn— L M.Ug..-ﬂ..—.—ﬂbm Spepijiqelaung EIp2in .Uﬂ&ﬂ-..u-.—n-n— oLNOod4dI0LNINE3S
sode oelenjuog apepianeuasaiday e =4
" ianed ap enuadiad | 2p 100 Bu oededidnied ap [enuadiad e S s
EXIEg SPEPIIQRISUINA - G B'g € HOLIS €LE
10125 apepIgeElaUINA, EREITIEEEEE
SSpepIIqeIoun - 15370 1 Op SleHoios sosljely |
Wz MEGLT o'al Z Eip2in 2pEpIIqEIaUng - §-2 0's F 0LNO0YdI0LNIWEIS [+217
e SpEL 0's I [E] £ 0LNO0HAI0LNIWEIS 27212
“EZE MEIDZ 0zl Z 09 £ 0LNO0OHAMO0LNIWSIS 27212
MLG'E =E 0'+2 & 0's 1 01NO0OHA0LNIND3S 1212
[1°g) jeuoioepy [z'1°2) souenqoyy sasoes
ElaUng 3p E}OU BEU @ 50|n}l| 2p 10335 Op apepijlqelau|n _w—-ﬂ—-_-—_uﬂuﬂ_wmwh-—wm L M.Ug..-ﬂ..—.—ﬂbm Spepijiqelaung EIp2in .Uﬂ&ﬂ-..u-.—n-n— oLNOod4dI0LNINE3S
b sode oelenjuog apepianeuasaiday e =4
ied ap [Enuadad | 3p e10ou eu oedediaiied ap (Enuaag e S s
BIp2y SpepliqelauInA - 6L £l fdolIs #'v'e
10}85 8pEPIIGEIaUINA, EIDB[Y OEJENHIO
sapeplliqeiaunp - 14/q71 ap slelic)as sasijeuy |
e HAL'E 0'q L EIIE JpEplIqeiaung - 9-§ 0'3 8 0LNO0OHAIO0LNIWEIS |21
=E0'8 2521 00z Z ook £ 0LNO0HAIOLNIWE3S |12
HED'E 558 0'ag £ o'ok 9 0LNO0HAIOLNIWD3IS |91
H9'L SbG'L o'zl 2 [l 5 0LNO0YHdI0LNIWDIS |52
2w HOE'E vl < [ F 0LNO0YdI0LNIWDAS [¥112
~10'g AL 29l Z £'3 £ 0LNO0HAIO0LNIWDIS [27112
=an's =Egal EEH £ (] £ 01LNO0OHAIOLNIWSIS [2112
+Il0k wAE LEE ¥ EIp3iy IPEPIIGEIIUING - -1 ¥s 1 0LNO0YAIDLNINDIS 1112
[1°2) jeuoioey izl
ap apepI|IEIAUINg 3P BEYOU BU OlE3UEH 10335 Op apepIIqelauna 2pepinneluasaday Fvil sojuawmbag apepiqeIaung Elpajy orSenjuoq oLNODHAH0LINING3S
= sode oelenjuog apepianeuasaiday e =4
oedediaied ap [enuamad | 2p 210U eu oededidnied ap [enjuadiad e S s
BIp2N SPEPIIQRISUINA - G-/ ac'g L HOL3S Ve

10185 SpEPIIGEIBUIN/

ERE R

SSPEPIIGEISUINA - 19/0 1 5P SIEN1019% sesijely




‘(sabpwil 3jdwinxa) sanljIqp1auINA [p110323s Jo uolppPI|osUo) :9zZ 3nbi4

HEFHL T0T T BYY 2pepliqeiauinA - ET-0T TO1 FHOLIISFLE
*aE'al 61T z Exleg ApepljiqeIau|nA - 5-t 6's L HOLIS[E VS
HIL0E ShT T BIp2IN 2PEPIIgRI2UINA - 6-£ =} o HOIFS|E Ve
MABE C'EE ¥ BIP2IN 2 PEPIIgEI2UINA - 6-L v'e FHOLIS|VEE
{1zl
SpeplelajeN ¥
|[euCIDEN SpPEPIIqEIaUINA 2P BlOU BU l0ja§ apepliqelauing EIp2iy oedenuod S3IHOL3IS
sode oedenjuog E | - apepieU a1y
10}as op oedediojed ap [emuadiag . = =
BIpa 2pepl|Iqelauing - -/ gy IYNOIDWN .
YIHOLYIN93H 3avalTigvdanNInn r
|eUCIIeN Spepljiqelaujngy eIpa oelenuod
IVNOIDVN OLIINY - (OYONIATHd 30 VINFLSIS) STHOAVINDIY SO0 TvHID IAvalrmigvydanNIna _
e TES [XE] ¥ EJ|Y OUNy SPEPIIGEIBUIN - §1-£) (D 81 0LNO0YHIIOLNIWDISIHOLIS [Hv1z
HIED AT [ED ] qelauing - Z1-01 [ED 21 01NO0YHAI0LNIWDIS-H0L3S [+
%330 HEGE [ ¥ ¥ 91 01LNO0YHJIIOLNINDISIHOL3S |1z
HIED %al'T 0zl ] 0zl Gl 0LNO0YHJIIOLNINDISIH0L3S Jiviz
%ELD YEDG 82 ¥ [ ¥l 0LNO0HIIOLNIWSISIHOLTS |oviz
BT R IBE ¥ QEIZUINA - 5-2 I'E £l DINODHIOINIWSISAH0ITS] .
HEL HiFL LER ¥ EJauInA - Z1-01 601 Z1 01NO0YdI0LNINDISHOLTS [*
G0 R 25 } RIAUINA - 9-F g5 11 01NO0YdI0LNIWDISAHOLTS [5+12
%EE0 %3IE 'l z E1p2 APEPIIGEIAUNA - §-2 [ 01 01LNO0YJI0OLNINDISIHOLIS |1 +12
T HGHE 08k ¥ Bl SPEPINGEIaUINA - Z1-0) 0zl 6 0LNO0YHAIOLNIWSISH0LTS |+12
%230 ) 0% z qelaung - Z1-01 [EN 8 0LNO0YHAIOLNIWDISHO0LTS [5+12
L0l B HE ¥ qEIBUINA - Z1-01 201 7 0LNO0YHAIOLNIWSISAH0LTS [++12
HEE ) R [ ¥ qeIauIng - Z1-01 0zl 9 0LNO0HIIOLNIWDISIHOLIS [o+12
%250 HZHE 10z z qelaung - Z1-01 ¥ G 0LNO0HIIOLNIWDISH0L3S |71 2
%0¥0 %3LE £5l z L * 0LNO0YHAIOLNIWDIS/H013S
WIE'D WhES Z'5E ¥ &5 £ DLNO0HJIDINIWSISHOLIS] .
G0 R Tk ¥ 1ol Z 0LNO0YAI0INIWD3SA-013S |
BT %Z6a ¥BL ¥ S | 0LNO0YdIOLNIWDISHOLIS
(1g) jeuciaeny lr1g)sopeinbiay apepianeiuasaiday P
Spepiiqelaung ap ejou ey 5310135 SIEWa(] Sop apepijiqelaujns sode ﬁ.ﬂum._.-u.._ﬂ.n_ _w—-m.—-_-—_um.u—__wmw:—_wcn— Mn:.._w.._._mwm Jpepiiqelaung N_—-WE‘ DW&N_.-H.._.U.E OLNOOH4AI0OLNINSD3SHOLIS
oededisied ap [enuasiag | ap ejou eu oededisyed ap [enjuasiag & =4 =
BN 2pepIigelauIn - ZE-0k K0k Y HOL13S ¥'IL'E

10185 BPERIIGEISUIN

BIpeTy oEJeniuog

SSpepINqeIsu[ny, - 13/0 1 oP SIeN0jos sesijely




The following image exemplifies how consolidations will take place at the national level.
Again, the scores and mentions inserted in the image are merely an illustration of how the tool
works and do not represent value judgment about the sectors.

The materiality of each sector must be determined by the NRAWG based on criteria
established by it.

Figure 27: General vulnerability of regulated sectors.

All calculations performed to be carried out in the consolidation work correspond to a
weighted average between the values of each product, activity or sector and its materiality score. In
this way, it becomes possible and more reliable to build a single, national note.

After this priority quantitative consolidation step, which consists of collecting numerical
scores and assigning mentions of vulnerability, the members of the Technical Group qualitatively
consolidate all sectoral assessments of ML/TF risks in order to identify, in priority, (i) the sectors with
higher vulnerabilities (macro analysis), and (ii) the most recurrent inherent vulnerabilities (micro
analysis), across all products and sectors.

After the assessmentis completed, havingidentified the vulnerabilities that can be addressed
by a specific entity or by a joint public action, it is up to the Technical Group to propose measures
to be taken to address the vulnerabilities found. Such notes must be submitted for approval by the
NRAWG and, when duly approved, be grouped in an Action Plan together with the National Strategy
to Combat Corruption and Money Laundering - Enccla.

All the results obtained in this stage support the construction of the final document,
National Risk Assessment of ML/TF, containing a clear mention (i) of the most vulnerable sectors
and (ii) of the greatest vulnerabilities that should be the object of priority treatment by the entities
responsible for the adequate improvement of the country’s PML/TF System.

2.4.4.Product of the analysis of the vulnerabilities of the regulated sectors

The conclusion of the assessment exercise, according to the criteria defined in topic 2.4.2,
generates as a product a statement of the vulnerabilities raised for each supervisory or regulatory
body, confronted with their respective controls and mitigating actions. This result, especially the
highest ratings, should be understood as the mapping of the main vulnerabilities in each sector.

In these terms, the following is an example image of a hypothetical Sectoral Assessment
carried out on the tool developed by the Special Team in the present methodology:
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It should be noted that for the best exercise of this assessment of sectorial vulnerabilities,
it is necessary that this work be carried out by specialists from the supervisory body, and, whenever
possible, be built together with the private sector since, as it is directly in the performance tip, its
perception can provide important inputs for the assessment.

In order to provide greater clarity in the analyzes, it is advisable to suggest to supervisory or
regulatory public bodies that have more than one segment, product or activity under their regulation
that they perform them separately in their ML/TF Risk Sector Analysis, considering their respective
peculiarities. The tool developed in the present methodology for this exercise will allow this form of
assessment.

The following table presents an excerpt from a hypothetical sectorial assessment that has
segregation into regulated segments:

Segmento Vulnerabilidade do Setor (Média) P“““ﬁ;ﬁrﬁ;ﬂn‘igia do
Segmento 1 7-9 - Vulnerabilidade Média 9,60
Segmento 2 1012 - Vulnerabilidade Alta 10,08
Segmento 3 7-9 - Vulnerabilidade Méedia 8,80
Segmento 4 4-6 - Vulnerabilidade Baixa 6,71

Figure 30: Excerpt from a hypothetical sectorial assessment (segregation into regulated segments).

In order to obtain this product, the collaboration of all supervisory or regulatory bodies
listed in art. 9, of Law 9,613, of 1998, (which must carry out their sectoral analyzes of ML/TF risks,
identifying, evaluating and establishing mitigators for their possible vulnerabilities), and it is up to
the Technical Group to consolidate the information received.

2.4.5. Information request form

By means of a letter, the Technical Group invites (through focal points) the institutions
indicated in item 2.4.4 to carry out their sectorial risk analysis of ML/TF, having as reference the
steps, criteria and parameters listed above. Attached to the letter, the Sector Vulnerability Analysis
Worksheet that was developed by the Special Team must be sent.

2.4.6. Institutions that will be invited to express their opinion

With reference to the activities listed in art. 9 of Law 9,613, of 1998, for the survey of the
vulnerabilities of the regulated sectors, we understand that the institutions listed below should
preferably be invited to manifest themselves bringing their sectoral analyzes of risk of ML/TF:

¢ National Mining Agency — ANM — Mining, Extraction and Processing of precious metals
¢ Central Bank of Brazil — BCB — Banks and Cooperatives
e Securities and Exchange Commission — CVM — Securities

e Financial Activities Control Council — Coaf — Luxury Goods, Factoring and Securitization,
Jewelry and Rights Trade and Promotion of Athletes

¢ Federal Accounting Council — CFC — Accountants
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e Federal Council of Real Estate Brokers — Cofeci — Realtors

e Federal Council of Economists — Cofecon — Economists

 National Justice Council — CNJ — Notaries

* National Department of Business Registration and Integration — Drei — Commercial Boards
e Institute of Historical and Artistic Heritage — Iphan — Antiques and Art Trade

® Ministry of Tourism — Fairs and Events

e Ministry of Agriculture, Livestock and Food Supply — Mapa — Animal Trade

e Brazilian Bar Association — OAB — Lawyers

® Department of Federal Police — DPF — Transportation of Values

¢ Secretariat for Fiscal Monitoring, Energy and Lottery — Ministry of Economy — Secap —
Lotteries

¢ Supplementary Pension Superintendence — Previc — Closed pension

e Superintendence of Private Insurance— Susep — Insurance and open pension

2.4.7. Absence of data for treatment

If supervisors or regulators do not respond to letters and their reiterations and in view of
the need to carry out and complete the sectoral risk assessment of that sector, activity or product,
the Technical Group reports this to the NRAWG so that it is possible to search for alternatives that
make it possible to carry out a survey of the sector’s vulnerabilities, including its own data and the
expertise of its members to do so.

2.4.8. Formalization of the assessment process

In line with what was exposed in topic 1.3 and given the need to understand the National Risk
Assessment of ML/TF as a process with several steps and contributions from numerous institutions,
specifically regarding the Survey of Vulnerabilities of ML/TF in the scope of the Regulated Sectors,
it is suggested that its formalization contain the following documents:

¢ Opening document showing the reason why the process is being opened, that is, survey
of vulnerabilities for the practice of ML/TF within the scope of the regulated sectors;

e Letters to supervisory or regulatory public bodies requesting their sectoral analyzes of
ML/TF risk, containing the Sectoral Assessment Worksheet developed by the Special Team,
with corresponding proof of sending and receiving;

e Letter responses with the requested information;
¢ Minutes of possible meetings held to explain the entire analysis methodology;
e Reiterations of letters in the absence of answers, if necessary;

e Complementary letters in view of the lack of certain information, if necessary;
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¢ Working Paper, formulated by the Technical Group, with the consolidation of the survey
of vulnerabilities for the practice of ML/TF within the scope of the regulated sectors;

e Submission of the consolidated report of the work, the survey of vulnerabilities for
the practice of ML/TF within the scope of the regulated sectors, for approval of the
NRAWG, making its results a National Survey;

¢ Submission of the survey of vulnerabilities for the practice of ML/TF within the scope of
regulated sectors;

e Conclusion of the Process informing that its results will be input for the drafting of the
final document of the National Risk Assessment of ML/TF.
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2.5. Survey of Vulnerabilities in the Ability to Prevent and Combat ML/TF

Figure 32: NRA structure - highlight in the Ability to Prevent and Combat ML/TF/PADM.

2.5.1. Purpose

The survey of vulnerabilities concerning the country’s ML/TF Prevention and Combat
Capacity must follow its own system, that is, the analyzes should not start from a specific threat, and
should assume a broader focus, a look at the entire structure of the system preventive and coercive
measures that exist in the country to combat the threats that already exist and those that may arise.
For that, having as reference the 40 Recommendations of FATF and its 11 Immediate Results, a
structure of Pillars was created that allow the assessment of a system of Prevention and Combat to
ML/TF, taking into account the need and importance of the aspects related to the solidity, integrity,
quality of the legal and normative framework, institutional powers and procedures implemented
and the effectiveness of the system in relation to the expected results.

It should be noted that, although the Recommendations and all Guides issued by FATF are
the references used in the assessments, this methodology created by the Special Team is not limited
to these premises, and also includes specific situations in the country.

The vulnerabilities of a country related to its Ability to Prevent and Combat ML/TF may
result from deficiencies in the legal framework, the absence of a strategy or public policy or
inefficient performance by the agencies and entities. Thus, considering the countless areas that
must be evaluated, it was decided to segregate the assessments in the following pillars:

e Laws and typifications;

* National Strategy and Policy for the Prevention and Combat of ML/TF;
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¢ Domestic and international cooperation;

e Financial intelligence;

e Power of Investigation and Prosecution;

e Power of Judgment;

e Power of Confiscation and Asset Recovery;
¢ Tax Administration and Customs Control;

e Supervision - Financial System;

e Supervision - DNFBP;

e Correction and Integrity;

e Financing of Terrorism;

e Financing for the Proliferation of Weapons of Mass Destruction;

The following is a representative image of the PML/TF structure described in this
methodology:

Figure 33: Structure of the methodology developed by Coaf to carry out the National Risk Assessment.
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The present methodology seeks to assess not only technical compliance, that is, the specific
requirements of each pillar, from its legal structure to the linked institutional performance, but
mainly, to measure to what extent the implemented structure is being effective in preventing and
combating ML/TF. Thus, this methodology must be understood from an integrative perspective, as
a tool that seeks to assess the adequacy of the entire PML/TF system in the country in view of the
international standards established by FATF, capable of identifying vulnerabilities and deficiencies
that must be addressed by the institution, competent authority, or, in the absence of identification
of a specific entity, be treated as a joint public action, based on a specific form.

Aiming at the continuity of the methodology, the Special Team developed this tool so that
it can be easily updated in the face of any new standard established by FATF. In this way, any changes
in its recommendations can be timely absorbed by the methodology, guaranteeing its continuity. In
this case, the competent entities, linked to the subject matter of the update, should be invited to
manifest themselves in order to evaluate and inform the measures that the country is taking for its
proper implementation.

2.5.2. Assessment Form

The way of assessing the Country’s Prevention and Combatting ML/TF Capability follows the
system developed by the Special Team. In this regard, it was based on the FATF’s 40 Recommendations,
its 11 immediate results, and the specific situations of the country’s PML/TF system.

In this context, more than three hundred (300) evaluating items, called criteria, were
created by the Special Team, distributed according to the themes to be treated in each of the 13
(thirteen) pillars previously presented. The criteria were carefully analyzed, adjusted and approved
in their final version by NRAWG.

Thus, the Technical Group must forward (through focal points) to the institutions listed in
item 2.5.4, Electronic Questionnaire containing the requirements of each pillar to which their legal
competences, directly or indirectly, are most related. It should be noted that this form of referral is a
priority but not exclusive, and the recipient institutions may be invited to manifest themselves even
if their main activity is not the one evaluated, but only related to it.

After receiving the criteria, it is up to the institution to use all its experience on the subject
to evaluate the statements or answer the questions by assigning a score between 0.0 and 1.0, where
0.0 corresponds to non-compliance and 1.0 means compliance done with excellence. The following
is an example:

Figure 34: Values for evaluating the Criteria.
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Figure 35: Example of a criterion formulated.

After this quantitative assessment, the evaluating institution will justify the score given
with additional information about the evaluated criterion. Statistical data, laws and normative acts,
procedures and internal manuals, forms, in short, all data and/or documents that may justify the
note should be considered, mentioned and, if possible, forwarded together with the institution’s
response at this stage.

It should be noted that the preservation of the confidential nature of the National Risk
Assessment process is guaranteed by secure tools for transmitting data and information developed
by the Special Team, through which all classified or confidential information may circulate among
the institutions that are part of this effort.

In order to facilitate the treatment of information and its results, in addition to referral
according to the competencies of each evaluating institution, the items can also be classified into
subjects. Thus, at the end of the work, the criteria evaluated must have specific scores (which can be
grouped by subject) and are then grouped into notes by pillars, as shown below.

Figure 36: Pillar assessment structure.
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In view of the numerous questions asked for an adequate assessment, it is necessary to
consider the existence of questions that, of course, have greater relevance in relation to others.
In this regard, the tool developed by the Special Team contemplates the possibility of establishing
representativeness notes for questions, within the scope of the assessment of the subjects, and
for subjects, within the scope of the assessment of the Pillar. In topic 2.5.6, this weighting will be
approached in greater detail.

2.5.2.1. Pillar — Laws and Types

Within this pillar, the aim is to evaluate the Brazilian legal framework established to enable
adequate prevention and adequate combating of money laundering (ML), Financing of Terrorism
(TF) and weapons of mass destruction proliferation financing (PF).

For its proper assessment, it is suggested that the following issues be addressed:
criminalization or classification of ML, TF and PF, adoption of International Conventions and UN
Resolutions on the topics of ML, TF and PF, in addition to other related topics such as definitions of
the obliged subjects, politically exposed persons, due diligence on the client, record keeping, reports
of suspicious operations, disclosure and confidentiality, sanctioning power, for instance.

FATF® recommendations and Immediate Results® suggested in the analysis: R3, R5, R9, R10,
R11, R20, R21, R26, R27, R28, R29, R36, among others.

2.5.2.2. Pillar — National Strategy and Policy for Preventing and Combating ML/TF

Within this pillar, national strategies and policies for preventing and combating PML/TF
should be evaluated, especially those conducted through the National Strategy to Combat Corruption
and Money Laundering (ENCCLA).

In its approach, it is suggested that policies and strategies aimed at improving the powers
of investigation, prosecution and condemnation, technological tools to combat ML/TF (including,
for example, REDE-LAB ), domestic cooperation, be evaluated. and internationally, the power of
confiscation and the recovery of assets, the production of intelligence, the availability of information,
training programs in prevention of ML/TF, among others.

Policies and strategies aimed at specific topics (such as Virtual Asset Services Provider -
VASP) and those linked to previously identified threats and vulnerabilities, such as: actions linked
to transactions in kind, measures to strengthen the fight against corruption, drug trafficking, tax
evasion and criminal organizations, among others.

FATF Recommendations and Immediate Results suggested in the analysis: R2, R.I.1, R.l.2,
R.l.3, R.1.4, R.L.5, R.I.6, R.I.7, R.1.8, R.l.9, R.1.10, R.I.11.

3 https://www.novo.justica.gov.br/videos/conheca-a-rede-lab-a-rede-de-combate-a-corrupcao-e-a-lavagem-de-dinheiro
4 40 Recomendagdes do GAFI - https://www.fatf-Gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20
Recommendations%202012.pdf

5 11 Resultados Imediatos do GAFl - https://www.fatf-Gafi.org/media/fatf/documents/methodology/FATF%20
Methodology%2022%20Feb%202013.pdf

& https://www.novo.justica.gov.br/videos/conheca-a-rede-lab-a-rede-de-combate-a-corrupcao-e-a-lavagem-de-dinheiro
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2.5.2.3. Pillar - International Cooperation

The Cooperation pillar seeks to assess how the country has used the international as an
effective tool to prevent and combat ML/TF.

For this assessment, it is suggested that consideration be given to the powers that be that
allow for adequate mutual legal assistance, the prohibition of imposition and undue conditions for
the provision of assistance, confidentiality, the availability of investigative techniques in responding
to requests for assistance, the forms request and the treatment structure, in addition to other
relevant situations such as mutual legal assistance aimed at freezing and confiscation, extradition
and other specific forms.

FATF Recommendations and Immediate Results4 suggested in the analysis: R2, R37, R38,
R39, R40, R.I1.2, R.I.7.

2.5.2.4. Financial Intelligence

Within this pillar, the aim is to assess the power of action, activities, skills and effectiveness
of the work of the Financial Intelligence Unit in Brazil, the Financial Activities Control Council - Coaf,
as the body responsible for the production of financial intelligence in Brazil. .

For its proper assessment, it is suggested that the following issues be addressed: powers
instituted, receipt of reports of suspicious transactions, production of financial intelligence,
dissemination, responses to requests for information, requests for additional information, available
information and databases, security information, operational independence, autonomy and integrity,
cooperation and effectiveness.

FATF Recommendations and Immediate Results4 suggested in the analysis: R.29, R40, R.1.6,
R.l.7, R.1.9.

2.5.2.5. Pillar - Power of Investigation and Prosecution

Within this pillar, an analysis must be made of the power of activity, activities, skills and
effectiveness of the work of both the Federal and State Police as entities responsible for exercising
exclusively the functions of the judicial police and the Federal and State Public Ministries, while
body with investigative and criminal prosecution tasks.

For its proper assessment, it is suggested that the following issues be addressed: powers
instituted, blocking and confiscation of assets, investigative techniques, domestic and international
cooperation, structure and integrity, technological tools, power of access to information, in addition
to specific analyzes of effectiveness in the fight against corruption, drug trafficking, tax evasion,
financial crimes and terrorist financing.

FATF Recommendations and Immediate Results4 suggested in the analysis: R30, R31, R40,
R.I.7, R.I.9.

2.5.2.6. Pillar - Power of Judgment and Condemnation

Within this pillar, an analysis must be carried out on the power of action, activities, skills
and effectiveness of the organs of the Brazilian Judiciary, which hold the constitutional attribution



of exercising the jurisdictional function of the State, i.e., of applying the right to the specific case,
with the objective of resolving conflicts of interest and, with that, safeguarding the legal order and
the authority of the law.

For its proper assessment, it is suggested that, at a minimum, the issues be addressed:
application of the money laundering and terrorism financing law, criminal sanctions applied, its
effectiveness, proportionality and deterrence in the face of the fight against money laundering,
financing from terrorism, to corruption, to drug trafficking, to tax evasion, to financial crimes and
other crimes that may be prioritized in the threat and vulnerability stages of work.

FATF Recommendations and Immediate Results4 suggested in the analysis: R30, R31, R40,
R.1.7, R.I.9.

2.5.2.7. Pillar - Power of Confiscation and Recovery of Assets

In this pillar, an analysis of the country’s capabilities (with demonstration of its skills and
vulnerabilities) in the confiscation and recovery of assets should be carried out as a measure to
prevent and combat ML/TF.

For its proper assessment, it is suggested that, at a minimum, the issues be addressed:
international conventions, mutual legal assistance, confiscation and repatriation of foreign assets,
management of confiscated assets, effectiveness in the face of the blocking and recovery of assets
arising from corruption, trafficking in drugs, tax evasion, financial crimes and other crimes that may
be prioritized in the threat and vulnerability stages of work.

FATF Recommendations and Immediate Results4 suggested in the analysis: R4, R38, R.I.8.

2.5.2.8. Pillar - Tax Administration and Customs Control

Within this pillar, an analysis of the capacities, skills and effectiveness of the bodies
responsible for customs control and tax administration in preventing and combating ML/TF must be
carried out.

Foritsproperassessment, itissuggestedthatthefollowingissuesbeaddressed:transparency
and ownership of legal entities, risk assessment before the various types of legal entities, registration
information, availability of information, responsibilities and sanctions, cooperation, control of entry
of resources in the country and its deterrent measures, declaration of transportation of values,
communications to the FIU, coordination and cooperation in customs control, structure, entry into
the country of other resources of value, structure and perception of effectiveness in the transparency
of legal entities.

FATF Recommendations and Immediate Results4 suggested in the analysis: R24, R25, R32,
R.L.5.

2.5.2.9. Pillar - Supervision - National Financial System

Within this pillar, an analysis should be made about the performance, skills and effectiveness
of Organs supervisory and regulatory bodies of the National Financial System (SFN) in preventing
and combating ML/TF.



For its proper assessment, it is suggested that the following issues be addressed: powers of
supervisors and regulators, risk-based approach by supervisors, regulators and financial institutions,
entry into the market, due diligence about the client, communication of operations, maintenance
of records, politically exposed people, information exchange between financial supervisors,
structure, bank correspondence, wire transfers, resources to third parties, foreign affiliates and
subsidiaries, high-risk countries, disclosure and confidentiality, guidance and feedback, sanctions,
new technologies, Virtual Asset Services Provider - VASP, trusts and bearer shares, among others.

FATF Recommendations and Immediate Results4 suggested in the analysis: R1, R10, R11,
R12, R13, R15, R16, R17, R18, R19, R20, R21, R24, R25, R26, R27, R34, R35, R40, R.1.3, R.1.4.

2.5.2.10. Pillar — Supervision - DNFBP

Within this pillar, the aim is to evaluate the performance of Organs supervisory or regulatory
bodies of Designated Non-Financial Activities and Professions in preventing and combating money
laundering, financing of terrorism and the financing of proliferation of weapons of mass destruction.

For its proper assessment, it is suggested that the following issues be addressed: risk-based
approach, due diligence about the client, record keeping, politically exposed people, communications
to the FIU, disclosure and confidentiality, structure, integrity, guidance and feedback and sanctions.

FATF Recommendations and Immediate Results* suggested in the analysis: R1, R10, R11,
R12, R20, R21, R22, R23, R34, R35, R.I.3, R.1.4.

2.5.2.11. Pillar - Correction and Integrity

Within this pillar, the integrity of the public power must be evidenced through an analysis
of the performance of its internal control and correction systems in the strategic context of
preventing and combating corruption and improving public management. Topics such as internal
control system, correction, preventive and coercive actions in the face of corruption should be
addressed.

FATF Recommendations and Immediate Results4 suggested in the analysis: R.I.1, R.1.7.

2.5.2.12. Pillar — Ability to Prevent and Combat Financing of Terrorism

Within this pillar, an analysis should be carried out on the country’s ability to prevent and
combat Financing of Terrorism.

For its proper assessment, it is suggested that the following issues be addressed:
typification of Financing of Terrorism, its definitions, specific sanctions related to terrorism and its
financing, compliance with the sanctions imposed by United Nations Security Council resolutions,
communication mechanisms of designation, control measures for Nonprofit Organizations -NPOs,
transparency, application of resources, due diligence, cooperation, record keeping, in addition to
the perceived effectiveness in monitoring, investigating and applying sanctions related to Financing
of Terrorism.

FATF Recommendations and Immediate Results” suggested in the analysis: R6, R8, R10, R11,
R12, R20, R38, R39, R40, R.1.9, R.I.10.
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2.5.2.13. Pillar - Ability to Prevent and Combat the Financing of Proliferation of Weapons
of Mass Destruction

Within this pillar, an attempt is made to carry out an analysis of the ability to prevent and
combat the financing of proliferation of weapons of mass destruction in the country.

For its proper assessment, it is suggested that the following issues be addressed:
international treaties and agreements in the nuclear, chemical, biological and missile areas, export
control, monitoring and control of dual technology products, in addition to issues related to sanctions
directed at the financing and proliferation such as blocking assets, mechanisms for communicating
assignments, processing inclusions and exclusions from lists, conduct of Financial Institutions and
APNFD and the perception of their effectiveness.

FATF Recommendations and Immediate Results4 suggested in the analysis: R7, R.I.11.

2.5.3. Information request form

The Special Team, through the use of the research tool, developed an Electronic
Questionnaire to be sent by the Technical Group to each institution listed in item 2.5.4 containing,
specifically, all the questions that will require its manifestation.

Figure 37: Exemplary Electronic Questionnaire — Ability to Prevent and Combat (Financial Intelligence Pillar).
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In order to facilitate the filling out by the evaluating bodies, the Official Letter must be
sent to the directors and focal points of the evaluating Institutions, and have as an attachment the
mentioned questionnaire in Word format, which can be used as a draft in the formulation of official
responses.

Regarding the security and relevance of the information, it is worth informing that each
questionnaire will be linked to a user, with a specific login, usually that of the focal point, who will be
responsible for sending the information produced by the Institution. It is noteworthy, in this aspect,
that the manifestation linked to the login of the Focal Point is considered a formal manifestation
of the represented institution.

The following is an example image of a question in the questionnaire and an indication of
its attachment, in Word, to be used as a draft when filling out.

Figure: Questionnaire in Word version.
2.5.4. Institutions that should be invited to express their opinion

Taking as a reference the entities that have competences directly linked to the pillars
that must be evaluated, we understand that as a priority, not exclusively, the institutions listed
below should be invited to express themselves and provide their contributions to the survey of
Vulnerabilities in the ability to prevent and combat ML/TF:

e Laws and Types:
o Financial Activities Control Council — COAF
* National Strategy and Policy for Preventing and Combating ML/TF:
o National Strategy to Combat Corruption and Money Laundering - Enccla
o Ministry of Justice and Public Security - MJSP
o Money Laundering Technology Labs Network - REDE-Lab

o National Secretariat of Public Security - Senasp - Ministry of Justice and Public Security
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¢ Domestic and International Cooperation:
o DCJ PF
o DCJI MRE

o Ministry of Justice Department of Assets Recovery and International Legal Co-
operation - DRCI-SENAJUS-MJSP Ministry of Justice and Public Security

o Ministry of Justice and Public Security - MJSP

e Secretariat for International Legal Cooperation of the Federal Prosecution Service Financial
Intelligence:

o Financial Activities Control Council — Coaf
e Power of Investigation and Prosecution:

o National Council of the Federal Prosecution Service — CNMP

o Federal Prosecution Service — MPF

o State Prosecutors

o State Civil Police — CONCPC

o Department of Federal Police — DPF

o National Secretariat of Public Security - Senasp - Ministry of Justice and Public Security
e Judging Power:

o Federal Council of Justice — CJF

o National Justice Council — CNJ
* Power of Asset Confiscation and Recovery:

o National Justice Council — CNJ

o Ministry of Justice and Public Security - MJSP

o Department of Federal Police — DPF
e Tax Administration and Customs Control:

o Secretariat of the Federal Revenue of Brazil — RFB
e Supervision - National Financial System:

o Central Bank of Brazil — BCB

o Securities and Exchange Commission — CVM

o Superintendence of Private Insurance — Susep

o Supplementary Pension Superintendence — Previc
e Supervision — APNFD:

o National Mining Agency — ANM

o Financial Activities Control Council — COAF

o Federal Accounting Council — CFC
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o Federal Council of Real Estate Brokers— Cofeci

o Federal Council of Economists — Cofecon

o National Justice Council — CNJ

o National Department of Business Registration and Integration — DREI

o National Historical and Artistic Heritage Institute - Iphan

o Ministry of Agriculture, Livestock and Supply — MAPA

o Ministry of Tourism — MTUR

o Brazilian Bar Association — OAB

o Department of Federal Police — Transportation of Values — DPF

o Secretariat for Assessment, Planning, Energy and Lottery — SECAP
e Correction and Integrity:

o National Justice Council — CNJ

o Office of the Comptroller General- CGU

o Federal Court of Accounts — TCU
e Financing of Terrorism:

o Federal Attorney General — AGU

o Brazilian Agency of Intelligence - Abin

o Department of Federal Police— Antiterrorism Department — DPF
¢ Proliferation of Weapons of Mass Destruction:

o Federal Attorney General — AGU

o Brazilian Agency of Intelligence - Abin

o Ministry of Defense - Control of dual technology assets - MD

o Ministry of Economy — Foreign Trade — ME

o Department of Federal Police — Antiterrorism Department — DPF

It is noteworthy that, even though the indication of these competent institutions in each
Pillar is stated, the methodology produced by this Special Team is parameterized to collect statements
from these institutions in specific matters of other Pillars, if necessary. Thus, the above indication
should be understood as an exemplary, priority, but not exhaustive list, as other institutions may be
invited to contribute, if necessary.

2.5.5. Absence of data for treatment

If the institutions invited to speak do not answer the letters or the Electronic Questionnaire,
the Technical Group, in view of the need to carry out the assessment of a certain item and,
consequently, of a certain pillar, informs the NRAWG requesting authorization to seek information
to allow the assessment of the said threat to be carried out, also relying on its own data and the
expertise of its members.
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2.5.6. Treatment and consolidation of information

Having received all the responses from the institutions participating in the assessment, the
Technical Group must formalize the Working Paper consolidating the scores of the items evaluated
in three levels of aggregation: per criterion, with more than one appraiser, per subject, within each
pillar; and per pillar, in the scope of the national assessment of Ability to Prevent and Combat ML/
TF.

When consolidating the items evaluated by more than one institution, the Technical Group
must establish a single score that represents the considerations made by all institutions. This exercise
should not be restricted to a purely mathematical account and should also consider complementary
information provided by each institution in the justification of the informed note. All manifestations
of each institution are kept in their original format, being subject to future consultations.

The following is an example image of how the criteria will be consolidated, and it should be
noted that the scores and mentions transcribed in the image are merely an illustration of how the
tool works and do not represent any value judgment:

UESITO 2.2.4.1:

A UIF é parte da rede operativa ALDVCFT de um pais e desempenha um papel central nela, além de oferecer apoio ao trabalho de outras autoridades competentes.
Os paises devem estabelecer uma UIF com responsabilidade para atuar como centro para o recebimento e a andlise de comunicacées de transacGes suspeitas e
outras informacdes relevantes sobre lavagem de dinheiro, crimes antecedentes associados e financiamento do terrorismo e para a disseminacgdo dos resultados
dessa analise.

Utilizando o critério de 0.0 (nfo cumprimenta) a 1.0 (cumprimento com exceléncia), avalie em gue medida o Brasil adotou as medidas necessarias para o
cumprimento dessa parte da recomendacéo.

a 01 0z 032 04 0.5 0E 07 0z 08 1
Praticamente Frézima a

Inetistents " Iuito Baia Eaiza IMédia Baita Média Média Alta Alta TMuitas Alka
Inesistents

P Eucelente
enceléncia

Valor definido pelo Grupo Técnicu Muito Alta Representatividade Quesito (1 a 4}|I|

Resposta Orgiio Manifestante:

Texta

Consideragdes do Grupo Técnico:

Texto

Figura 39: Consolidagdo por quesito - valores exemplificativos.

Having done this exercise forall questions, the tool developed by the Special Team automatically
calculates a weighted average establishing, first, (i) a final mention for the related subject, and,
subsequently, from the notes of the consolidated subjects, (ii) a final mention for the pillar:

ASSUNTO 1
P o oo - Hota Hota Fisal [Araliagio X
Referencia Buesita Arvaliagao Dezcrigao Repres. Representatividade]
GUEZMTO 2.2.4.1: 05 Puita Alta 2 16
RUESTO2.2.4.2: 0Aa Préxima a cxcelincia 2 15
RUESTO 2.2.4.5: 0,3 Préxima a excelincia 2 15
Avaliagio por Assunto Final 087 Muito Alca
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COMSOLIDACAD DA AVALIACAO DO PILAR

A partir da mengde de cada quesite, considerande a representatividads de cada questionaments para o Sistema de PLOVCFT da Pais, conzalidamas sua avaliagio FINAL:

[1] 0,1 0,2 0,3 0,4 0.5 10,6 .7 0,5 0,3 1
Praticamente:
Inexiztente

Incxistente

Wuita Baixa Eiaixa Média Baixa MWédia Média Alta Alta Wuita Alts p’°*|'£“°_° Excelonts
cxcclencia

Araliagio Hota
o’ Descrigio Repres. por
Midia assunto

Hota Final [Araliagic X
Represeatatividade]

Accunto

ASSUNTO AYALIADD 1 0,87 Muite Alts 4 545
ASSUNTO AVALIADD 2 |00 Eecelne 2 2,00
ASEUNTD AYALIADOD 3 0,73 Alka 2 1,45
AZEUNTOD AYALIADD 4 0,45 Tlédia Baixa 2 [IR=11)
AZEUNTO AYALIADD 5§ 0,20 Pluite Baixa 2 ndn
AZSUNTD AYALIADD 6 0,30 Biaixa 2 [ 0]
AZEUNTO AVALIADD T 2 200
ASSUNTD AYALIADO § 0,57 Fédia 2 113
ASSUNTOD AYALIADO 3 0,60 FEdia Alta 2 1,20
AZEUNTO AYALIADD 10 0,74 Ak 2 145
AZEUNTD AVALIADD 11 0,50 Médiz 4 200

Figure 40: Consolidations by subject — including the representativeness of the Criteria.

Figure 41: Consolidation of matters with representativeness notes - example.

Figure 42: Pillar’s final score - consolidated by subject

It should be noted that, at both levels of consolidation (subject and pillar), the tool provides
space to establish weightings, scores 1 to 4. The first, at the subject level, can be used to highlight
guestions with a greater degree of specificity in the analysis of the subject, and the second, at the
pillar level, can be used to highlight greater representativeness of a given subject in the development
of the assessed function or activity.

Thus, weightings can be established:

a) between the criteria (within the subjects);

b) between the subjects (within the pillar); and

c) between the pillars, in the assessment of the final score of Ability to Prevent and Combat ML/TF.
Each weighting will be carried out by the members of the Technical Group and its results

must be submitted to the approval of the NRAWG.
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It should be borne in mind that these possible measurements, when carried out, aim only
to give greater reliability to the final result of the assessment, since it would not be prudent to give
equal value to questions, subjects and pillars with different relevance in the Prevention and Combat
against ML/TF of the country.

Below is an example image of how the final consolidation, at the national level, of the
Ability to Prevent and Combat ML/TF will be represented.

Figure 43: Consolidation of the Ability to Prevent and Combat ML/TF, consolidated mentions of each Pillar
together with their representativeness notes (example values).

Figure 44: Consolidation at the national level of the pillars of the Ability to Prevent and Combat ML/TF.
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Once this priority quantitative consolidation stage has been completed (numerical scores
of adequacy and effectiveness), the members of the Technical Group must focus their attention
on the qualitative consolidation of the various items, subjects and pillars evaluated, in order to
identify, as a priority, (i) the pillars with greater deficiencies and vulnerabilities (macro analysis),
(ii) the subjects, sometimes recurring, which had the greatest weaknesses identified (intermediate
analysis) and (iii) the criteria with the lowest reported scores (micro analysis).

All the results obtained in this stage support the construction, by the Technical Group, of the
consolidated report of the Survey of Vulnerabilities in the Ability to Prevent and Combat ML/TF of the
country to be submitted to the NRAWG. If approved, its findings will contribute to the preparation of
the National Risk Assessment of ML/TF, containing a clear mention of the vulnerabilities that should
be the object of priority treatment by the Brazilian authorities in the adequate improvement of the
PML/TF System in Brazil.

2.5.7. Product of the vulnerability assessment of the ability to prevent and combat ML/TF;

At the end of this exercise, the possible vulnerabilities and inefficiencies to which the
country’s ML/TF Prevention and Combat system may be susceptible must be demonstrated. Thus, in
view of the weaknesses identified from certain items, issues or pillars, the Technical Group submits
to NRAWG a proposal containing the identified points of improvement that can be addressed to
specific authorities or, if a cross-cutting treatment is necessary, a suggestion of joint public action, to
be worked together with Enccla.

2.5.8. Formalization of the assessment process

In line with what was exposed in topic 1.3 and given the need to understand the National Risk
Assessment of ML/TF as a process with several steps and contributions from numerous institutions,
specifically regarding the Survey of Vulnerabilities in the Ability to Prevent and Combat ML/TF of the
country, it is suggested that its formalization contains the following documents:

¢ Opening document showing the reason why the process is being opened, that is, the
survey of vulnerabilities in the ML/TF Prevention and Combat Ability;

e Letters to the participating institutions requesting that they answer the questions indicated
in the questionnaires in Word format to assist in the production of the answers (with corresponding
confirmation of sending and receiving);

* Responses to Letters with the assessments carried out in the Electronic Questionnaire;
e Minutes of possible meetings held to explain the entire analysis methodology;

e Reiterations of letters in the absence of answers, if necessary;

e Complementary letters in view of the lack of certain information, if necessary;

e Working Paper, formulated by the Technical Group, with the consolidation of the Survey
of Vulnerabilities in the Ability to Prevent and Combat ML/TF;

e Submission of the consolidated report of the work, the Survey of Vulnerabilities in the
Ability to Prevent and Combat ML/TF, for approval by the NRAWG, making its results a National
Survey;

e Formalization of the approval, by the NRAWG, of the Survey of Vulnerabilities in the Ability
to Prevent and Combat ML/TF;

e Conclusion of the Process informing that its results will be input for the drafting of the
final document of the National Risk Assessment of ML/TF.
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3. National Consolidation - National ML/TF Risk Assessment

3.1. Consolidation of National Money Laundering Threats

Figure 46: National Threat Survey.

As demonstrated in greater detail in topic 2.1, the ML threat survey model is comprised of
the analysis of antecedent crimes and criminal factions. The following is a brief summary of each
step that makes up the national threat survey, as illustrated above:

a) Score of threats by organ: simple gathering of scores from all institutions that participated
in the threat assessment;

b) Consolidation of results: consolidation of the information received by the Technical
Group from the countless participating institutions in a single national note, added with an overview
of the main justifications and statistics that guided each assessment.

c) Consolidated ML Threats Report: consolidated result presented by the Technical Group
from the consensus of all institutions participating in the survey of ML threats, so that the ranking
and the final information can be understood as a national, synergistic assessment, derived from
numerous assessments specific institutional arrangements.

d) Threats with national prioritization: indication of which threats of ML will have priority
treatment addressed throughout the country’s PML/TF System, carried out by NRAWG in view of the
final ranking of ML threats contained in the Consolidated Report.

Thus, the final result of this survey can be presented as follows:
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Figure 47: Ranking of ML Threats in the Consolidated Report (example).

Conservatively, if there is a need to consolidate all threats assessed under a single National
Threat from ML, the scores for each threat can be multiplied by the weight that its assessment score
indicated, as follows:

e ML threats assessed as Very High would have their scores multiplied by 4;
e ML threats assessed as High would have their scores multiplied by 3;
e ML threats assessed as Average would have their scores multiplied by 2;

e ML threats assessed as Low would have their scores multiplied by 1.

A weighted average should then be made considering the sum of all scores and the sum
of all applied multipliers and, given this result, a single, national value is calculated, which would
consolidate all National Threats from ML.

3.2. Consolidation of National Terrorism Financing Threats

As demonstrated in greater detail in topic 2.2, the TFthreat survey model should consist of
the analysis of jihadist, ethnic-nationalist or separatist (TOs - Group 1 Threats) terrorist organizations,
by other actors engaged in terrorism ( Actors - Threats Group 2) and the survey of the financing
activities potentially most used in the country (Activities - Threats Group 3), thus identifying all the
characteristics of its possible actors and their possible financing activities that occur, or may occur,
in the Brazil. Below, each step is briefly described:
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a) Assessments carried out by each agency: simple gathering of assessments from all
institutions that participated in the FT threat assessment;

b) Consolidation of the marks of the Assessment of TOs and of the other actors engaged in
terrorism (Group 1 and Group 2): consolidation, by Coaf Technical Group, of the notes received from
the participating institutions in a single national note due to the threat of FT, added by all descriptive
study of the characteristics of each threat assessed.

c) Consolidation on financing activities (Group 3): consolidation, by Coaf Technical Group, of
the information received from participating institutions regarding the terrorism financing activities
potentially more likely to be used in Brazil.

d) Consolidated FT Threats Report: consolidated result presented by the Coaf Technical
Group to NRAWG, resulting from the contribution of all institutions participating in the survey of
TF threats, containing the ranking and the final information about each threat assessed (Group 1,
Group 2 and Group 3).

e) Threats with national prioritization: indication of which TF threats should have priority
treatment addressed by the entire PTFML/TF System in the country, carried out by NRAWG in view
of the final ranking of TF threats contained in the Consolidated Report.

As in the consolidation of the threats of ML (topic 3.1), with the need to consolidate the
evaluated TF threats, Group 1 and Group 2, in a single National TF Threat, a weighted average can
be used considering the sum of all scores after applying their multipliers.

To this end, it applies to TF threats classified as Very High, multiplier equal to 4; those
classified as High, multiplier equal to 3; those classified as Average, multiplier equal to 2; and
classified as Low, multiplier equal to 1, as shown in the figure below:

Figure 49: Consolidation of FT threats into a single national note (example).
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26-32 - Very High Threat

19-25 - High Threat
12-18 - Average Threat

5-11 - Low Threat

In this hypothetical example, resulting in a weighted average score of 11.98, given the
classification levels indicated above, it would be understood that the National Terrorism Financing
Threat would be classified, on a consolidated basis, as LOW.

Among the terrorism financing activities potentially most used in the country, there will be
no mathematical calculation to be consolidated, but only a ranking with the most highlighted ones.

3.3. Consolidation of National Vulnerabilities
3.3.1. Quantitative approach — consolidated assessment score

The quantitative survey of the Vulnerabilities for the practice of ML/TF within the scope
of the Regulated Sectors, detailed in item 2.4, is exemplified in the following image, National
Regulatory Vulnerability, note 7.8, whose objective had been to identify (i) the sectors with the
most vulnerabilities high (macro analysis) and (ii) the most recurring vulnerabilities, inherent risks
(micro analysis), across all products and sectors:

Figure 50: Vulnerabilities in the Regulated Sectors at the national level, note 7.8 (example).
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The quantitative survey of the Vulnerabilities in the Ability to Prevent and Combat ML/TF,
detailed in item 2.5, is exemplarily represented in the following image that illustrates the National
Ability to Prevent and Combat ML/TF, note 0.57, whose objective was identify possible weaknesses
in the pillars that make up a solid, complete system, with an adequate legal structure and with
implemented and effective institutional powers.

| VULNERABILIDADE GERAL DOS REGULADORES {SISTEMA DE PREVENCAQ) - AMBITO NACIONAL

Pontuacao Média Vulnerabilidade Nacional

2.1 VULNERABILIDADE REGULATORIA — e
NACIONAL 7.8 - - Vulnerapliidade iedia
SETORES Pontuagio Média Vulnerabilidade Setor Materia”:ade -1a P;';:?;;:z?

211|SETOR 1 24 7-9 - Vulnerabilidade Média 4 33,5
21.2|SETOR 2 7.3 7-9 - Vulnerabilidade Média 2 14,5
21.3|8ETOR 3 59 4-6 - Vulnerabilidade Baixa 2 119
21.4|SETOR 4 10,1 10-12 - Vulnerabilidade Alta 1 10,1

Figure 51: National Ability to Prevent and combat ML/TF, note 0.57 (example).

Based on the previous quantitative surveys, the Technical Group demonstrates the
Consolidated ML/TF Vulnerability of the Country, through an X-axis matrix - presents the Prevention
and Combat Capacity (in the previous example, point 0.57 in the range of 0, 0 to 1.0) and Y axis -
shows the Vulnerability in the Regulated Sectors (in the example, score 7.8 in the range 4 to 16). This
exercise will aim to explain, visually, where the country’s PML/TF system is located.

Considering the preceding example data, given the location of the scores in the matrix, it would
be noted below that the Consolidated Vulnerability of the Country should be understood as Average.

Figure 52: Consolidated National Vulnerability (example).
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In terms of the tool’s longevity, we understand that this consolidation is of great value for
future comparability, that is, as evidence of the country’s evolution in addressing the vulnerabilities
that generate or may generate risks to its entire PML/TF system.

3.3.2. Quantitative approach — consolidated vulnerabilities

The Technical Group prepares a consolidated diagnosis of the results found containing all
the proposed improvement recommendations, whether they are to the specific authority or to the
proposal for joint public action that are the result of analysis, approval and prioritization by the
NRAWG, considering two factors:

¢ The results found in the Survey of Vulnerabilities in the Required Sectors detailed in topic
2.4 of this report, that is, of the various vulnerabilities, critical activities, weaknesses
of control or regulatory gaps in the sector, activity and/or product that make them, or
can make them, attractive to be used as a means to practice ML/TF operations; and

e The results found in the Survey of Vulnerabilities in the Ability to Prevent and Combat ML/
TF detailed in topic 2.5 of this report, that is, of the possible vulnerabilities found in
the preventive and coercive system existing in the country to combat the threats that
already exist and those that may to emerge.

To this end, the NRAWG, in order to give greater clarity to what was approved as a
recommendation and should be prioritized, assigns an impact score from 1 to 10, with those with
higher scores representing greater need for prioritization.

3.4. National Consolidation of NRA

The Technical Group having presented the Consolidated Reports for each of the
macroprocesses detailed in chapter 2 of this report, that is, having identified the “WHAT” and the
“WHOQO”, through the Survey of Threats of ML and TF(topics 2.1 and 2.2) the “HOW”, through the
Survey of the ML/TF Typologies already identified in the country (topic 2.3) and the “WHERE”,
through the Survey of Vulnerabilities in the Regulated Sectors and in the Prevention and Combat
Capacity (topic 2.5), it remains for NRAWG to consolidate all these assessments carried out in a
single document, which consists of the National Risk Assessment of ML/TF.

Therefore, it is up to the NRAWG, in the light of item Il of art. 3 of Decree 10.270, of
March 6, 2020, to define which Threats and Vulnerabilities identified and valued during the entire
assessment process must have priority treatment throughout the country’s PML/TF System.

It should be noted that the prioritization exercise to be carried out by the NRAWG, has as
its input the consolidated reports of each macro-process presented by the Technical Group, which
necessarily include the full range of assessed threats and identified Vulnerabilities.

For the purpose of illustration only, in topic 3.5 of this report, a suggestion for the structure
of a National Risk Assessment for ML/TF is presented with an indication of the macro processes that
should serve as inputs for its preparation.
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3.5. Structure of the Final Report of the National Risk Assessment of ML/TF

The work developed here is based on the idea of consensual construction of the various
information and on its structuring by means of the instruments previously detailed. Thus, the result
of such an undertaking will supplant the “simple” construction of a document, assuming that an
important study is obtained as the final result, with the contribution of more than a dozen agencies
and entities on the subject of PML/TF in the country. To this end, the Special Team, following
examples from other countries, suggests a structure for the final document below:

1. Preamble: contextualization of the country as to its own characteristics and its PML/TF system;

1.1. National Risk: based on national consolidation - item 3.4, highlighting the main results
raised in each macro-process and the main national priorities. It should be noted that these
priorities can be better detailed in each macro-process;

1.2. National coordination policy and mechanisms in PML/TF: here, emphasis may be
given to the national policies and strategies already implemented, ENCCLA, which will be
evidenced in the National Strategy and Policy Pillar for Preventing and Combating ML/TF;

2. National Threats: based on the prioritized ranking and describing the analysis of the 5 (five)
variables analyzed to demonstrate the main ML/TF threats in the country:

2.1. Most relevant threat: details of the threat, main impact on the country’s economy
(if possible), better-known forms of action and possible exemplary types. In addition, there
will be specific information by threat in the Survey of Prevention and Combat Capacities
against ML/TF;

2.2. Most relevant threat 2: same analysis of the preceding topic for each of the threats
prioritized as the most relevant;

2.3. Other non-prioritized threats: it is possible to briefly describe the non-prioritized
threats with a focus on demonstrating the scope of the search process for the most relevant
threats nationally, which main institutions worked on this search, the main information
generated, etc.;

2.4. Typologies: Analysis of the main typologies. If possible, link with the vulnerabilities
of the regulated sectors, that is, WHERE there are more risks of occurrence of ML/TF;

3. National Vulnerability: figure 46, consolidated national vulnerability, could be the image to
start the chapter. At this point, it will be important to cross-check information on the general
vulnerability of the regulated sectors (figure 44) and the vulnerability in the national Ability to
Prevent and combat ML/TF (figure 45):

3.1. Ability to Prevent and Combat ML/TF: using figure 28 to explain the construction
process of the vulnerability analysis, the logic inherent to the pillars (item 2.5.1) should be
detailed here, as well as the assessment by questions and subjects (figure 31);

3.1.1. Pillars: like figure 39, sub-topics per pillar are suggested to explain the construction
of the assessment in question, going through participating bodies, questions, main
subjects evaluated and the results found (topic 2.5.3 and figures 36 and 37). The pillars:
a) Supervision - National Financial System and APNFDs, b) Financing of Terrorism and
Financing of Proliferation of Weapons of Mass Destruction can be detailed in the structure
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now proposed in topics 3.2 and 4, respectively;

3.2. Vulnerability of Regulated Sectors: details of the process and main results based on
figure 24. Here, the main vulnerabilities found and prioritized can already be listed;

3.2.1. Bank Sector: Description of the sector in the country and impact on the economic
sector (if possible);

3.2.1.1. Analysis of Sectorial Vulnerability: as described in item 2.4.7, the main risk events
or the risk assessment by product or segment may be listed in this topic;

3.2.1.2. Control mechanisms: the pillar Supervision - National Financial System and main
control mechanisms should be detailed here. It is important to emphasize that this will be
the time to highlight not only vulnerabilities, but control instruments in ways that impact
this market (for example, the National Strategy and Policy for the Prevention and Combat
against ML/TF) pillar. The same should be done in items 3.2.2 (Securities), 3.2.3 (Insurance
and Pension Plans) and 3.2.4 (APNFDs);

3.2.2. Securities sector: same structure as the banking sector

3.2.2.1. Sectorial Vulnerability Analysis: same structure as the banking sector;
3.2.2.2. Control mechanism: same structure as the banking sector

3.2.3. Insurance and Pension Plans: the same structure as the banking sector;
3.2.3.1. Sectorial Vulnerability Analysis: same structure as the banking sector;
3.2.3.2. Control mechanism: same structure as the banking sector

3.2.4. DNFBP Sector: in this chapter, NRAWG may follow the structure previously described
or create a topic for each market regulated by risk ranking, as shown in figure 22. Adhering to
this second option, a description of that market and its impact on the economy (if possible);

3.2.4.1. Sectoral Vulnerability Analysis: analysis of the vulnerability of the main products
and activities that are part of the DNFBP Sector in question, already with some indication
of recommendation;

3.2.4.2. Control mechanism: main controls implemented, focus on the assessment of
the “APNFDs Supervision” Pillars and, when applicable, “National Strategy and Policy for
Preventing and Combating ML/TF”;

4. Financing of Terrorism and Financing of Proliferation of Weapons of Mass Destruction:
delimitation of the problem from the national perspective and a brief report on the construction
of the analyzes;

4.1. Threats: main threats, presented in a prioritized manner, their main forms of action and
financing. Some public case may also be presented, if any;

4.2. Vulnerabilities: analysis of the pillars Financing of Terrorism and Financing of
Proliferation of weapons of mass destruction, highlighting the main control mechanisms
and referencing the other pillars that touch the subject;

5. Annexes: it is suggested to evaluate the inclusion of documents that can be advertised:
Typologies, Complete Threat Ranking, Vulnerability Report, etc.



Annex — Relevant Legislation

ORDINANCE No. 1.258, OF JANUARY 15, 2020

THE CHAIRMAN OF THE FINANCIAL ACTIVITY CONTROL COUNCIL - COAF, in the use of the
powers conferred on him by items Il and V of article 9 of the Coaf Statute, approved by Decree No.
9.663, of January 1, 2019, and items IV and VIII of article 6 of its Internal Regulation, approved by
Ordinance No. 330, of December 18, 1998, of the Minister of State for Finance, acting, both with
validity maintained in the form of article 9 of Law No. 13.901, of November 11, 2019, and in view of
the provisions of article 3 of Law No. 13.974, of January 7, 2020, in articles 2 and 6 of Law 13.260,
of March 16 2016, in articles 11, items | and I, and 15 of Law No. 9.613, of March 3, 1998, in article
18 of the International Convention for the Suppression of the Financing of Terrorism, promulgated
in Brazil by Decree No. 5.640, of December 26, 2005, and in the Recommendations of the Financial
Action Group (FATF), combined with Resolutions 2462 (2019), of March 28 of 2019, 2129 (2013), of
December 17, 2013, and 1617 (2005), of July 29, 2005, edited by the United Nations Security Council
(UNSC) under the terms of Chapter VIl of the United Nations Charter, as well with articles 6 to 8 of
Law No. 13.810, of March 8, 2019, and articles 48 and 49 of the United Nations Charter, promulgated
in Brazil by Decree n2 19.841, of October 22, 1945, resolves:

Article 1 A Special Team is hereby established with the purpose of concentrating efforts
to complete the development of formal proposals for methodology and work plan to be employed
by the Financial Activities Control Council - Coaf in the process of preparing a national money
laundering risk assessment, Financing of Terrorism and financing of proliferation of weapons of mass
destruction (ML/TF), as well as to continue the corresponding activities.

Article 2 The Special Team is responsible for:

| - completing the development of a formal methodology proposal for the preparation
of a national ML/TF risk assessment, containing a model for surveying threats and corresponding
vulnerabilities, including the preparation of documentary and technological instruments to be used
in related works;

Il - completing the development of a work plan for the mapping of ML / FT risks;

IIl - defining glossary for uniform application of the national ML/TF risk assessment
methodology;

IV - continuing activities aimed at preparing the national risk assessment, including with
regard to the related dialogue with national, foreign and international bodies and entities, in
articulation, when relevant, with components of Coaf’s organizational structure; and

V — submitting the final report of its work for the approval of the President of Coaf,
contemplating formal proposals of the methodology and the work plan referred to in the article 1,
as well as information on the stage reached in the performance of the competence provided for in
item IV.
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Article 3 The following servers are designated to integrate the Special Team:
| - of the General Coordination of Institutional Articulation - Coari:

a) Giovanne de Mattos Bicalho;

b) Julio dos Santos Rodrigues;

Il - of the General Coordination of Financial Intelligence - Coinf:

a) Henrique Lopes Eglem de Oliveira;

b) Leonardo Ribeiro da Silva Terra;

Il - of the General Coordination for Monitoring and Risk - Comor:

a) Ricardo de Oliveira Nemetala; e

IV - of the General Coordination of Inspection and Regulation - Cofir:
a) André Francisco Umbelino de Souza Morbeck.

Sole paragraph. The supervision of the work of the Special Team will be exercised by the
Executive Secretary of Coaf.

Article 4 The members of the Special Team will obey the regime of exclusive dedication,
with face-to-face meetings, on working days, on the premises of Coaf, according to the schedule
established by the Executive Secretary.

Paragraph 1 The meetings of the Special Team in which it is necessary to sign a resolution
on the conduct of its own activities will be held with the presence of at least three members, whose
decisions will be consensual, and the Executive Secretary will be responsible for resolving any
divergences.

Paragraph 2 In order to ensure compliance with the exclusive dedication regime referred
to in the caput, the General Coordinations listed in article 3 are authorized to reorganize their work
routines, with the internal redistribution of the activities committed to the server designated to
compose the Special Team.

Article 5 The components of the organizational structure of Coaf will provide the support
and information necessary for the development of the activities provided for in article 22.

Article 6 The Special Team may, in the performance of the competence provided for in item
Il of article 3 of Law 13.974, of January 7, 2020, request the cooperation of bodies and entities that
have a connection with the matter under their responsibility.

Article 7 The Special Team must present a final report, with detailed formal proposals for
the methodology and work plan referred to in article 1, within forty-five (45) days from the
date of publication of this Ordinance.

Sole paragraph. The term referred to in the caput may be extended, by means of a specific
act, in which it will be necessary to define the regime of dedication to be observed by the members
of the Special Team to their activities during the extension period.

Article 8 The activities of the Special Team will be carried out without prejudice to the
eventual hiring of consultancy or technical assistance from a public or private entity or from an
international body in matters related to the national risk assessment of ML/TF, in which case the
Special Team will be responsible for maintaining a dialogue with the contracted institution, including
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for the purpose of adapting the proposed methodology and work plan under its responsibility.

Article 9 The Special Team will be automatically dissolved and extinguished with the
approval, by the President of Coaf, of the final report referred to in article 7.

Article 10. Participation in the Special Team will be considered relevant, unpaid public
service provision.

Article 11. This Ordinance takes effect on the date of its publication.

RICARDO LIAO

DECREE No. 10.270, OF MARCH 6, 2020

Establishes the National Money Laundering,
Financing of Terrorism and Weapons of Mass
Destruction  Proliferation  Financing  Risk
Assessment.

THE PRESIDENT OF THE REPUBLIC, using the powers conferred on him by article 84, caput,
item VI, item “a”, of the Constitution,

DECREES:

Article 1 The Working Group on the National Assessment of Risks of Money Laundering,
Financing of Terrorism and Weapons of Mass Destruction Proliferation Financing is hereby
established, with the objective of periodically diagnosing to identify, assess and understand these
risks in the country, in order to subsidize the actions of competent bodies and entities for the
adoption of prevention and combat measures related to the referred matters.

Single paragraph. The diagnosis referred to in the caput will be consolidated in a document
called National Assessment of Risks of Money Laundering, Financing of Terrorism and Weapons of
Mass Destruction Proliferation Financing.

Article 2 The Working Group will be composed of the following representatives:

| - two from the Financial Activities Control Council - Coaf, of which one will be the
coordinator;

Il - two from the Ministry of Justice and Public Security; and
Il - two from the Central Bank of Brazil.

Paragraph 1 Each member of the Working Group will have an alternate, who will replace
him in his absences and impediments.

Paragraph 2 The members of the Working Group and their alternates will be appointed by the
members of the bodies they represent and appointed by the President of the Central Bank of Brazil.
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Paragraph The coordinator of the Working Group will be appointed by the President of Coaf
from among the representatives referred to in item | of the caput.

Paragraph 4 The Working Group may invite representatives of other public or private bodies
and entities to contribute to the performance of its work and to participate in its meetings, without
the right to vote.

Paragraph 5 The bodies and entities of the federal public administration directly or indirectly
involved with the matters within the competence of the Working Group will provide the support and
information necessary to carry out the activities of the Working Group.

Paragraph 6 The Executive Secretariat of the Working Group will be exercised by Coaf.
Article 3 The Working Group is responsible for:

| - defining the periodicity and methodology of the diagnosis referred to in art. 1st, plan
and carry out the appropriate activities for the elaboration and updating of the diagnosis, including
coordination and articulation with public or private bodies and entities;

Il - preparing the National Risk Assessment of Money Laundering, Financing of Terrorism
and Weapons of Mass Destruction Proliferation Financing for each diagnosis periodically carried out;

Il - establishing criteria for the disclosure of information related to the diagnosis referred
to in art. 1, according to the guidelines of the members of the bodies represented in the Working
Group, observing the guidelines issued by the respective legal advisory bodies regarding the legal
rules on confidentiality and access restriction;

IV - promoting the examination, discussion and adoption of measures for the treatment
of risks verified in the diagnosis referred to in article 1 by the relevant authorities and by public or
private bodies and entities;

V - developing mechanisms for assessing the effectiveness of the diagnosis referred to in
article 1 and measures adopted to address the risks identified therein and to monitor the results
obtained;

VI - articulating, nationally or internationally, with any public or private bodies and entities
to request the provision of information or other types of collaboration useful for the performance of
their competences and specify the forms and deadlines for assistance when applicable; and

VIl - acting as an advisory body on interinstitutional matters related to matters within its
competence.

Article 4 The Working Group will meet on an ordinary basis, at least, on a quarterly basis,
and on an extraordinary basis whenever called by its coordinator or by a third of its members.

Paragraph 1 The working group meeting quorum is by an absolute majority of the members
and the approval quorum is by a simple majority.

Paragraph 2 In addition to the ordinary vote, the coordinator of the Working Group will
have the casting vote in the event of a tie.

Paragraph 3 The members of the Working Group will meet in person, with participation
permitted through videoconference, teleconference or other electronic means deemed appropriate
by the coordinator.

Paragraph 4 It is forbidden to disclose the discussions in progress at ordinary and
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extraordinary meetings of the Working Group without the prior consent of its coordinator, subject
to the provisions of item lll of the caput of article 3.

Article 5 The participation in the Working Group will be considered relevant public service
provision, unpaid.

Article 6 The Working Group may issue complementary rules to comply with the provisions
of this Decree.

Article 7 The first National Assessment of Risks of Money Laundering, Financing of Terrorism
and Weapons of Mass Destruction Proliferation Financing will be prepared within one year, counting
from the date of the installation of the Working Group.

Article 8 This Decree enters into force on the date of its publication.

Brasilia, March 6, 2020; 199th of Independence and 132nd of the Republic.

JAIR MESSIAS BOLSONARO
Luiz Pontel de Souza

Roberto de Oliveira Campos Neto
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ORDINANCE No. 107.560, OF MAY 20, 2020

Appoints the members of the National Money
Laundering Risk, Financing of Terrorism and
Weapons of Mass Destruction Proliferation
Financing Working Group created by Decree
No. 10,270, of March 6, 2020.

The President of the Central Bank of Brazil, in the exercise of the powers conferred on him
by article 2, Paragraph 2, of Decree No. 10.270, of March 6, 2020, in view of the indications made
by the holders of the Ministry of Justice and Public Security and of the Financial Activities Control
Council (Coaf), resolves:

Article 1 The Working Group on the National Assessment of Risks of Money Laundering,
Financing of Terrorism and Weapons of Mass Destruction Proliferation Financing will be composed
of the following members and alternates, as indicated by the members of their original bodies:

| - representatives of the Financial Activities Control Council (Coaf):
a) Bernardo Antonio Machado Mota, Principal, and Giovanne de Mattos Bicalho, Substitute;

b) Julio dos Santos Rodrigues, Principal, and André Francisco Umbelino de Souza Morbeck,
Substitute;

Il - representatives of the Ministry of Justice and Public Security:
a) Marconi Costa Melo, Principal, and Juliana da Silva Nogueira, Substitute;

b) Edson Fabio Garutti Moreira, Principal, and Maria Beatriz Pereira dos Santos Amaro,
Substitute;

Il - representatives of the Central Bank of Brazil:
a) Juliana Petribu Gorenstein, Principal, and Ursula Brand3o Faria Valdetaro, Substitute;

b) Antonio Juan Ferreiro Cunha, Principal, and Marcelo Hiramatsu Azevedo, Substitute.

Single paragraph. The coordinator of the Working Group will be appointed by the President

of Coaf from among the representatives referred to in item | of the caput.

Article 2 This Ordinance takes effect on the date of its publication.

87



	Introduction
	1. Work Plan:
	1.1. Glossary:
	1.2. Objectives of the work plan:
	1.3. Information flow and work process:
	1.4. Roles and Responsibilities:

	2. Methodology – National ML/TF Risk Assessment Process
	2.1. Survey of Money Laundering Threats:
	2.1.1.	Objective
	2.1.2.	Evaluation Form
	2.1.2.1. Sophistication Level (difficulty of detection);
	2.1.2.2. Capabilities Level (structure);
	2.1.2.3. Scope Level;
	2.1.2.4. Profit Level;
	2.1.2.5. Perception of incidence;
	2.1.3. Information request form
	2.1.4.	Institutions that will be invited to express their opinion
	2.1.5.	 Absence of data for treatment 
	2.1.6.	Treatment and consolidation of information
	2.1.7.	 ML Threat Survey Product
	2.1.8.	 Formalization of the assessment process
	2.1.9.	 Graphical Representation of the Macroprocess

	2.2.	Survey of Financing of Terrorism Threats:
	2.2.1. Purpose
	2.2.2.	Assessment Form
	2.2.2.1. GROUP 1 – Jihadist, ethnic-nationalist and separatist terrorist organizations 
	2.2.2.1.1. Worldwide presence;
	2.2.2.1.2. Probability of practicing TF actions in the country;
	2.2.2.1.3. FT capability in the country;
	2.2.2.1.4. Social damage caused by fundraising actions in the country;
	2.2.2.1.5. Presence of people linked to the organization in the country;
	2.2.2.1.6. Financing characteristics and activities possibly used by the threat;
	2.2.2.2. GROUP 2 – Other actors involved with TF threats 
	2.2.2.2.1. Presence in Brazil; 
	2.2.2.2.2. Probability of practicing TF actions in the country;
	2.2.2.2.3. FT capability in the country;
	2.2.2.2.4. Social damage caused by fundraising actions in the country;
	2.2.2.2.5. Performance in Brazil;
	2.2.2.2.6. Financing characteristics and activities possibly used by the threat
	2.2.2.3. GROUP 3 – Activities used by the first two groups to make their financing viable
	2.2.2.3.1. Perception of use:
	2.2.2.3.2. Characteristics of the financing activity in the country’s context;
	2.2.3. Information request form
	2.2.4.	 Institutions that will be invited to express their opinion
	2.2.5.	Absence of data for treatment 
	2.2.6.	 Treatment and consolidation of information
	2.2.7.	 FT Threat Survey Product
	2.2.8.	 Formalization of the assessment process
	2.2.9.	Graphical Representation of the Macroprocess

	2.3. Survey of Typologies:
	2.3.1.	 Purpose
	2.3.2.	 Form of contribution of participants
	2.3.3.	Information request form
	2.3.4.	Institutions that should  be invited to express their opinion
	2.3.5.	 Product of the Survey of Typologies
	2.3.6.	 Formalization of the assessment process
	2.3.7.	Graphical Representation of the Macroprocess

	2.4. Survey of Vulnerabilities in Regulated Sectors:
	2.4.1.	 Purpose
	2.4.2.	 Assessment Form
	2.4.2.2. Compliance - requirement of conduct and/or controls to regulated sectors
	2.4.2.3. Vulnerability Rating
	2.4.3.	Vulnerability Handling
	2.4.4.	Product of the analysis of the vulnerabilities of the regulated sectors
	2.4.5.	Information request form
	2.4.6.	Institutions that will be invited to express their opinion
	2.4.7.	 Absence of data for treatment
	2.4.8.	 Formalization of the assessment process
	2.4.9.	Graphical Representation of the Macroprocess

	2.5.	Survey of Vulnerabilities in the Ability to Prevent and Combat ML/TF
	2.5.1.	 Purpose
	2.5.2.	 Assessment Form
	2.5.2.1. Pillar – Laws and Types
	2.5.2.2. Pillar – National Strategy and Policy for Preventing and Combating ML/TF
	2.5.2.3. Pillar – International Cooperation
	2.5.2.4. Financial Intelligence
	2.5.2.5. Pillar - Power of Investigation and Prosecution
	2.5.2.6. Pillar - Power of Judgment and Condemnation
	2.5.2.7. Pillar - Power of Confiscation and Recovery of Assets
	2.5.2.8. Pillar - Tax Administration and Customs Control
	2.5.2.9. Pillar - Supervision - National Financial System
	2.5.2.10. Pillar – Supervision - DNFBP
	2.5.2.11. Pillar - Correction and Integrity
	2.5.2.12. Pillar – Ability to Prevent and Combat Financing of Terrorism
	2.5.2.13. Pillar - Ability to Prevent and Combat the Financing of Proliferation of Weapons of Mass Destruction
	2.5.3.	Information request form
	2.5.4.  Institutions that should be invited to express their opinion
	2.5.5.	 Absence of data for treatment
	2.5.6.	 Treatment and consolidation of information
	2.5.7.	Product of the vulnerability assessment of the ability to prevent and combat ML/TF;
	2.5.8.	Formalization of the assessment process
	2.5.9.	 Graphical Representation of the Macroprocess


	3. National Consolidation - National ML/TF Risk Assessment
	3.1. Consolidation of National Money Laundering Threats
	3.2. Consolidation of National Terrorism Financing Threats	
	3.3. Consolidation of National Vulnerabilities
	3.3.1.	 Quantitative approach – consolidated assessment score 
	3.3.2.	 Quantitative approach – consolidated vulnerabilities

	3.4. National Consolidation of NRA
	3.5. Structure of the Final Report of the National Risk Assessment of ML/TF

	Annex – Relevant Legislation
	ORDINANCE No. 1.258, OF JANUARY 15, 2020
	DECREE No. 10.270, OF MARCH 6, 2020
	ORDINANCE No. 107.560, OF MAY 20, 2020



