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O Centro de Pesquisa e
Desenvolvimento para a Seguranca
das Comunicacoes

A seguranca da informacao desempenha um papel essencial em uma sociedade cada vez mais digitalizada
e interconectada, influenciando diretamente questoes como privacidade, confiabilidade e integridade de
dados sensiveis. Nesse contexto, a criptografia e a seguranca cibernética se destacam como uma das prin-
cipais ferramentas para garantir a integridade das comunicagoes, a seguranca de dispositivos e sistemas
criticos, e a preservagdo da confianga nas tecnologias emergentes. Compreendendo essa responsabilidade,
o Centro de Pesquisa e Desenvolvimento para a Seguranca das Comunicagoes (CEPESC) tem se dedicado
continuamente ao avango cientifico e tecnoldgico nessas dreas, contribuindo tanto para o desenvolvimento
de novas solugoes como para o fortalecimento da capacidade técnica do pais nesse campo estratégico.

Esta coletanea reune artigos cientificos produzidos ao longo dos anos por nossa equipe de pesquisado-
res, abrangendo desde abordagens tedricas inovadoras até aplicagoes praticas de criptografia voltadas
a resolucao de problemas reais. Os trabalhos aqui compilados representam um didlogo continuo entre
a pesquisa académica e as demandas concretas da sociedade, com o objetivo de oferecer contribuigoes
relevantes para a comunidade cientifica, institui¢oes governamentais e a sociedade civil. Ao disponi-
bilizarmos estas publicagoes, esperamos também incentivar novas pesquisas, parcerias estratégicas e o
fortalecimento da cultura de seguranga da informagao no Brasil e no mundo.
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Resumo. A Lei n® 13.709, de 14 de agosto de 2018, conhecida como Lei Geral
de Protecdo de Dados Pessoais (LGPD), veio para instituir principios e regras
para a prote¢do das pessoas naturais no que diz respeito ao tratamento de seus
dados, principalmente no formato digital. Por essa razdo, surge a necessidade
de se estabelecer solucoes tecnologicas capazes de atender as imposicoes da
lei. Neste trabalho, apresentamos um levantamento de técnicas e ferramen-
tas de anonimizacdo e de criptografia que demonstram potencial para auxiliar
no cumprimento da LGPD, no caso especifico da protecdo de bases de dados.
Dentre as técnicas comparadas, percebe-se que ndo hd nenhuma que atenda
perfeitamente a todas as situacoes, seja por questoes de desempenho ou por
consideracoes de seguranca. Ainda assim, conclui-se que, quando possivel,
essas solugcoes devem ser utilizadas, pois tém o potencial de aumentar signifi-
cativamente a seguranga dos sistemas e auxiliar no cumprimento da lei.

1. Introducao

O uso da criptografia sempre foi importante para garantir a seguranca das informacoes e
das comunicag¢des, proteger o sigilo de conhecimentos e de documentos sensiveis e, na
era da informacao, tornou-se fundamental para a preservacao da privacidade de individuos
no mundo digital. Ainda assim, tal importincia tende a aumentar em virtude das novas
leis para a protecdo de dados que surgiram, primeiro na Europa com a General Data
Protection Regulation (GDPR) e, posteriormente, em varios paises ao redor do mundo.

No Brasil, em 14 de agosto de 2018, foi sancionada a Lei n® 13.709, conhecida
como Lei Geral de Protecao de Dados Pessoais (LGPD), com o objetivo de proteger o
livre desenvolvimento da personalidade da pessoa natural e os direitos fundamentais de
liberdade (CF, art. 5°, inciso 1V) e de privacidade (CF, art. 5°, incisos X, XI e XID)'.
Conforme o art. 1° da LGPD, a Lei dispde sobre o tratamento de dados pessoais?, in-
clusive nos meios digitais, por pessoa natural ou por pessoa juridica de direito ptblico
ou privado. Nesse sentido, destina-se também aos 6rgios e entidades da Administragdo
Publica e, por tratar-se de lei nacional, deve ser observada por todos os entes federados —
Unido, Estados, Distrito Federal e Municipios.

'Est4 em trAmite a PEC n° 17/2019, que visa incluir a protecdio de dados pessoais entre os direitos e
garantias fundamentais. Além disso, no julgamento das ADIs 6387, 6388, 6389 e 6390, o STF a reconheceu
como um direito fundamental autdénomo.

2Conforme o art. 5°, inciso X da LGPD, "tratamento"deve ser compreendido como toda operacio
realizada com dados pessoais, como coleta, acesso, armazenamento etc.



Mesmo ndo estando em vigor, muitos 6rgaos e empresas passaram a buscar novos
métodos e tecnologias visando a adequagdo do processamento de dados pessoais em con-
formidade a lei. Tais solucdes tecnoldgicas t€m largo escopo dentro da drea de seguranca
da informacao e das comunicag¢des, incluindo-se aspectos da seguranga cibernética. Natu-
ralmente, a criptografia se destaca nesse cendrio ja que consiste em técnicas matematicas
que, se implementadas corretamente, garantem a impossibilidade de acesso nao autori-
zado, mesmo por adversarios com grande poder de processamento. Destaca-se, contudo,
que seguran¢a ndo € a mesma coisa que privacidade, e que apesar de ser dificil garantir a
privacidade em sistemas inseguros, é possivel ndo ter privacidade em sistemas com boas
praticas de segurancga.

Historicamente, a criptografia se concentrou em resolver o problema de comuni-
cacgdo cldssico em que dois entes (Alice e Bob) buscam se comunicar de forma segura
mesmo na presenga de um adversario (Eve) capaz de acessar, ler, ou mesmo modificar o
canal de comunicagdo. Hoje, pode-se afirmar que a criptografia € plenamente capaz de
resolver esse problema, através de algoritmos de sigilo, troca de chaves, resumo e assi-
natura digital, que garantem a autenticidade, confidencialidade e integridade da comuni-
cacdo. Portanto, solu¢des de comunicagdo por texto ou voz, videoconferéncias, acesso
remoto via redes privadas virtuais (VPN) e similares podem, se bem implementadas, pro-
ver seguranga suficiente para proteger tanto a privacidade dos usudrios quanto a propria
empresa que se responsabiliza pelos dados, garantindo a conformidade com a lei.

H4, entretanto, outras situagdes que ndo se encaixam no paradigma cldssico da
criptografia. Por exemplo, suponha a existéncia de uma base contendo dados privados
que esteja armazenada em um servidor e uma série de analistas que necessitam acesso aos
dados para realizarem trabalhos estatisticos. Em algumas situacdes, cada analista pode ser
considerado como um potencial adversdrio, ja4 que nem sempre podemos ter certeza que
ndo irdo acessar informagdes privadas que nao deveriam ou mesmo vaza-las. Ha também
casos em que o proprio servidor pode ser visto como adversdrio, como quando dados
privados sdo armazenados na nuvem com o intuito de utilizar o poder computacional dos
servidores de grandes empresas.

Para superar esses desafios, uma série de técnicas e ferramentas tém sido desen-
volvidas nos dltimos anos. Porém, € justo afirmar que ainda ndo hd nada estabelecido
no mercado ou na academia como um padrdo a ser seguido ou uma solugdo que resolva
todos esses problemas de forma plenamente segura e eficiente. Sendo assim, este tra-
balho apresenta um levantamento de um subconjunto de tais técnicas, dentre elas Ano-
nimizagao, Pseudonimizac¢ao, Privacidade Diferencial, Fully Homomorphic Encryption,
Property Preserving Encryption e Oblivious Random Access Memory. Adicionalmente,
elencamos algumas ferramentas de busca e gerenciamento de dados cifrados baseadas
nessas técnicas, discutindo sua utilizacio, seguranca e ataques.

Neste trabalho, também apresentamos uma discussao sobre situacdes em que cada
uma dessas técnicas podem ser utilizadas, muitas vezes em conjunto, para incrementar a
seguranca dos sistemas para a protecao das informacdes armazenadas em bases de dados
e também em situagdes de protecdo de privacidade ou anonimato quando bases de dados
devem ser disponibilizadas para analistas externos. Conclui-se que, apesar da potencial
existéncia de ataques, a seguranca agregada ainda € significativa, o que dificulta a re-
cuperacdo de informagdes, bloqueando a maior parte dos adversérios e contribuindo na



garantia da manutenc¢do da privacidade e do cumprimento da lei.

O restante do artigo € organizado da seguinte forma: na Secdo 2, discutimos a
relacdo entre a LGPD e a criptografia. Na Secao 3, descrevemos as principais técnicas
de anonimizacdo e criptografia que podem ser utilizadas para a protecao de bases de
dados. Na Secdo 4, apresentamos exemplos de ferramentas utilizadas nesse contexto e,
na Secdo 5, abordamos ataques que demonstram as limitacdes das técnicas e solugdes
atuais. Na Secdo 6, discutimos algumas situacdes em que as técnicas apresentadas podem
ser utilizadas, fazendo um comparativo entre elas e na se¢ao 7 concluimos o trabalho.

2. LGPD e Criptografia

O modelo para a criagdo da lei de protecdo de dados pessoais brasileira foi a General
Data Protection Regulation (GDPR). Tal regulamenta¢do tem aplicagdo nos paises que
integram a Unido Europeia (UE), impondo obrigagdes a quaisquer organizagdes que uti-
lizem e coletem dados pessoais nos Estados membros.

O art. 5(1) da GDPR delimita os principios relacionados ao processamento de
dados pessoais, dentre os quais destaca-se o principio da seguranca, que determina o uso
de técnicas apropriadas e de medidas organizacionais que garantam um nivel de seguranca
apropriado aos riscos envolvidos, incluindo a protecdo contra processamento ilegais ou
nao autorizados e contra perda, destrui¢do ou danos. Para tanto, a criptografia dos dados
pessoais € prevista em um rol exemplificativo de medidas que podem ser utilizadas de
acordo com a natureza, o escopo, o contexto e as finalidades do processamento, bem
como com 0s riscos aos direitos e liberdades individuais (GDPR, art. 32).

Nesse contexto, cada controlador ou processador deve avaliar os riscos que estao
presentes no processamento de dados pessoais, como vazamentos, perda, destrui¢do, alte-
racdo, acesso ou divulgacdo nao autorizados, e outros eventos potencialmente causadores
de danos fisicos, materiais ou imateriais, devendo mitigar tais riscos e garantir um nivel
apropriado de seguranca a partir da implementacdo de medidas, a exemplo da criptografia.

Assim como a GDPR, a LGPD inclui a seguranca como um de seus dez principios
gerais® (art. 6°, VII), determinando que os agentes de tratamento devem adotar medidas
técnicas, administrativas e de seguranga aptas a proteger os dados pessoais de acessos nao
autorizados e de situagcdes acidentais ou ilicitas, como destrui¢do, perda, alteracdo, comu-
nicacdo, difusdo ou qualquer outra forma de tratamento inadequado ou ilicito (art. 46). Se,
por um lado, a lei brasileira ndo dispde expressamente sobre o uso da criptografia como
medida técnica sugerida, por outro € clara no sentido de que, em caso de incidente de
segurancga que possa acarretar risco ou dano relevante aos titulares, serd avaliada eventual
comprovacdo de que foram adotadas medidas técnicas adequadas para tornar ininteligi-
veis os dados pessoais afetados (art. 48, § 3°). Com efeito, as técnicas de criptografia
permitem exatamente isso: tornar ininteligivel o dado aqueles que nao possuem as chaves
criptograficas, ou seja, a qualquer pessoa que ndo estd autorizada a acessi-lo.

Os controladores e processadores devem avaliar os riscos envolvidos nos trata-
mentos de dados pessoais que realizam, implementando medidas adequadas de protecao.

30 art. 6 da LGPD determina que as atividades de tratamento de dados pessoais deverdo observar a
boa-fé e os seguintes principios: 1) finalidade; 2) adequagdo; 3) necessidade; 4) livre acesso; 5) qualidade
dos dados; 6) transparéncia; 7) seguranga; 8) prevencdo; 9) ndo discriminagdo; e 10) responsabilizacdo e
prestacdo de contas.



Nao foram poucos os incidentes de segurancga ocorridos nas dltimas décadas, e os danos
gerados poderiam ter sido reduzidos ou mesmo evitados se os dados fossem criptogra-
fados. Cientes de suas responsabilidades, muitas empresas e 6rgaos publicos ja estudam
o uso de técnicas criptograficas para base de dados que atendam aos objetivos da LGPD
ja que a criptografia se apresenta, simultaneamente, como meio para garantir a confor-
midade a lei, para assegurar a protecdo de direitos fundamentais e para a seguranca dos
sistemas.

3. Técnicas para a seguranca de base de dados

3.1. Pseudonimizacio e Anonimizacio

Uma das formas mais simples para tentar proteger a privacidade de individuos
em bases de dados € pela anonimizagdo [Jain et al. 2016] ou pela pseudonimizacao
[Stalla-Bourdillon and Knight 2016] que, em geral, nao sdo consideradas técnicas cripto-
gréificas. Tais técnicas podem ser entendidas como a modificagdo ou destrui¢dao de infor-
macOes em bases de dados de forma que ndo seja mais possivel identificar os individuos.
Isso € feito, em geral, de tr€s maneiras: supressao, quando alguns tipos de dados sensiveis
sao eliminados da base de dados; substitui¢do, quando dados sensiveis sao substituidos
por outros dados ndo sensiveis ou falsos; e generaliza¢do, quando dados especificos sdao
substituidos por categorias mais genéricas, por exemplo, a idade de individuos podem ser
substituidas por intervalos como “entre 20 e 30 anos”.

A pseudonimizacdo se difere da anonimizac¢ao no sentido de que a pseudonimi-
zacdo permite reidentificar e recuperar os dados originais enquanto a anonimiza¢ao nao
(a0 menos teoricamente). Uma das técnicas de anonimiza¢do mais conhecidas é deno-
minada k-anonimato [Sweeney 2002] e busca garantir que a informagdo para cada pes-
soa contida nos dados disponibilizados seja indistinguivel de pelo menos £ — 1 outros
individuos cujas informagdes também existam nos dados disponibilizados. Outras técni-
cas foram desenvolvidas como evolucdes do k-anonimato, em particular a [-diversidade
[Machanavajjhala et al. 2007] e a t-proximidade [Li et al. 2007].

Existem situagdes em que essas técnicas simples podem ser utilizadas. Por exem-
plo, o processo de pseudonimizacio conhecido como Tokenizagdo, que consiste na subs-
tituicdo de dados por informagdes aleatérias conhecidas como tokens, € utilizado com
sucesso em algumas aplicacdes financeiras para proteger dados sensiveis como contas
bancdrias e nimeros de cartdes de crédito [Mattsson and Rozenberg 2013]. Entretanto,
em grande parte dos casos, técnicas como o k-anonimato nao podem ser consideradas
verdadeiramente seguras nem capazes de garantir a privacidade. Isso porque existem ata-
ques efetivos de deanonimizagdo explorando propriedades da prépria base de dados ou
de outras bases cujos dados estdo correlacionadas com as informagdes sobre os indivi-
duos que se deseja identificar. Um exemplo famoso neste sentido, ocorreu com dados
anonimizados da empresa Netflix, quando um grupo de pesquisadores foi capaz de iden-
tificar usudrios, desvendando até mesmo suas preferéncias politicas e outras informagdes
sensiveis [Narayanan and Shmatikov 2008].

3.2. Privacidade Diferencial (PD)

A técnica de Privacidade Diferencial (Differential Privacy) pode ser utilizada em situa-
coes em que se deseja que um analista possa realizar anélise de dados sem afetar a pri-



vacidade dos individuos que fazem parte da base de dados [Dwork et al. 2014]*. A PD
funciona a partir da adi¢@o de ruido aos dados de maneira que nao seja possivel ter certeza
da informacao particular de determinado individuo a0 mesmo tempo em que se permite
boas estimativas para caracteristicas populacionais. Portanto, tais técnicas possibilitam
um balancgo entre utilidade e privacidade, sendo que quanto maior o ruido adicionado
menor serd a utilidade e maior a privacidade, e vice-versa.

As técnicas de PD podem ser tteis em diversos cendrios para contribuir com as
institui¢cdes e empresas a seguir a LGPD. Um possivel caso de uso € por érgaos como
o Instituto Nacional de Estudos e Pesquisas Educacionais Anisio Teixeira (INEP), que
possui dados privados de estudantes e instituicdes de ensino, mas que pode necessitar
dar acesso a base de dados a pesquisadores internos ou externos. Neste caso, seria pos-
sivel disponibilizar dados numéricos de interesse através da adi¢dao de ruido de forma a
mascarar dados individuais, mas ainda possibilitando a detecciao de tendéncias ou com-
paracdes entre institui¢des de ensino. Outra possibilidade € utilizar a PD para mitigar
o risco de coleta de dados de usudrios adicionando ruido j4 na origem da coleta, evi-
tando maiores consequéncias no caso de comprometimento da base de dados da em-
presa, mas preservando a possibilidade de melhorar os produtos e servigos a partir da
andlise de comportamento dos usudrios. Por exemplo, a empresa Apple ji utiliza PD
para coletar informacdes obtidas a partir de sugestdes de palavras, sugestdes de “emo-
jis”, gasto de energia do aparelho, entre outros’. No contexto da GPDR, o projeto SODA
(https://www.soda-project.eu) foi criado com o objetivo de desenvolver um
sistema seguro para o processamento de dados pessoais em grande escala em conformi-
dade com a GDPR. Uma de suas vertentes de pesquisa € voltada para a utilizacdo de PD
em conjunto com computacao multipartiddria segura.

Apesar de ter potencial aplicabilidade em diversas dreas, deve-se levar em conta
algumas limitagdes das técnicas de PD. Em primeiro lugar, a PD € uma defini¢ao
e ndo um algoritmo. Algoritmos especificos sdo desenvolvidos para diferentes si-
tuacdes e seu funcionamento deve ser avaliado cuidadosamente em cada uma delas
[Dwork and Nissim 2004, Blum et al. 2013]. De fato, a depender do tipo de estatistica
que se deseja computar, pode nem mesmo existir um método conhecido de se aplicar a
PD. Outro problema é que a técnica nao funciona bem para bases de dados pequenas ja
que, neste caso, o ruido necessita ser pequeno para que o modelo possua utilidade, o que
reduz significativamente a privacidade. Adicionalmente, a técnica apresenta problemas
quando existe alta variabilidade na distribuicao dos dados, ja que a quantidade de ruido
necessdria para a privacidade pode destruir completamente a utilidade dos dados.

Finalmente, em muitos casos ha a necessidade de limitar o nimero de consultas
feitas por um mesmo analista. Caso contrdrio, o analista poderia realizar repetidas consul-
tas sobre o mesmo individuo, o que possibilita a eliminacao do ruido e, como consequén-
cia, a exposicao do valor que se busca proteger. Ainda, um analista mal intencionado,
mesmo que limitado no nimero de consultas, poderia convencer outros analistas a fazer a
mesma consulta ou mesmo criar contas falsas para executar este ataque [Dwork 2008].

*Outra técnica que pode ser utilizada com objetivos parecidos é chamada de Quantitative Information
Flow e carrega muitas similaridades com a PD [Alvim et al. 2011].
Shttps://www.apple.com/privacy/docs/Differential_ Privacy_Overview.pdf



3.3. Fully Homomorphic Encryption (FHE)

FHE ¢ uma tecnologia promissora do ponto de vista de seguranca. Ela permite realizar
operacdes no texto em claro, utilizando-se somente os seus cifrados correspondentes sem
a necessidade de decifracdo. O resultado dessa operacdo permanece cifrado e pode ser
transmitido de forma segura ao usudrio que requisitou a operacdo. A técnica de FHE tem
o potencial de garantir a privacidade em diversas situacdes nas quais isso nfo era possivel
como, por exemplo, o processamento de dados privados na nuvem sem que a empresa
que disponibiliza o servico tenha ideia das informacdes que realmente estdo sendo pro-
cessadas. Dessa forma, elimina-se o risco de comprometimento desses dados pela propria
empresa, garantindo-se o cumprimento da lei®.

FHE vem se tornando vidvel a medida que os computadores se tornam mais pode-
rosos. Em 2012, um esquema de FHE implementado em [Gentry et al. 2012] gastou 40
minutos para calcular um bloco de AES (o que € seis ordens de magnitude mais lento do
que o correspondente cdlculo ndo homomorfico). Nao obstante, sistemas homomorficos
com funcionalidades restritas tém sido utilizados na prética, ou seja, eles permitem certos
tipos de manipulagdo em dados cifrados, ao invés de fun¢des arbitrarias como em FHE,
e tém a vantagem de ter performance elevada, o que os tornam préaticos. Por exemplo,
o esquema de Paillier [Paillier 1999] permite realizar somas homomorficas de maneira
eficiente.

Recentemente, um projeto em parceria com algumas universidades europeias dis-
ponibilizou uma biblioteca, denominada TFHE [Chillotti et al. 2016], que permite o cél-
culo de 10 tipos de portas bindrias (AND, OR, XOR, ...) e leva em torno de 13 mi-
lissegundos em cada célculo. Apesar de ser em torno de um bilhdo de vezes mais
lenta do que o simples célculo ndo homomorfico, os algoritmos implementados com
esta biblioteca ja t€ém potencial aplicacdes em problemas reais de fisica e estatistica
[Ducas and Micciancio 2015]. Por exemplo, Bourse et. al. [Bourse et al. 2018] utiliza
a biblioteca TFHE para treinar redes neurais sobre imagens cifradas homomorficamente
obtendo taxa de acerto de 96% na base de dados MNIST em menos de 1.7 segundos.
Adicionalmente, outros trabalhos demonstram que € possivel aumentar a performance em
até 26 vezes utilizando GPUs no processamento [Dai and Sunar 2015].

A conclusao é que na maioria dos casos, utilizar FHE para tratar com bases de da-
dos arbitrarias e de tamanhos moderados ainda € proibitivo do ponto de vista computacio-
nal, ndo sendo adequado para casos em que a velocidade de consulta e resposta seja um re-
quisito. Por isso, os sistemas praticos utilizam técnicas menos seguras [Fuller et al. 2017]
em troca de maior performance, sendo tteis para sistemas onde um vazamento especifico
de informac¢do nao ird comprometer a seguranca dos dados.

3.4. Property Preserving Encryption (PPE)

Ao invés de focar em realizar operagdes arbitrdrias em dados cifrados, uma alternativa € a
utilizagdo de esquemas criptograficos que preservem certa propriedade, conhecidos como
PPE. Uma modalidade de PPE se chama OPE (Order Preserving Encryption) e serve
para realizar comparagdes de ordem. Este esquema basicamente cifra valores numéricos

®Qutra técnica promissora é chamada de Functional Encryption [Boneh et al. 2011]. Ela generaliza a
nocdo de cifragdo de chave publica e permite que o detentor de uma chave de decifracio associada a uma
fungdo obtenha somente o valor dessa fung@o avaliada sobre o texto em claro e nada mais.



de forma que a ordem dos dados em claro seja preservada em seus cifrados correspon-
dentes. Por exemplo, se objetivamos realizar somente comparagdes entre valores sem a
necessidade de saber quais sdo estes valores em claro, entdo um esquema de cifracido que
preserve a ordem € ideal para essa situacdo. Neste caso, um sistema de cifracdo com essa
propriedade deve vazar somente a ordem dos dados cifrados [Popa et al. 2011]. Outros
sistemas OPE podem vazar outros tipos de informagdes, além da ordem dos dados.

Outro PPE bastante conhecido € a cifragdo deterministica. As técnicas de cifracao
modernas garantem que blocos de textos iguais sejam mapeados em cifrados diferentes
com alta probabilidade, o que garante a importante propriedade de seguranca semantica
[Boneh and Shoup 2015]. Em contrapartida, esse tipo de cifracdo ndo permite que sejam
realizadas buscas que contenham critérios de igualdade na base de dados. Na cifracio
deterministica, blocos de textos iguais devem ser mapeados para os mesmos cifrados,
abrindo mao da seguranca semantica pela funcionalidade de busca. Além de aplicacdes
em sistemas de bases de dados, a cifracdo deterministica pode também ser aplicada em
buscas de palavras-chaves em documentos cifrados.

Por ultimo, temos ainda o Format Preserving Encryption (FPE), que basicamente
cifra mensagens mantendo a mensagem cifrada no mesmo formato que a mensagem em
claro (por exemplo cifrando um niimero de cartdo de crédito valido e obtendo outro nu-
mero de cartdo de crédito valido). A grande vantagem desse esquema € que ele man-
tém protocolos de comunicagdo e de acesso intactos, ja que os formatos dos dados sio
preservados. Por exemplo, sistemas que manipulem bases de dados com varidveis em
determinados formatos poderiam acessar os dados cifrados com FPE da mesma forma
[Brightwell and Smith 1997]. Em tais esquemas, ha que se precaver com o tamanho do
espaco de mensagens utilizado no esquema de cifracdo para prevenir ataques (ver p.ex.
os ataques sobre o esquema FPE baseado em redes Feistel em [Durak 2017]).

Os esquemas PPEs sdo aplicdveis em situa¢des onde ndo se faz necessdrio dis-
ponibilizar o dado bruto para que o utilizador destes possa analisi-los, e isso deve ser
sempre avaliado pelas institui¢des. Em vdrias situagdes, informacdes de frequéncia ou de
ordenacdo dos dados ja sdo suficientes. A desvantagem € que os PPEs vazam informacdes
importantes que podem ser utilizadas por atacantes em determinados cendrios, como vere-
mos na sequéncia. Esquemas PPE sdo eficientes e t€ém performance comparada a sistemas
que ndo utilizam cifragdo. J4 os esquemas FHE tém performance ordens de magnitude
inferior a esquemas com vazamento controlado como os PPEs [Popa et al. 2011].

3.5. Oblivious Random Access Memory (ORAM)

ORAM [Goldreich and Ostrovsky 1996] pode ser utilizada para esconder padrdes de
acesso em bases de dados disponibilizadas em fontes externas. Esses padrdes de acesso
vazam informagdes sobre: qual dado estd sendo acessado, quando ele foi acessado pela
ultima vez, se o mesmo dado estd sendo acessado e se o acesso € sequencial ou alea-
tério. Essas informacdes podem auxiliar o atacante a recuperar dados em claro mesmo
que armazenados em bases de dados cifradas [Grubbs et al. 2019]. O principio basico de
ORAM € que, para que esses acessos sejam escondidos, os blocos de dados que sdo lidos
precisam se mover, e ndo ficarem estéticos, caso contrario haveria vazamento de informa-
coes de frequéncia sobre os dados armazenados. Dessa forma, cada vez que um bloco é
lido ele precisa ser realocado em outro local de forma aleatéria. ORAM também ofusca



o tipo de operacgdo (leitura ou escrita) que estd sendo realizada. Isso € atingido através de
uma sequéncia de leituras e outra de escritas. Dessa forma, o servidor que armazena os
dados observa sempre um par de leituras e um par de escritas, € ndo conseguira distinguir
qual operagdo estd sendo feita.

Na pratica, ORAM vem sendo utilizada para aumentar a seguranca de sistemas
de busca em bases de dados. O sistema de busca proposto em [Boneh et al. 2013] sugere
utilizar ORAM para recuperar os dados de registros cujos indices sdo conhecidos, escon-
dendo assim informacdes de acesso ao servidor. Uma variante de ORAM foi proposta em
[Mishra et al. 2018] para implementagcao de um sistema de busca indexada, cujo acesso
aos indices € feito de forma oblivia. Outras aplicacoes de ORAM envolvendo bases de
dados pode ser encontrada em [Fuller et al. 2017, Secdo III.A.5]. Em geral, solucdes
que implementam ORAM sdo mais lentas, porém oferecem maior grau de seguranca em
situacdes nas quais existe risco inerente de que informagdes sobre padrdes de acesso pos-
sam ser utilizadas, o que é sempre o caso quando bases de dados sensiveis precisam ser
acessadas em servidores inseguros.

4. Ferramentas de busca e gerenciamento de dados cifrados

Sistemas que permitem buscas mais diversas em bases de dados sdo, em geral, baseados
na combinacao das técnicas citadas na Secdo 3, dentre as quais algumas vazam certos
tipos de informacdo. Além disso, cada um deles tem sua seguranga avaliada considerando
cendrios especificos que devem ser levados em consideracao quando implementados em
sistemas reais, ja que, na pratica, informagdes adicionais geradas por compiladores, meta-
dados necessdrios para o funcionamento do sistema, ou outros subprodutos gerados pelos
sistema, sdo informacdes passiveis de serem utilizadas por atacantes.

Existe uma diversidade de sistemas de bases de dados, cada um com o seu préprio
conjunto de bases primitivas que podem ser combinadas para prover suas funcionalida-
des. Por isso, existe a demanda de uma variedade de ferramentas de buscas protegidas
para realiza¢do dessas operagdes primitivas de maneira segura [Fuller et al. 2017]. No
contexto de base de dados, geralmente focamos em realizar pesquisas em linguagem pa-
drao SQL. Cada operagcdao em SQL pode ser escrita como uma combinacio de operacdes
primitivas, tais como: verifica¢des de igualdade, comparacdes de ordenacgdo e agregagdes.
Sendo assim, podemos utilizar os esquemas de FHE ou PPEs para realizar tais operacdes
primitivas e as compor para formar operacdes SQL. Aplicacdes baseadas em esquemas
PPEs sao chamadas de BoPETs (Building on Property-revealing EncrypTion).

Uma plataforma que utiliza PPEs em sua constru¢do é a CryptDB
[Popa et al. 2011]. Adicionalmente, na CryptDB o sistema homomorfico aditivo de
[Paillier 1999] € utilizado para calcular somas. O ponto mais importante no quesito segu-
ranga € que esta biblioteca tem o principio de cifracdo em camadas, e revela ao servidor
somente o necessdrio para que o cliente seja capaz de realizar a operacdo SQL dese-
jada. Quando um cliente envia determinada busca SQL, esta passa por uma etapa de
pré-processamento em um servidor proxy seguro. Dependendo das comparagdes existen-
tes na busca SQL , a base de dados armazenada no servidor inseguro € ajustada para a
camada de cifracdo adequada. A CryptDB tem a vantagem de ser de ficil integracdo a
sistemas de bases de dados preexistentes, pois as consultas feitas pelos usudrio sdo pri-
meiro pré-processadas por um servidor proxy e enviadas ao servidor que possui a base de



dados cifrada, sem interferir no funcionamento do gerenciador da base. Apesar de prover
confidencialidade dos dados com nivel de seguranca controlado, a CryptDB ndo prové
integridade dos mesmos.

Um alternativa mais atrativa no quesito segurancga € baseada na utiliza¢ao de busca
indexada. A indexacdo de registros € algo comum em bases de dados que diminui os tem-
pos de busca. Neste caso, podemos cifrar a base de dados com um esquema de cifragao
seguro e as pesquisas SQL sdo feitas diretamente nos indices, € ndo na prépria base.
Essa estrutura de indices captura a informagao dos dados na base por meio de resumos
criptograficos de seus valores. Fun¢des de resumo ndo sao invertiveis com alta probabili-
dade, desde que espago de entrada da fun¢do nao seja pequeno o suficiente para permitir o
adversério testar todas as entradas possiveis até encontrar o resumo correspondente. Por-
tanto, elas asseguram que, de posse desses resumos, 0 atacante nao possa reconstruir os
dados em claro.

Um dos sistemas baseados em busca indexada é o Arx [Poddar et al. 2019], que
cifra os dados sensiveis no servidor com seguranga semantica. Uma alternativa ao Arx é
o BlindSeer [Pappas et al. 2014], um sistema que implementa busca de forma indexada,
mas utilizando uma ferramenta diferente do Arx, baseada em Bloom Filters. A indexa-
cdo ¢ feita de forma individual, porém pode-se realizar indexacdo de colunas simultane-
amente, com o custo de aumentar-se o armazenamento. O BlindSeer ndo tem suporte
nativo a vérios clientes, mas uma solu¢do natural para esse problema € que os clientes
compartilhem uma chave unica desconhecida pelo servidor inseguro. Ao contrario do
Arx, no BlindSeer as informagdes sobre a busca também sdo protegidas. Por outro lado,
ele perde no quesito performance e funcionalidade em relagdo ao Arx.

Os sistemas acima estdo sujeitos a ataques que exploram padrdes de acesso,
pois cada um deles apresenta vazamentos especificos que propiciam diferentes vulne-
rabilidades. Em tais sistemas, uma seguranca indireta é a detec¢do da presenca de
um atacante online o mais rdpido possivel por meio de andlise de trafego malicioso
[Pimenta Rodrigues et al. 2017], o que, neste caso, € facilitado pela caracteristica es-
pecifica dos padrdes de acesso necessdrios para executar tais ataques. Existem outros
sistemas com funcionalidades similares/complementares que podem ser consultados em
[Fuller et al. 2017, Tabelas II e V], que inclui um sumdrio com a performance de cada

sistema, sua seguranga e funcionalidades.

Para se proteger contra ataques de padrdes de acesso, varios sistemas de busca
em bases de dados utilizam a técnica ORAM ou tecnologias baseadas nessa (ver p.ex.
[Fuller et al. 2017, Secao II1.A.5]). Eles provém seguranca adicional, porém com a con-
trapartida de o sistema prover menos funcionalidades e/ou ter maior custo computacional.
Em particular, o sistema Oblix [Mishra et al. 2018], que implementa buscas indexadas,
utiliza ORAM de maneira a ndo somente esconder padrdes de acesso do cliente acessando
o servidor, como também deste quando acessando sua propria memoria interna. No ar-
tigo, ele € aplicado para sistemas de busca em dados cifrados, porém também pode ser
combinado com sistemas de bases de dados com pesquisas indexadas, pois o sistema de
indices € dinamico, ou seja, € passivel de inser¢des e delecdes de registros. As buscas em
dados cifrados realizadas no Oblix retornam uma quantidade fixa de resultados, mesmo
que existam mais ou menos resultados que satisfagcam o critério de busca. A escolha dos
resultados retornados € feita através de uma métrica que quantifica o quao préximo o re-



sultado estd da busca (o que € comum em aplicagdes de busca de palavras-chaves). Isso
esconde do atacante o tamanho do conjunto de dados retornados, o que € algo atrativo no
quesito seguranca. Por outro lado, dependendo da aplicacdo em mente, o fato de existir
um limite na quantidade de registros retornados em pesquisas pode ser uma limitagao.

5. Ataques

Uma série de ataques praticos contra sistemas que implementam busca em bases de dados
pode ter sucesso em recuperar informacdes em claro sobre os dados armazenados. Os
objetivos sdo, em geral, a recuperacdo dos proprios dados cifrados e/ou do tipo de busca
que estd sendo realizada. Os ataques exploram informacdes de frequéncia, metadados
armazenados no servidor, informagdes parcialmente conhecidas, padrdes de acesso, entre
outros. Em [Fuller et al. 2017, Tabela III], pode ser encontrado um suméario com tipos
de ataque, seus objetivos, tempos de execucdo e condicdes necessdrias para implemen-
tacdo. Vale ressaltar que os sistemas apresentados na secdo anterior focam em resolver
o problema de confidencialidade e podem nao implementar integridade, como € o caso
da CryptDB. Além da integridade ser uma propriedade essencial para quem utiliza os
dados, sua auséncia pode ser explorada por atacantes, como nos ataques realizados por
administradores maliciosos de bases de dados [Akin and Sunar 2014].

Os ataques de inferéncia objetivam recuperar dados cifrados por meio do vaza-
mento de informacgdo inerente ao sistema de cifracdo utilizado e pelo uso adicional de
informacodes publicas. Estes dados publicos sdo, em geral, provenientes de censo ou de
redes sociais, que estejam correlacionados de alguma forma com a informacdo visada.
Para avaliar a seguranca de um sistema vulnerdvel a ataques de inferéncia, € necessario
avaliar o impacto da utilizacdo de informacdes publicas correlacionadas com os dados
protegidos. Isso deve ser feito até mesmo em cendrios em que o atacante obtém acesso
ndo autorizado a bases de dados de outras instituicdes que estejam correlacionados de
alguma forma com os dados que se pretende obter.

Em [Naveed et al. 2015] ataques reais contra sistemas de cifracdo que utilizam
PPEs sdo discutidos e aplicados. Dois ataques s@o explorados: um baseado em infor-
macdes de frequéncia das observacdes e outro na sua distribuicdo. Ataques de infe-
réncia sdo propostos de forma geral, ainda assim foram aplicados ao sistema CryptDB
[Popa et al. 2011] para demonstrar sua praticidade. O ataque implementado foca em re-
cuperar informagdes confidenciais em bases de dados contendo informagdes hospitalares
e obteve sucesso significativo quando o atributo em questdo possuia um nimero mode-
rado de valores possiveis (p. ex. risco de mortalidade). Portanto, deve-se ter cuidado em
se proteger bases de dados utilizando PPEs sem que se avalie os riscos associados. Além
dos vazamentos inerentes em sistemas que utilizam PPEs, hd também que se precaver de
ataques que focam nos padrdes de acesso existentes nas comunicagdes entre os clientes
e o servidor que armazena a base de dados (ver Sec@o 3.5). Informacdes contidas em
logs de transa¢do quando o Arx € utilizado em conjunto com gerenciadores de bases de
dados na pratica podem quebrar a seguranga semantica dos dados [Grubbs et al. 2017], o
que exige que a gravacao de logs de transacao ou de outros metadados sejam desativados
[Poddar et al. 2019]. Um resultado mais geral € que informacdes sobre padrdes de acesso,
quando unidas com o conhecimento da distribuicdo dos dados contidos na base ou com o
vazamento de alguns registros, podem permitir ao atacante reconstruir boas aproximacoes
da base de dados original [Grubbs et al. 2019].



6. Discussao

Uma das grandes dificuldades na questdo da prote¢do de base de dados € que existem
diversos tipos diferentes de sistemas. Cada um desses sistemas demanda tipos diferentes
de protecdo, nao havendo, portanto, solucio tinica para todos os casos. Primeiro, é neces-
sario entender o contexto, verificar quais informagdes devem ser protegidas e qual o custo
computacional aceitdvel. Mesmo assim, podem existir casos em que ndo tenhamos uma
resposta satisfatoria. De fato, as técnicas apresentadas neste trabalho nem sequer podem
ser consideradas concorrentes, pois servem a propoésitos distintos e, muitas vezes, podem
ser utilizadas de forma complementar. De maneira geral, podemos identificar 4 tipos de
usos diferentes:

e Uso 1: Situagdes em que se deseja proteger a privacidade ou anonimato dos
usudrios quando a base de dados for utilizada em anélises por estatisticos ou outros
profissionais.

e Uso 2: Situagdes em que se deseja proteger a base de dados armazenada em um
servidor considerado inseguro, mas mantendo a possibilidade de a empresa (ou
instituicao) realizar buscas e/ou manipular dados.

e Uso 3: Protecdo contra ataques baseados em padrdes de acesso em bases de dados
mantidas em um servidor inseguro e manipuladas por uma empresa (ou institui-
cdo).

e Uso4: Protecdo criptografica de base de dados cujas informagdes de cada usudrio
sdo cifradas com chaves que estdo em sua posse, protegendo a privacidade do
usudrio contra a propria empresa (ou institui¢do) que armazena ou processa seus
dados. Neste contexto, cada usudrio sé terd acesso e podera manipular os dados
que detém.

Apesar das técnicas FHE e ORAM serem mais seguras, em alguns casos, a baixa
performance acaba sendo uma caracteristica impeditiva do seu uso na pratica. Alterna-
tivas, como PPE, apresentam vulnerabilidade que as deixam sujeitas a certos tipos de
ataques, porém t€ém potencial de aumentar a seguranca de bases de dados existentes.

Conclui-se que, devido ao compromisso inerente entre seguranca e funcionali-
dade, a escolha e o uso de tais ferramentas devem ser feitos com cautela e com o devido
entendimento das limitagcdes das ferramentas atuais. De forma geral, a utilizacdo de tais
esquemas deve sempre levar em consideracdo o vazamento de informacgdo que eles pos-
suem, avaliando quais riscos ainda serdo ameacas para a institui¢ao.

Em um cendrio como esse, muitos podem ter a tentagdo de ndo utilizar nenhum
tipo de defesa, porém essa ndo € a melhor estratégia. Em face da LGPD, empresas e
orgaos que negligenciarem a protecao dos dados pessoais podem ser responsabilizados.
Lembramos que seguranca ¢ um processo composto por diversos elementos que se so-
mam, € ndo uma solu¢do magica. Assim, recomendamos o uso das técnicas de FHE e
ORAM em situagdes nas quais seja possivel aceitar o custo computacional associado. J&
nos casos em que a performance € importante, recomendamos o uso de técnicas como PD
ou PPEs. Em particular, como vimos na Secdo 4, existem algumas ferramentas disponi-
veis utilizando PPEs. Apesar da potencial existéncia de ataques, a seguranca agregada
ainda ¢ significativa, o que dificulta a recuperacdo de informacgdes, bloqueando a maior
parte dos adversarios e contribuindo na busca da manutenc¢do da privacidade e do cumpri-
mento da lei.



Técnica Anonimizagdo | PD FHE | PPE | ORAM
Desempenho Alto Alto | Baixo | Alto | Baixo
Seguranca Baixa Média | Alta | Média | Alta
Usos 1 1 2.4 2 3

Tabela 1. Comparacao entre as técnicas apresentadas neste trabalho. Deve-se
destacar que as caracteristicas definidas para cada técnica nao refletem todos os
casos. Portanto, podem existir excegcoes a depender da situagcao e do uso. Adi-
cionalmente, algumas dessas técnicas podem ser utilizadas em conjunto para
prover solugées mais robustas. Em particular, ORAM é geralmente combinada
com outras técnicas quando utilizada nos protocolos de sistemas de busca em
bases de dados para esconder padrées de acesso. O item seguranca objetiva
comparar as técnicas em relacao a quantidade de informacao revelada sobre o
texto em claro através dos dados cifrados.

7. Conclusao

Neste trabalho foram apresentadas algumas técnicas e ferramentas de criptografia e ano-
nimizacao que podem ser utilizadas na protecdo de bases de dados. Pela discussdo apre-
sentada, concluimos que a escolha e implementacdo de tais técnicas ndo € uma tarefa
facil, principalmente pela inexisténcia de solu¢des padronizadas que possam ser utiliza-
das facilmente por diferentes instituicdes. Existem alternativas que possuem alto grau de
seguranca, como FHE e ORAM, porém o custo de performance a ser pago pode tornar o
sistema invidvel na prética. Outras opg¢des, como a anonimiza¢do, PD e PPEs, sdo mais
eficientes, mas acabam vazando certos tipos de informagao, o que gera vulnerabilidades
que podem ser exploradas por atacantes. Apesar das dificuldades e limitagcdes, as técnicas
de protecdo de bases de dados mencionadas neste trabalho sdo altamente recomendadas,
pois tém o potencial de aumentar significativamente a seguranga dos sistemas e auxiliar
no cumprimento da LGPD.
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Abstract. The stream cipher ChaCha has received a lot of attention and recently
is being used as a new cipher suite in TLS 1.3, as a random number genera-
tor for operating systems (Linux, FreeBSD, OpenBSD, NetBSD, and DragonFly
BSD), a proposed standardization in RFC 7634 for use IKE and IPsec, and by
the WireGuard VPN protocol. Because of that, it is very important to under-
stand and study the security of this algorithm. Previous works showed that it
is possible to break up to 7 of the 20 rounds of ChaCha. In this paper, we
show that a simple modification in the algorithm, namely changing the rotation
distances in the Quarter Round Function, makes ChaCha more secure against
all the most effective known attacks without any loss in performance. In fact,
we show that with these changes, it is only possible to break up to 6 rounds of
ChaCha. Therefore, it would be no longer possible to break 7 rounds of ChaCha
with the best-known attacks.

1. Introduction

In 2008, Bernstein proposed the stream cipher Salsa20 [Bernstein 2008b] as a contender
to the eStream competition. Later, Bernstein proposed some modifications to Salsa20 to
improve diffusion and security, creating a new stream cipher, which he called ChaCha20
[Bernstein 2008a]. Although Salsa20 was one of the winners of the eStream competition,
ChaCha20 has received much more attention through the years. Nowadays, we see the
usage of this cipher in several projects and applications.

ChaCha, along Poly1305 [Bernstein 2005], is in one of the cipher suits of the new
TLS 1.3 [Langley et al. 2016], which is actually used by Google on both Chrome and
Android. ChaCha is used not only in TLS but in many other protocols such as SSH,
Noise, and S/MIME 4.0. In addition, the RFC 7634 proposes the use of ChaCha in IKE
and IPsec. ChaCha is used not only for encryption but also as a random number generator,
for example, in any operating system running Linux kernel 4.8 or newer [Torvalds 2016].
Additionally, ChaCha is used in several applications, for example, WireGuard (VPN),
Keepass (password manager), and Veracrypt (disk encryption). See [IANIX 2020] for a
huge list of applications, protocols, and libraries using ChaCha20.



Since ChaCha is so heavily used, it is very important to fully un-
derstand its security. Indeed, the cryptanalysis of ChaCha is well un-
derstood and several authors studied its security [Aumasson et al. 2008,
Hernandez-Castro et al. 2008, Crowley 2006, Fischer et al. 2006, Ishiguro et al. 2011,
Maitra 2016, Maitra et al. 2015, Mouha and Preneel 2013, Choudhuri and Maitra 2016,
Shi et al. 2012, Tsunoo et al. 2007, Dey and Sarkar 2017, Dey et al. 2019, Ding 2019,
Coutinho and Neto 2020].

In this work, we study the most important attacks against ChaCha and show that
it is possible to improve its security by changing the rotation distances in the Quarter
Round Function (QRF). In fact, to this day, the best attack against ChaCha works on only
7 rounds of the 20 provided by the algorithm. However, using the proposed modification,
we show that the security is enhanced, limiting the best attack to succeed on only 6 rounds.

This work is organized as follows: in Section 2, we define the notation used in the
paper and define the ChaCha algorithm. In Section 3, we review the best attacks available
against ChaCha. In Section 4, we provide an intensive analysis of the security of the
algorithm for all combinations of rotation distances showing that it is possible to improve
the security of ChaCha. In Section 5, we provide a security comparison of the original
ChaCha, and its new proposed version. Finally, in Section 6, we present the conclusions.

2. Specifications and Preliminaries

In this section, we define the notation that we will use throughout the paper in Table 1.
Afterwards, we define the algorithm ChaCha.

Bernstein proposed the stream cipher Salsa [Bernstein 2008b] to the eStream com-
petition and later Bernstein proposed ChaCha [Bernstein 2008a] as an improvement of
Salsa. ChaCha consists of a series of ARX (addition, rotation, and XOR) operations
on 32-bit words, being highly efficient in software and hardware. Salsa operates on a
state of 64 bytes, organized as a 4 x 4 matrix with 32-bit integers, initialized with a
256-bit key ko, k1, ..., k7, a 64-bit nonce vy, v; and a 64-bit counter #(, ¢; (we may also
refer to the nonce and counter words as the initialization vector — IV), and 4 constants
co = 0x61707865, ¢; = 0x3320646¢, co = 0x79622d32 and c3 = 0x6b6206574. For
ChaCha, we have the following initial state matrix:

zy) @y ) ) IR

x© _— xz(LO) wé(]) xéo) xgo) _ | ko ki ky ks 1)
C(]éo) {Eéo) [L’g(())) l’(ﬁ) k4 k5 kﬁ k? .
(0) (0) (0) (0) tQ tl Vo V1

Tig Tig T4 2Tys

The state matrix is modified in each round by a Quarter Round Function (QRF),
named QR,, ,, 4., (a, b, ¢, d), which receives and updates 4 integers in the following way:

a < a+b; d + d&a; d + d<r;
c «— c+d; b «+— bdc b +— bk @)
a <+ a-+b; d +— doa; d + d<krs;
c +— c+d; b + bdc b +— by



Notation

Description

X
X (0)

5(r1€B...€me)
D

OD

a 4 x 4 state matrix of the cipher of 16 words

initial state matrix

state matrix after application of R round functions

output of an algorithm, Z = X + X #)

it" word of the state matrix X ") (words arranged in row major)

5% bit of i*" word of the state matrix X (%)
addition of = and y modulo 232
subtraction of = and y modulo 232

bitwise XOR of x and y

rotation of = by n bits to the left

rotation of = by n bits to the right

XOR difference of z and z’. Az =z & 2/
differential A™ = 27 g 2/(F)
differential AE’]? = :L‘Z(?) ® 55)

probability of occurrence of an event £
bias of an event F, thus B(E) = 2P(E) — 1
bias of event £ = {Az; @ ... ® Az, = 0}
input differential

output differential

Table 1. Notation.

One round of ChaCha is defined as 4 applications of ()R 12,87. There is a differ-
ence, however, between odd and even rounds. For odd rounds, when r € {1,3,5,7, ...},
X () is defined from X1, as

(r) .(r) (r) .(r) (r—1) ) (r=1)  (r—1)

Ty Ly 5Ty, Ty | = QRisiasr (20 gjil Ly Ty

A0 a0 ) ) Qs (a0, a0 o
o) 2 ), 20)) e QRignsr (280,20 Y 2l 2l Y
9.60,20,00) © QRiwsmer (oDl 2

and, for even rounds r € {2,4,6,8, ...}, as

vy 2l o), 2)) — QRignsr (2 Va2l Y 2l 2l Y
0,50,20,0) - QRuvsmer (0,0, 20
a0 e ) Qs (0, a0 4l
w20 20 al)) < QRigasr (o872l 2l Y

The algorithm ChaCha20/R is then defined as the sum of the initial state with the
state obtained after R rounds of operations Z = X + X ). One should note that it is
possible to parallelize each application of the QRF on each round and that each round is
reversible. Hence, we can compute X (*=1) from X ). For more information on ChaCha,
we refer to [Bernstein 2008a].



3. Cryptanalysis of ChaCha

Several authors studied the security and diffusion of both Salsa and
ChaCha [Aumasson et al. 2008, Hernandez-Castro et al. 2008, Crowley 2006,
Coutinho et al. 2020, Fischer et al. 2006, Ishiguro et al. 2011, Maitra 2016,
Maitra et al. 2015, Mouha and Preneel 2013, Choudhuri and Maitra 2016,
Shi et al. 2012, Tsunoo et al. 2007, Dey and Sarkar 2017, Dey et al. 2019, Ding 2019,
Coutinho and Neto 2020] which show weaknesses in the reduced rounds of the ciphers.
The attacks in most cases, apply some input differences to the initial state to observe
output differences after certain rounds. Once one of them can proceed a few rounds
forward as above, it may be possible to invert a few rounds from a final state to obtain
further non-randomness. Crowley introduced the cryptanalysis of Salsa [Crowley 2006]
in 2006, but the most important cryptanalysis in this regard was proposed by Aumasson
et al. at FSE 2008 [Aumasson et al. 2008] with the introduction of Probabilistic Neutral
Bits (PNBs). After that, several authors proposed small enhancements on the attack
of Aumasson et al. The work by Shi et al [Shi et al. 2012] introduced the concept of
Column Chaining Distinguisher (CCD) to achieve some incremental advancements
over [Aumasson et al. 2008] for both Salsa and ChaCha. Maitra, Paul, and Meier
[Maitra et al. 2015] studied an interesting observation about round reversal of Salsa,
but no significant cryptanalytic improvement could be obtained using this method.
Maitra [Maitra 2016] used a technique of Chosen IVs to obtain certain improvements
over existing results. Dey and Sarkar [Dey and Sarkar 2017] showed how to choose
values for the PNB to improve the attack. The best improvement for the technique
was given by Choudhuri and Maitra [Choudhuri and Maitra 2016] using the technique
of differential-linear cryptanalysis and exploring the mathematical structure of both
Salsa and ChaCha to find differential characteristics with much higher biases. Later
Coutinho and Neto improved Choudhuri and Maitra’s attack by showing better linear
approximations [Coutinho and Neto 2020].

Here, we analyze and improve the security of ChaCha by first replicating and
checking the results of the attack of Aumasson [Aumasson et al. 2008], Choudhuri and
Maitra [Choudhuri and Maitra 2016], and Coutinho and Neto [Coutinho and Neto 2020]
and then applying the technique against different rotation combinations for the QRF. We
chose these attacks since they are the most important works on the cryptanalysis of Salsa
and ChaCha to this day.

3.1. Probabilistic Neutral Bits

This section reviews the attack of Aumasson [Aumasson et al. 2008]. The attack first
identifies good choices of truncated differentials, then it uses probabilistic backwards
computation with the notion of Probabilistic Neutral Bits (PNB), and, finally, it estimates
the complexity of the attack.

Let AF be the differential for the i,, word of state matrix X ), thus A? = 2% @
/7 and let A%, be the differential for the jy, bit of the iy, word, thus A, =z, @ 2 fj.
In [Aumasson et al. 2008] the input differential ZD is defined for a single-bit difference
Ag,j = 1 and consider a single-bit output difference OD after r rounds A7 , such dif-
ferential is denoted (A;’qm?’j). For a fixed key, the bias ¢4 of the OD is defined by

Py (A7 = 1|AY;) = 3(1 + £4), where the probability holds over all nonces v and coun-



ters ¢t. Furthermore, considering the key as a random variable, we denote the median value
of €4 by €. Hence, for half of the keys, this differential have a bias of at least ;.

Now, assume that the differential (A7 |A?;) of bias &4 is fixed, and we observe
outputs Z and Z’ of R = [ 4+ r rounds for nonce v, counter ¢t and unknown key k. If we
guess the key & we can invert [ rounds of the algorithm to get X" and X'(") and compute
A7 . let f be the function which executes this procedure. Hence f(k,v,t, 7, Z') = A7 |

p,q°
and we expect that

B(f(h0,t,2,2) = 1) = { 20 +ea), iTh=k
0.5, ifh £k

thus, if we have several pairs of Z and 7/, it is possible to test our guesses for k.

Thus, we can search only over a subkey of m = 256 — n bits, provided we can
find a function ¢ that approximates f but only uses m key bits as input. Then, let k
correspond to the subkey of m bits of key &k and let f to be correlated to g with bias ¢,
e, P(f(k,v,t,Z,2") = g(k,v,t,2,Z")) = (1 + &,).

If we denote the bias of g by ¢, i.e. P(g(k,v,t,Z,2') = 1) = 1(1+¢), and e* the
median bias of g over all keys, we can approximate ¢ by €4¢,. The problem that remains
is how to efficiently find such a function g. In [Aumasson et al. 2008], this is done by first
identifying key bits that have little influence on the result of f(k,v,t, Z, Z'), these are
called probabilistic neutral bits (PNBs). This is done by defining the neutrality measure
7i; of akey bit k; ;.

After computing ; ; (see [Aumasson et al. 2008] for a method of estimation), for
alli = (0,1,...,7) and j = (0,1, ...,31), we can define the set of significant key bits as
U = {(4,7) : 7:; < v} where ~ is a threshold value, and then define our approximation
gas glky,v,t, 2, 2" = f(k*,v,t,Z, Z") where ky is defined as the subkey with key bits
in the set ¥ and £* is computed from kg by setting k; ; = 0 for all (i, j) ¢ V. Thus, the
attack can be evaluated with the following steps:

1. Compute a good differential for r rounds (A7 |A? ) by estimating the bias &4 for
all single-bit Z D with several random combinations of keys, nonces, and counters.

2. Empirically estimate the neutrality measure -, ; for each key bit &, ;.

3. Construct the function g by setting all key bit such that v, ; > v to zero and esti-
mate the median bias €* by empirically measuring bias of g using many randomly
chosen keys, nonces, and counters.

4. Estimate the data and time complexity of the attack.

We refer to [Aumasson et al. 2008] for further information about the estimation
of the data and time complexity of the attack and for further details on the described
technique.

3.2. Multi-bit Differentials

This section reviews the attack of Choudhuri and Maitra [Choudhuri and Maitra 2016]
and later improved by Coutinho and Neto [Coutinho and Neto 2020]. The attack first
identifies linear relationships between the bits of two successive rounds of ChaCha. From
these relationships, it is possible to compute single bit differentials for » rounds, obtaining



a distinguisher for 7 + 1 rounds, which reduces the complexities of the attacks described
in Section 3.1. The first step is to write ChaCha’s QRF (Eq. (2)) only using XOR bit by
bit operations.

Then, is possible to compute x(m Y m,(ﬁ_l), 27;—1)

x&’ﬁ),xérf),xi’?),xdl ,CL C% O3, and C}, we get:

(m)

, and x, in terms of

E:z_l) - l'g::) S ‘/L‘l()tz)rm D xéT?J)rTQer ® gn;)rm © xd i @ 04 ® 03 S Cl
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where C}, C?, C?, and C} denote the i-th carry bit of the first, second, third, and fourth
additions contained in the QRF, respectively. Since we have that C} = C3 = C3 = Cf =

0 by definition, the following lemma has been proved in [Choudhuri and Maitra 2016]:
Lemma 1. Let

(m)

AA(m) — Al’ao @A$ﬁ7 @Aﬂjﬂr2+r4@Awﬁ/T‘2@Aﬂj
AB™ = Axﬁ,rﬁm D A o) SZ Axw“z & A 60

ACM)  — A%(Q @ Ax @ Az{" @ Azl

AD(m) = AI’(;TlJrT S5 A arl N> A$a0 D A$ @ A‘Tﬁ T4

After m rounds of ChaCha, the following holds:

|€(A(m))‘ = ’8955;'6_1) ’ |€(B(M))‘ = ‘696;3%_1) ,
lecomny| = Exmn | |epmn| = Eam |

The tuples («, 3,7, 0) vary depending on whether m is odd or even

1. mis odd: (o, 8,7,0) € {(0,4,8,12), (1,5,9,13), (2,6, 10, 14), (3,7, 11, 15)}
2. miseven: (o, 3,7,0) € {(0,5,10,15),(1,6,11,12),(2,7,8,13),(3,4,9,14)}

Using Lemma 1, it is possible to find differentials for m — 1 rounds and then
use the bias to make a distinguisher for a linear combination in m rounds, improv-
ing the attack. It is possible to go one round further by using linear equations that
hold with high probability. The following lemma defines useful linear relationships, see
[Choudhuri and Maitra 2016] for a proof of this lemma.

Lemma 2. For ChaCha, each of the following holds with probability (1 + 3):
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Latter ~ Coutinho and Neto  showed the following Lemmas
[Coutinho and Neto 2020], which they used to significantly improve the attacks
against ChaCha
Lemma 3. Let

AEM™ = Axg%) ® Axgtﬁl @ Ax%)

After m rounds of ChaCha, the following holds:

leqwom | = ‘5@;%—”@95%—”)

The tuples («, 3,) vary depending on whether m is odd or even.

e Casel modd: (o, B,7) € {(0,4,8),(1,5,9),(2,6,10),(3,7,11)}
e Case IT. m even: (a,,7) € {(0,5,10), (1,6,11), (2,7.8), (3,4,9))

Lemma 4. When m is odd, the following holds with probability %(1 + %)
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4. Improving ChaCha

In [Bernstein 2008a], Bernstein justify the choice of the rotation distances 16, 12, 8, 7
with the argument:

“The above code also shows a much less important difference between
ChaCha and Salsa20: I changed the rotation distances 7, 9, 13, 18 to 16,
12, 8, 7. The difference in security appears to be negligible: 7, 9, 13, 18
appears marginally better in some diffusion measures, and 16, 12, 8, 7 ap-
pears marginally better in others, but the margins are tiny, far smaller than
the presumed inaccuracy of the diffusion measures as predictors of secu-
rity. The change boosts speed slightly on some platforms while making no
difference on other platforms”.

Naturally, the attacks against ChaCha were unknown by the time of its publication.
Therefore, one might expect that there could exist a distinct set of rotation distances such
that ChaCha has better security against differential and linear cryptanalysis. Thus, our
approach to improve the security of ChaCha consists in testing all combination of rotation
distances to find if there is a set that is more secure.



4.1. Testing Differential Paths

In [Aumasson et al. 2008], the authors presented attacks for 6 and 7 rounds of ChaCha,
however, both attacks use differential paths for » = 3 rounds. Leveraging this fact, our
first test consists in computing the best differential path for 3 rounds of ChaCha consider-
ing all single-bit input differentials and all output bits. In other words, we estimated the
bias ¢, for all combinations of differentials (A} q|A2 ;) for each combination of rotations
distances. Since each rotation have 32 values and since we have 128 input differentials
and 512 output bits, we conclude that we computed 128 x 512 x 32% = 236 different
biases.

More specifically, we used Algorithm 1 to compute the highest bias for all com-
binations of rotations distances. Unfortunately, since we are performing an empirical
estimation, we need to execute the same procedure several times for each input differen-
tial. To reduce the number of necessary computations we used the same key, nonce, and
counter for all output bits simultaneously. To test all combinations of rotation distances,
we must execute Algorithm 1 22° times. In addition, we defined the number of keys tested
N}, = 32 and the number of tests per key N, = 1024. Therefore, we have 2*3 computation
in total for 3 rounds of ChaCha. To achieve this amount of computation, we implemented
Algorithm 1 in CUDA and executed it on a NVIDIA Quadro 4000 GPU, which required
approximately 6 days of computation.

Algorithm 1 Differential Path Computation
1: procedure INPUT: A SET OF ROTATION DISTANCES 71, 79, '3 AND 74, THE NUMBER
OF KEYS TESTED NN, THE NUMBER OF TESTS PER KEY IV,

2 eq=20
3 for each input differential A?; do
4 S=0
5: for ¢ from 1 to N, do
6 Generate random key &
7 for b from 1 to NV, do
8 Generate random nonce v
9: Generate random counter ¢
10: Initialize X © from k, v, t
11: Compute X ) from X ©)
12: Compute X' from X© by flipping the bit xz(»g-)
13: Compute X' from X'(©)
14: W=X0gqXx®
15: Convert W into a array of bits B
16: S=S5+B
17: m = max(|2 X S/(N:Ni) — 1|)
18: if m > ¢, then
19: Eq=m
20: return ¢,

The results revealed that the bias of the differential path varies significantly for
each combination of rotation distances. For example, if we set ; = 0 and r, = 0 (in
other words, remove these rotations), we get the biases presented in Figure 1, which are



all equal, or very close to one. In comparison, if we set r; = 16 and 4, = 7, we get much
better results (see Figure 2) although there are still some very high biases for certain
values of r, and r3. Notice in Figure 2 that the maximum bias found for ChaCha with
the original rotation distances 16,12, 8,7 is not the best choice, since there are several
combinations with smaller biases.
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Figure 1. The biases were obtained for 3 rounds of ChaCha using rotations r; =
r4 = 0 and varying all values for r, and r;. The color of the figure indicates the
maximum absolute bias obtained for each combination of rotations. These are
very poor results since that all biases are close to 1.

4.2. Finding Probabilistic Neutral Bits

From the results described in the previous section, we reduced the number of rotation dis-
tances under analysis by selecting the minimum bias available in the data and all the re-
maining biases that were statistically close to this minimum value. In total, remained 3162
combinations of rotation distances and the original set of rotation distances of ChaCha
was not among these selected values. With the reduced set, we repeated the test of dif-
ferential paths of the previous section but now with an increased value of N, = 256, to
achieve better precision.

The complexity of the attack depends not only on the bias of the differential path
but also on the number of PNB. Thus, we performed another test to gather data about the
behavior of PNB for each combination of rotation distances. It turns out that the compu-
tation necessary for this test increases significantly because we must test not only for each
pair of input-output bits but also for each key bit individually. Fortunately, we empirically
verified that, for ChaCha, the set of neutral bits are roughly the same for a particular out-
put bit for any input bit. Thus, we can drastically reduce the necessary computation by
randomly choosing the single-bit input differential. We computed the average neutrality
for each output bit by performing 2'¢ iterations for each key bit, obtaining an array of 512
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Figure 2. The biases we obtained for 3 rounds of ChaCha using rotations r; = 16
and r, = 7 and varying all values for r, and r5;. The color of the figure indicates the
maximum absolute bias obtained for each combination of rotations. The value
obtained for the original ChaCha is depicted inside a black circle.

values. Our final statistic is defined as the maximum value in this array. We performed
this test considering 7 rounds of ChaCha.

After these tests, we chose our set rotation distances as r; = 19, ro = 17, r3 = 25
and r, = 11, which are the values that minimize the product between both statistics. In
particular, for this combination of rotation distances, we obtained 0.01497 for the bias of
the differential path and 0.221 for the worst average neutrality. In the next section, we
will show that this choice does improve the security of ChaCha against known attacks.

5. Security comparison

5.1. Estimating the Complexity of the PNB Attack

In [Aumasson et al. 2008], the authors reported an attack on 256-bit ChaCha20/6 and
ChaCha20/7. For ChaCha20/6, they used the differential (A?, ;|Af; ;3) with || = 0.026.
The OD is observed after working 3 rounds backward from a 6-round keystream block.
For the threshold v = 0.6 they found a set of 147 non-significant key bits, with || =
0.00048. This results in an attack in time 2'3° and data 23°. For ChaCha20/7, they used
the same differential. The OD is observed after working 4 rounds backward from a 7-
round keystream block. For the threshold v = 0.5, they found a set of 35 non-significant
key bits with |¢| = 0.00059. This results an attack in time 2*%® and data 2°7.

We ran the attacks for ChaCha again, obtaining very similar complexity re-
sults. Using the same program, we ran the attack for ChaCha with rotation distances
19,17,25, 11, showing that we get a stronger cipher. In fact, for 7 rounds, we did not find
any attack with time < 22°%, see Table 2 for the results.



Algorithm D | OD €y vl on €* Data | Time
ChaCha20/6 | AW, | AS) | -0.1973 | 0.6 | 134 | -0.0039 | 2239 | 21459
ChaCha20/7 | A\, | AY) [-0.1977 | 0.4 | 20 | -0.0097 | 217 | 2%
*ChaCha20/6 | A | A¥) 1 -0.0059 | 0.8 | 111 | -0.0019 | 2256 | 21706
*ChaCha20/7 | - - - S - - — | -

Table 2. Best attacks obtained for ChaCha and for its modified version with ro-
tation distances 19,17,25,11, denoted here by *ChaCha. We could not find any
attacks for the modified version of ChaCha with 7 rounds.

5.2. Multi-bit differential

In [Choudhuri and Maitra 2016], the authors provides several different attacks for
ChaCha20/4, ChaCha20/5, ChaCha20/6, and ChaCha20/7. For ChaCha20/4, Lemma 1
is used. Considering the first row of Table 3, we note a bias ¢4 = 0.1984 and thus
ﬁ < 51. That is, with 2° samples it is enough to distinguish 4-round ChaCha from a
ucﬁiform random source. However, when changing the rotation distances, the best bias we
getis g = —0.009179 and thus ETl/Q < 23738. That is, with 2'5 samples it is enough to
distinguish 4-round ChaCha with rotation distances 19,17,25,11 from a uniform random

source.

For ChaCha20/5, if we define ZD at Az{;,3 and OD at Az}, ,, we obtain
eq = —0.0272. By Lemma 1, we can extend this bias to 4 rounds, and by Lemma 2,
we can further extend this bias to 5 rounds with probability 3/4, or £, = 1/2. This gives
a total differential-linear 5-th round bias of ¢ = 462 = —0.0068 thus ﬁ < 43253.
That is, with 2! samples it is enough to distinguish 5-round ChaCha from a uniform
random source. However, changing the rotation distances and if we define ZD at A‘f4712
and OD at Ag,o, we obtain ¢4 = —0.000915, and from Lemmas 1 and 2, we get a total
differential-linear 5-th round bias of ¢ = 4¢3 = —0.00022875 thus # < 38221506.
That is, with 225 samples it is enough to distinguish 5-round ChaCha with rotation dis-
tances 19, 17,25, 11 from a uniform random source.

Algorithm | ZD OD Bias
ChaCha | Az, | Azl @ Al @ Axlly @ Az, @ Axlg Y 0.1984
ChaCha Amﬁ)go AT & Amw oA @ Axg‘éflg o Az 15 o | 0.1979
ChaCha A$15 2 A:EYL()) @ Ax647 o Amé‘*{g o A:vﬁ)m @ A$12 B 0.1973
ChaCha | Aalyy, | Azl @ Azl @ Aaf 9 & Az 2 & Azl 140 0.1972
*ChaCha | Az}, Ax;g D Aaz5 b o A:c5 2 o A:cm @ Az | —0.009179
*ChaCha | Az, | Az & Ax! 511 & Az 528 o Az 10 @AY | —0.009133
*ChaCha | Az\Y, | Azl @ Aazﬁ I o Ax6 = o Axu i o A:E14 —0.009122
*ChaCha | Azl) ¢ | Azl @ Aall, @ Azl @ Al @ Azl | —0.009099

Table 3. The best multi-bit differentials for ChaCha and for its modified version
with rotation distances 19, 17,25, 11, denoted here by *ChaCha. Notice that we can
reduce the bias significantly.

Extending the linear approximation for 3 rounds comes at a cost. As discussed in




[Choudhuri and Maitra 2016], for 6 rounds, the linear bias after expanding any equation
from Lemma 2 ise;, = 1/(2-1+3-4+5-1+3-2+2-1) = 1/2%. To use this
extension, we searched for the input differential which maximizes the differential bias for
Axg’a, A:vé?& Am%{o or Axﬁ)vo, which leads to the differential pair (Awé?&Axg)’u) with
gq = 0.000792. This leads to a 6-round bias of e2¢; ~ 26% and a distinguisher with
complexity of 2!,

For a key recovery attack against 6 rounds of ChaCha, we must use PNB. The
best attack we obtained when considering the proposed rotation distances uses 5 rounds
forward and then 1 round backward. For this the ZD is Agg%lz and the OD in the third

round is Ag%{o, thus, using the third equation of Lemma 2, we can mount an attack. We
got 157 PNBs using v = 0.6 from which we estimated ¢ = —0.000024, £* = —0.000023
leading to an attack with data complexity 2%%7 and time complexity 2'3"-7. For 7 rounds of
ChaCha with the proposed rotation distances, we did not find any significant attacks. Also,
we could not use the equations from Lemma 4 since we could not find any significant bias
for a double output differential bias. Table 4 summarizes our findings.

Algorithm | Rounds | Data | Time Type Reference
4 20 2¢ | Distinguisher | [Choudhuri and Maitra 2016]
5 216 1 216 [ Distinguisher | [Choudhuri and Maitra 2016]
ChaCha 6 27 | 27 | Distinguisher | [Coutinho and Neto 2020]
6 256 | 21922 [ Key recovery | [Coutinho and Neto 2020]
7 250 | 22319 1 Key recovery | [Coutinho and Neto 2020]
4 215 | 215 | Distinguisher This work
5 225 [ 225 | Distinguisher This work
*ChaCha 6 2125 1 2125 | Distinguisher This work
6 2387 [ 21377 [ Key recovery This work
7 — _ _ _

Table 4. Attacks obtained considering the techniques presented in Section 3.2.
Notice that the complexity of the attacks for ChaCha with rotation distances
19,17,25,11, denoted here by *ChaCha, are higher, thus, the proposed modifi-
cation is more secure against these attacks.

6. Conclusion

In this work, we proposed a modification for the stream cipher ChaCha. This was done by
considering the best attacks in the literature and trying to minimize the differential biases
generated by 3 rounds of the algorithm. This analysis resulted in the optimal rotation dis-
tances for ChaCha against differential-linear cryptanalysis, which are r; = 19, ro = 17,
r3 = 25, and r4 = 11. We computed the complexity of the two most successful attacks
against ChaCha presented in the literature, showing that the proposed modification leads
to attacks with higher complexity for 4, 5, and 6 rounds (see Table 4). For 7 rounds,
ChaCha with the proposed rotation distances is no longer vulnerable to differential at-
tacks. For future work, it remains to test other types of attacks known in the literature, in
particular, related key attacks and the attack of Beierle et al. [Beierle et al. 2020], pub-
lished after the submission of this work.
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Abstract. In this paper, we present a new technique which can be used
to find better linear approximations in ARX ciphers. Using this tech-
nique, we present the first explicitly derived linear approximations for 3
and 4 rounds of ChaCha and, as a consequence, it enables us to improve
the recent attacks against ChaCha. Additionally, we present new differ-
entials for 3 and 3.5 rounds of ChaCha that, when combined with the
proposed technique, lead to further improvement in the complexity of
the Differential-Linear attacks against ChaCha.

Keywords: Differential-linear cryptanalysis + ARX-Ciphers - ChaCha

1 Introduction

Symmetric cryptographic primitives are heavily used in a variety of contexts. In
particular, ARX-based design is a major building block of modern ciphers due
to its efficiency in software. ARX stands for addition, word-wise rotation and
XOR. Indeed, ciphers following this framework are composed of those opera-
tions and avoid the computation of smaller S-boxes through look-up tables. The
ARX-based design approach is used to design stream ciphers (e.g., Salsa20 [7]
and ChaCha [6]), efficient block ciphers (e.g., Sparx [15]), cryptographic permu-
tations (e.g., Sparkle [3]) and hash functions (e.g., Blake [2]).

ARX-based designs are not only efficient but provide good security proper-
ties. The algebraic degree of ARX ciphers is usually high after only a very few
rounds as the carry bit within one modular addition already reaches almost max-
imal degree. For differential and linear attacks, ARX-based designs show weak-
nesses for a small number of rounds. However, after some rounds the differential
and linear probabilities decrease rapidly. Thus, the probabilities of differentials
and the absolute correlations of linear approximations decrease very quickly as
we increase the number of rounds. In fact, this property led to the long-trail
strategy for designing ARX-based ciphers [15].

Ciphers and primitives based on Salsa20 and ChaCha families are heavily
used in practice. In 2005, Bernstein proposed the stream cipher Salsa20 [7] as
a contender to the eSTREAM [26], the ECRYPT Stream Cipher Project. As

© International Association for Cryptologic Research 2021
A. Canteaut and F.-X. Standaert (Eds.): EUROCRYPT 2021, LNCS 12696, pp. 711-740, 2021.
https://doi.org/10.1007/978-3-030-77870-5_25
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outlined by the author, Salsa20 is an ARX type family of algorithms which can
be ran with several number of rounds, including the well known Salsa20/12 and
Salsa20/8 versions. Latter, in 2008, Bernstein proposed some modifications to
Salsa20 in order to provide better diffusion per round and higher resistance to
cryptanalysis. These changes originated a new stream cipher, a variant which he
called ChaCha [6]. Although Salsa20 was one of the winners of the eSTREAM
competition, ChaCha has received much more attention through the years.
Nowadays, we see the usage of this cipher in several projects and applications.

ChaCha, along with Poly1305 [5], is in one of the cipher suits of the new TLS
1.3 [21], which has been used by Google on both Chrome and Android. Not only
has ChaCha been used in TLS but also in many other protocols such as SSH,
Noise and S/MIME 4.0. In addition, the RFC 7634 proposes the use of ChaCha
in IKE and IPsec. ChaCha has been used not only for encryption, but also as a
pseudo-random number generator in any operating system running Linux kernel
4.8 or newer [25,28]. Additionally, ChaCha has been used in several applications
such as WireGuard (VPN) (see [18] for a huge list of applications, protocols and
libraries using ChaCha).

Related Work. Since ChaCha is so heavily used, it is very important to under-
stand its security. Indeed, the cryptanalysis of ChaCha is well understood and
several authors studied its security [1,9,11-14,16,17,19,22-24,27,29] which show
weaknesses in the reduced round versions of the cipher.

The cryptanalysis of Salsa20 was introduced by Crowley [11] in 2005. Crow-
ley developed a differential attack against Salsa20/5, namely the 5-round version
of Salsa20, and received the $1000 prize offered by Bernstein for the most inter-
esting Salsa20 cryptanalysis in that year. In 2006, Fischer et al. [16] improved
the attack against Salsa20/5 and presented their attack against Salsa20/6.

Probably the most important cryptanalysis in this regard was proposed by
Aumasson et al. at FSE 2008 [1] with the introduction of Probabilistic Neutral
Bits (PNBs), showing attacks against Salsa20/7, Salsa20/8, ChaCha20/6 and
ChaCha20/7. After that, several authors proposed small enhancements on the
attack of Aumasson et al. The work by Shi et al. [27] introduced the concept
of Column Chaining Distinguisher (CCD) to achieve some incremental advance-
ments over [1] for both Salsa and ChaCha.

Maitra, Paul and Meier [22] studied an interesting observation regarding
round reversal of Salsa, but no significant cryptanalytic improvement could be
obtained using this method. Maitra [23] used a technique of Chosen IVs to obtain
certain improvements over existing results. Dey and Sarkar [13] showed how to
choose values for the PNB to further improve the attack.

In a paper presented in FSE 2017, Choudhuri and Maitra [9] significantly
improved the attacks by considering the mathematical structure of both Salsa
and ChaCha in order to find differential characteristics with much higher cor-
relations. Recently, Coutinho and Souza [10] proposed new multi-bit differen-
tials using the mathematical framework of Choudhuri and Maitra. In Crypto
2020, Beierle et al. [4] proposed improvements to the framework of differential-
linear cryptanalysis against ARX-based designs and further improved the attacks
against ChaCha.
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Our Contribution. In this work, we provide a new framework to find lin-
ear approximations for ARX ciphers. Using this framework we provide the first
explicitly derived linear approximations for 3 and 4 rounds of ChaCha. Explor-
ing these linear approximations, we can improve the attacks for 6 and 7 rounds
of ChaCha. Additionally, we present new differentials for 3 and 3.5 rounds of
ChaCha which also improve the attacks. We summarize our findings along with
other significant attacks for comparison in Table 1. Also, we verified all theoret-
ical results with random experiments. We provide the source code to reproduce
this paper in Github https://github.com/MurCoutinho/cryptanalysisChaCha.
git, which is, for the best of our knowledge, the first implementation of crypt-
analysis against ChaCha available to the public. We should note that it is pos-
sible to find attacks with less complexity for related key attacks, but we do not

consider them in this work.

Table 1. The best attacks against ChaCha with 256-bit key.

Rounds | Time Complexity | Data Complexity | Reference
4 20 20 9]
4.5 212 212 [9]
916 916 [9]
9139 930 1]
9136 928 27]
9130 935 9]
9127.5 937.5 [9]
9116 9116 [9]
9102.2 956 [10]
9774 958 [4]
975 975 [10]
251 251 This work
- 9248 927 1]
9246.5 927 27]
9238.9 996 23]
9237.7 996 9]
9231.9 950 [10]
9230.86 948.8 [4]
2228.51 280-51 This work
2224 9224 This work
2218 2218 This work

Organization of the Paper. In Sect. 2, we provide an overview of previous
results, including a description of ChaCha, a summary of differential-linear crypt-
analysis and a review of the techniques developed by Choudhuri and Maitra in
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[9]. In Sect. 3, we present a new technique which can be used to find better linear
approximations in ARX ciphers and theoretically develop new linear relations
between bits of different rounds for ChaCha. Then, in Sect.4, we show that
these new linear approximations lead to a better distinguisher and key recov-
ery attacks of ChaCha reduced to 6 and 7 rounds. Finally, Sect.5 presents the
conclusion and future work.

2 Specifications and Preliminaries

The main notation we will use throughout the paper is defined in Table 2. Next
we define the algorithm ChaCha.

Table 2. Notation

Notation Description
X a 4 x 4 state matrix of ChaCha
X () initial state matrix of ChaCha
X (B) state matrix after application of R round functions
Z output of ChaCha, Z = X(©) 4 x(®)
2 it" word of the state matrix X (#) (words arranged in row major)

(R)

i 4t bit of it" word of the state matrix X ()

:CER) [j0, 41, ---, j¢] the sum mggg @ 1”5,12 DD azgfjt)

T +y addition of  and y modulo 232

r—y subtraction of  and y modulo 232

zBy bitwise XOR of x and y

T <Kn rotation of x by n bits to the left

T>>n rotation of & by n bits to the right
Az XOR difference of z and z’. Ax = x ® 2’

AX () XOR difference of X () and X'(f). AX(F) = X (B) g Xx/(R)

Aang) differential AxER) = wER) ® x’ER)

Awg? differential Angj.) = 371(',1;) fast m’gf?

Pr(E) probability of occurrence of an event E
D input difference
OD output difference

2.1 ChaCha

The stream cipher Salsa20 was proposed by Bernstein [7] to the eSTREAM
competition and later Bernstein proposed ChaCha [6] as an improvement of
Salsa20. ChaCha consists of a series of ARX (addition, rotation, and XOR)
operations on 32-bit words, being highly efficient in software and hardware.



Improved Linear Approximations to ARX Ciphers and Attacks 715

Each round of ChaCha has a total of 16 bitwise XOR, 16 addition modulo 232
and 16 constant-distance rotations.

ChaCha operates on a state of 64 bytes, organized as a 4 x 4 matrix with
32-bit integers, initialized with a 256-bit key ko, k1, ..., k7, a 64-bit nonce vg, vy
and a 64-bit counter ty,?; (we may also refer to the nonce and counter words as
IV words), and 4 constants ¢y = 0x61707865, ¢; = 0x3320646¢, co = 0x79622d32
and c3 = 0x6b206574. For ChaCha, we have the following initial state matrix:

(0) (0) _(0) _(0)

" oy o

X = I?O) xf’ 0) m?O) o | = Zo ];zl Zz 23 : (1)
oy x%&) bt o o
Tio2 T13 Li4 L5

The state matrix is modified in each round by a Quarter Round Func-
tion (QRF), denoted by QR (x(r b ér_l),xgr_l),xg_l)>, which receives and
updates 4 integers in the following way:

x((;;—l) :xgr—l)_'_ (r—1), (7" 1) (r 1)) <« 16,

= (x4
ajgﬂ—l) _ l’g )+x(r 1), 7‘ 1) (CU(T 1) EBCU(T 1)) <« 12’
2 = 4 33(7 b, = (x, (T Ve ﬂc(r)) XK §;
x((f) (r—1) (7“) I()?“) (xl(; 1) @azm) & T
One round of ChaCha is defined as 4 applications of the QRF. There is,

=Xy + x4
however, a difference between odd and even rounds. For odd rounds, i.e. r €
{1,3,5,7,...}, X is obtained from X~ by applying

(r—1)

(2)

0400 2) = QR (s o et
I ) e T e I S
O B O O S
000, 2) = QR (s 2 i ot

On the other hand, for even rounds, i.e. r € {2,4,6,8,,...}, X () is calculated
from X ("= by applying

T T T T r—1 r—1 r—1

D 2,2 20) = QR (s e a4l

r T r T r—1 r—1 r—1
acg),xé),xgl),a:gz) = QR x& )7 é‘ )xgl )xgz :

o0, 0, 27) = QR (a2, 2D, oy

007,087, 047) = QR (i, 2

The output of ChaCha20/R is then defined as the sum of the initial state
with the state after R rounds Z = X + X)) One should note that it is
possible to parallelize each application of the QRF on each round and also that
each round is reversible. Hence, we can compute X~ from X (). For more
information on ChaCha, we refer to [6].
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2.2 Differential-Linear Cryptanalysis

In this section, we describe the technique of Differential-Linear cryptanalysis as
used to attack ChaCha. Let E be a cipher and suppose we can write £ = Ey0Fq,
where Fy and FEs are sub ciphers, covering m and [ rounds of the main cipher,
respectively. We can apply an input difference ZD AX(©) in the sub cipher
F obtaining an output difference OD AX (™ (see the left side of Fig.1). The
next step is to apply Linear Cryptanalysis to the second sub cipher F5. Using
masks I}, and [+, we attempt to find good linear approximations covering the
remaining [ rounds of the cipher E. Applying this technique we can construct a
differential-linear distinguisher covering all m + [ rounds of the cipher E. This
is the main idea in Langford and Hellman’s classical approach [20].

Sometimes, however, it can be useful to divide the cipher F into three other
ciphers, i.e. E = FE3 o0 FEy o FEq. In this scenario, we can explore properties of
the cipher in the first part F, and then apply a differential linear attack where
we divide the differential part of the attack in two (see the right side of Fig. 1).
Here, the OD from the sub cipher E; after r rounds, namely AX (") is the ZD
for the sub cipher E, which produces an output difference AX (™). For more
information in this regard, see [4].

It is important to understand how to compute the complexity of a differential-
linear attack. We denote the differential of the state matrix as AX () = X(") &
X'(") and the differential of individual words as Aa:gr) = :U,ET) S a:;(r). Let xl(rj)
denote the j-th bit of the i-th word of the state matrix after r rounds and let T
be a set of bits. Also, let o and ¢’ be linear combinations of bits in the set J

(@) o=@

(i,)eT (i,j)eT
Then
Ao = @ Amgj;)
(i,5)eT

is the linear combination of the differentials. We can write
1
Pr {Ao - 0|AX<°>] = S(1+<a), (3)

where g4 is the differential correlation.

Using linear cryptanalysis, it is possible to go further and find new relations
between the initial state matrix and the state matrix after R > r rounds. To do
so, let £ denote another set of bits and define

@) | @

(i,4)EL (i,J)€L
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Then, as before,

R
Ap=| P Azl
(i,7)€L
We can define Pr[o = p] = 1(1 + 1), where £, is the linear correlation. We
want to find v such that Pr [Ap = 0]AX D] = 1(1 + ).
To compute ~y, we write (to simplify the notation we make the conditional to
AX ) implicit):

Pr[Ac = Ap| =Prloc = p| - Pro’ = p'] + Prjo = p] - Pr [0’ = /']
1

= 5 (1 + 6%) .

Then,

Pr[Ap = 0] = Pr[Ac = 0] - Pr[Ac = Ap] + Pr[Ac = 1] - Pr[Ac = Ap]
1

=5 (Ltea-er).

Therefore, the differential-linear correlation is given by v = £4-¢2 , which defines a
1
distinguisher with complexity O <ﬂ) . For further information on differential-
€

d¢L
linear cryptanalysis we refer to [8].

AX©
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, n
E1 El
P \
Fq Fq AX™)
(m) '
m p
........... AX Eo 2 F>
v Fm Fm v \
AX(T(L)
E2 q q E2 v Fm Fm
l Fout Fout l B ! I b
l Fout Faut l

Fig. 1. A classical differential-linear distinguisher (on the left) and a differential-linear
distinguisher with experimental evaluation of the correlation p2 (on the right).

2.3 Multi-bit Differential for Reduced Round ChaCha

In this section, we review the work presented in [9] and in [10]. In these works,
the authors developed the theory for selecting specific combination of bits to give
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high correlations for Chacha. To do that, in both papers the authors analyzed
the QRF directly, representing each equation in its bit level. In the following, we
change the original notation of the referred papers in order to create a notation
that will be better for the purposes of this work.

Thus, let O(z,y) = x &y & (x + y) be the carry function of the sum x + y.
Define ©;(z,y) as the i-th bit of O(x,y). By definition, we have Oy(z,y) = 0.
We can write the QRF equations of ChaCha (Eq. 2) as

;(;n—l) _ xl(:z 1) & x(;n 1) @ @i(xém—l),xl()m—l))
I(m—1 m—1 m—1
xd§i+16) = El,i : S, )
/C;;n—l) _ xg:? 1) ® /(m 1) @ @i(xﬁm—l)’xzi(m—l))
(m—1 m—1) (m— 1)
xb,i+12) = 1(9(1' ©w (
xg:rzi,) _ ZC;T 1) ® /(m 1) @ @i(xg(m—l),x;(m—l))
B, o gl
5, e ol

i =
o =
(m 1 _
g
(m—-1) _

xaz

where

L(W_L)

L =
£ =

cg?

= %,7;) b 335:2—16 ® 931(9727 ® @"ETZ)

93(7777) D xéﬂz) @ O;(x/ (M=), :L’((im))

xff;‘) &) :10,()773r7 ¥ x(m) @ @Z_(xg(m—l)’x;(m—l))
Eé"f) & 0, (z/(m=D), (m))

= LI ® 0;(z "V, 2{™) ® @;(x(m V), 2™ Y)

_ g @i@;m—w,xgm )

= £ @ 0,z 2™ e
m— m m— m—1
O,V 2"y @ Oyl ")

2 @2 @ 20 @ 2T, @ (Y

b,i+7 b,i+19 c ,i4+12
(m) (m) ( ) (m)
bz—l—IQEBxcz cz+12@x

xfﬁ) ©® x((:,i) ©® xéz,i) ©® x&,iis

(m)

(m
Lg.it24

Lemma 1. It holds that x(m D~ 51(73), forl €{a,b,c,d}.

13
14
15

(
(
(
(16

)
)
)
)

Proof. This result follows directly from Eqs. (9)—(12) by using the fact that

@0($,y) = 0.

O
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From this equations, we can derive the following lemma:
Lemma 2. (Lemma 3 of [9]) Let
AA = AzTY) @ A2 ® A§ @ Azl @ Axlly)
AB(m) = Amg @ Ax(m) @ Ag;gqg & Acl)
AC™) = Ax@g) @ Ag;(m) ® AzlY @ Ax“”)
AD™ = Az} @ A:cfx’ﬁ)G ® Ax(m) ® A:c(m) ® Az§y

After m rounds of ChaCha, the following holds:

S| = e (aen )| e (o) | = = (sgn)

a,O

oo = |2 ) |- oo | = g
The tuples (c, 8,7,0) vary depending on whether m is odd or even.
— Case I. m is odd:

(o, B,7,6) € {(0,4,8,12),(1,5,9,13),(2,6,10,14), (3,7,11,15) }.
— Case II. m is even:
(o, B,7,0) € {(0,5,10,15),(1,6,11,12),(2,7,8,13),(3,4,9,14)}.
Proof. See [9]. O

Lemma 3. (Lemma 9 of [9]) For one active input bit in round m — 1 and
multiple active output bits in round m, the following holds for i > 0.

ny =0 en, wp. 3 (1+3)
xénzl Y= CELZL) SZ xl(:;)rw D 33((:7,17;14111 D 5’35;,?)—2 D xfﬂiw w.p- % (1 + 2%)
xﬁf?_l) = E((;f?) ©® 932”:)71 @ x<(i7,27 ©® 93517,?)—1’ w.p. 5 (1+ 3)
zy V=L @2l e 2 wp. 5 (1+3)
Proof. See [9]. O

Finally, using Lemma 2 and Lemma 3, it is possible to find linear approxi-
mations for two rounds of ChaCha.

Lemma 4. (Lemma 10 of [9]) The following holds with probability 5 (1+ 1)

2Do = 25[0,8,16,24] @ ) @ ) @ =) @ 2P [14,15] @ 2 [7, 19]0

”[0,7,81 éiz@wﬁﬁo@x [o 241@x§3>0@x“’[o 8.
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Proof. See [9]. O

Recently, Coutinho and Souza [10] found linear approximations with fewer
terms using the same techniques.

Lemma 5. (Lemma 5 of [10]) When m is odd, each of the following also holds

with probability %(1 + %)

m—2 m—2 m m m m m m m
37((),0 ) D xé,o ) = xé,o) D xé,o) D 3751,7) D 3751,129 D xég%‘ D xé,l)Z D 935(9,7)@
o5y  aig) @ wis © aihy ® 2\5) & 2] & 2iph
T G i o I et
m m m m m m m
1019 D T110DT130 D Tia6DT147DTi50 D Ti53
T s A et S
m m m m m m m
Ty 7D T1119DT100DTiag DTy DTi56D Ti57
m—2 m—2 m m m m m m m
w0 @t Y = xéoi = 33%0; = xifé)@ 33(77(7) o w&,(lé o wé,z) @ xé,%ée;
Togo DT1112DTio6DTia7 D13 DTi38 D Ti5
Proof. See [10]. O

In [9], the authors showed that using as ZD a single bit at mgg)’w and OD at

xﬁ{o, it is possible to obtain £, = —0.0272 =~ —25%, experimentally. And from

Lemma 2 it is possible to extend to a 4-round differential-linear correlation with
er = 1 when the OD is x_ﬁ% @:c%{o@x%)ys@:c%{o. Further, it is possible to extend
to a 5-round differential-linear correlation using the last equation from Lemma
4 with probability % (1 + %) . This gives a total differential-linear 5*" round cor-
relation of £4- €3 ~ —0.0068 = — 7. This leads to a 5 round distinguisher with
complexity approximately 2'6.

Extending the linear approximation for 3 rounds comes at a cost. As discussed
prior to the above lemma, for ChaCha, setting + = 0 in Lemma 2 allows linear
approximation of probability 1 for LSB variables. The cost is thus determined
by the non LSB variables. A simple count of the non LSB variables in the form
(Variable Type, # non LSB occurrence) gives (x4, 3), (zp,5) , (2., 3) , and (x4, 2) .
Now, using the probabilities of Lemma 3 and Lemma 4, the linear correlation
is g, = 1/21F34+5: 1432421 — 9-26 Thig leads to a 6 round correlation of
e2gq ~ 25% The distinguisher for this correlation has a complexity of 216,

In [10], the authors used Lemma 5 to derive a distinguisher for 6 rounds.
To do that, they found a differential with correlation 4 = 0.00048 for (a,b) =
(3,4) when the input difference is given by Aazg?ﬁ =1, and 0 for all remaining
bits. Therefore, expanding for 6 rounds from Lemma 5 with weights 4, 1,2, 1 for
Tq, Ty, T and x4, respectively, they got ey = 1/21+04+3:143:243:1 — 9=13 Then
we have g4e2 ~ 273702 which leads to an attack against 6 rounds of ChaCha
with complexity 27°. This is the currently best known 6 round attack on ChaCha.
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3 Improved Linear Approximations for ARX-Based
Ciphers

The challenge of finding good linear approximations in ARX-based designs comes
from the addition operation which is responsible for the non-linearity of the
design. In 2003, Wallén [30] published a very important paper where a math-
ematical framework for finding linear approximations of addition modulo 2"
was developed. Since then, several authors used these technique to find linear
approximations in ARX-based designs [9].

Therefore, as before, let O(x,y) = =z ® y & (z + y) be the carry function
of the sum = + y. Define ©;(z,y) as the i-th bit of ©(z,y). By definition, we
have ©y(z,y) = 0. Using Theorem 3 of [30], we can generate all possible linear
approximations with a given correlation. In particular, we will use the following
linear approximations:

Pr(@l(as,y) = yi_l) = % <1 + %) ,1> 0. (17)
1 1)\ .
Pr(©;(z,y) ® O;—1(z,y) =0) = 3 (1 + 5) ;0> 0. (18)

In previous works of cryptanalysis of ARX ciphers, authors concentrated in
finding approximations for particular bits in one round and then repeating the
same equations to expand the linear approximation to further rounds (see [9] and
[10] for some examples). However, by combining Eqgs. 17 and 18 when attacking
ARX ciphers we can create a strategy to improve linear approximations when
considering more rounds. The main idea is that when using Eq. 17 in one round
we will create consecutive terms that can be expanded together using Eq. 18.

For example, consider the sum z = x + y. If we want a linear approximation
for the bit z7, we can use Eq.17 to obtain z; = 7 ® y7 ® O7(x,y) = 7 &
y7 @ yg with probability 0.75. Since the XOR operation will not change the
indexes and the rotation will probably keep ys and y; adjacent, we can use
Eq. 18 in the subsequent round to cancel out the non-linear terms rather than
expanding them, leading to a linear equation with higher correlation and fewer
terms to be expanded further. Next, we will use this technique to find new linear
approximations for ChaCha.

3.1 Linear Approximations for the Quarter Round Function

The first step is to find linear approximations for the QRF of ChaCha. Of course,
we already know some of them from previous works (Sect. 2.3). However, here we
will consider adjacent bits and several other combinations that cancel out non-
linear terms or use Eq. (18). At first glance, these results may seem innocuous,
but latter they will prove themselves useful when deriving linear approximations

for multiple rounds of ChaCha.
(m—1)

We start with a better linear approximation for x,
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Lemma 6. The following holds for ¢ > 0
xgz_l) E(m) s> 371() 1—3—6 52 azé z4)r18 = 93((;”;111 D @“fﬁ) 1 WP 35 (1 + 2%) :
Proof. From Eq. (12) we have

2m=D _ Et(:;)@@i(x;(m—l)’x;(m—l))@@i( 1(m— 1) ( ))@@( (m— 1) (m—l))_

a,l

Using Eq. (17) and the Piling-up Lemma we can write

2" =20 oY @ 0,V 2 i) @ 2T,

a,l

with probability % (1 + 2%) Using Eq. (9) we get

rgy V= L0 @y @ O™ M) @ £, @ O (@Y, 2™,

a,i

Using the approximation of Eq. (18) and the Piling-up Lemma we can write

iy V=L en e o,

CL’L

with probability 1 (1 + 55). Finally, using Eqgs. (5) and (14) we get

-1 ) ( (
9551”; ) = EELZL) b ngf?}re & f”z(:,?Hs ©® chLJ)rll ® xdr,r;)—lﬂ

which completes the proof. 0]

Lemma 7. For two active input bits in round m — 1 and multiple active output
bits in round m, the following holds for i > 0

m- m— m m 1 1
vy Vealisy) = L0 e L), w5 (1 + 20)

where (A, 0) € {(a,3),(b,1),(c,2),(d,1)}.

Proof. This proof follows directly from Eqgs. (9)—(12) using the approximation
of Eq. (18) and the Piling-up Lemma. O

Lemma 8. Suppose that (\,0) € {(i,i—2),(i—1,i—1)}, i > 1. Then for three
active input bits in round m — 1 and multiple active output bits in round m, the
following holds

m— m— m— m 1 1
331(),A 1)@$g,i 1)@:5&71._11) ['( )1®££1)®£gz)l®x((ia)7 w.p- 5(1+22)

Proof. Using Eq. (9) and Eq. (10) we get

oy Vel ea ) =0 e L7 o L), @ 036"V, e

@@Tl”lmh@@(“””@gP%@l
(m m m— I(m—
O, 1($c( ) ( ))@@Z_ (2 ( )7-7501( )).



Improved Linear Approximations to ARX Ciphers and Attacks 723

Canceling out common factors and using the approximation of Eq. (18) we can
write

xl()’?;’\_l) @ :L,(T_]-) @ x(m_l) E(m) EB £(m) EB ﬁ(m) 1 EB @U+1($/(m 1 7$Elm))

c, c,2—1

with probability % (1 + %) Using Eq. (17) we get

7 Y @ eV @M = £ @ £V @ £ | @ (Y,

c,i—1 c,i—
with probability % (1 + 2%) 0

Lemma 9. For multiple active input bits tn round m — 1 and multiple active
output bits in round m, the following linear approximations hold for ChaCha
with probability % (1 + 2%) :

VetV =Mool o, k=1,i>0 (19)
() gy £ (m)
Fas bz+6@x 21Dy,
zm P eV = L e L @ L @2 o2l k=2 (21)
(m) g (m) (m) <m>
2D g g (mD = L, ®Ly; DL, Dxy,” 1D L
Toi BT ) ") ) m) k=4,i>1 (22)

Ty ive DT, 1 DTy, 0 DTy hn

(m—1)

z Sz k=3 23
a,l (m) 69x(?’n) &z (m) ( )
eV @i = ﬁfjﬁ? & L @Eé”}ll k=2i>1 (24)

z(m=1 (m) (m) (m)
(m Z(Ll)l ! ?Bm 1) — Egm) @ )C(?ﬁs © ‘CC(’;n)GB k= 4,Z >1 (25)
Ty DT Ty o®Toi—1 DTy ir

(m—1)
L(m= il)l@ (m 1)25( )GBE( )1®£( )EBSUE“)_Q, k=3,i>1 (26)
az 1

(m—1)

L(m= ”@ (m=1)

(l’L

(m 1) (m 1) (m) (m)
bz 1 S @ _ ‘Cbz 1@'6

2D @ 2l <m n = £<m>1@£<m>

c,t )

a Y @xﬁ[’; Yo L erl oo

k=1,4i>1 (28)

ey T L, esl, 0nl, s @)
s Veem Ve L oMo o
2D 0 alr Ve = 0D, 0 L0 ol e k=3,i>2 (30)
xff,’Zill) ((JLT'Z) 2 @ fﬁfﬁie,

Proof. The proof for each equation follows the same basic steps: (1) cancel com-
mon factors; (2) cancel adjacent non-linear terms using Eq. (18), updating the
probability using the Piling-Up Lemma,; (3) substitute the remaining non-linear
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terms using Eq. (17), updating the probability using the Piling-Up Lemma. For
completeness, we list all proofs in Appendix A. O

3.2 Linear Approximations for Multiple Rounds of ChaCha

In this section, we use the proposed technique to construct several new lin-
ear approximations for the stream cipher ChaCha which will prove useful to
construct better distinguishers. We developed a program (available in https://
github.com/MurCoutinho/cryptanalysisChaCha.git) that makes the process of
finding linear approximations partly automatic. Our program is capable of
expanding the equations and, after statistically verifying the correlation, it out-
puts the resulting linear approximation in IXTEXcode.

We start using the result of Coutinho and Souza [10]. We will only consider

the equation for :c( ) 0@ x(s) of Lemma 5 but the same reasoning could be applied
to any other equatlon in that lemma. Then, we have

T30 ® Thig = @10 © T B 2y © Thy ® Ty g D Ty B T 190

5 5 5 5 5 5 5 (31)
xé (% > 5351)712 > 5552)76 S $(12)77 S 5553),0 S 5553),8 S 5555),0

with probability % (1 + %)

As presented in Sect. 2.3, to expand the equation to the 6-th round, we could
use only Lemma 3 as proposed in [9]. In this case, we have weights 4,1,2, 1 for
Ta, Ty, To and xq, respectively, and a count of (z4,0), (p,3), (x.,3) e (z4,3).
Thus, the linear correlation is e = 1/2110-4+3-143243:1 — 9=13 However, we
can do better with the new technique proposed in Sect. 3. This will lead us to
the following lemma,

Lemma 10. The following linear approximation holds with probability
F(+ )
2 28

25 @ 2y = 200, 16] ea:c 900,6,7,11,12,22,23] @ z3(0,6,7,8, 16, 18,
19 24 @ =l )[7 13,19] @ 29 [7] @ 2V[7, 13, 14, 19)®
(6)[6 7,14,15, 26] @:cg)[o 7,8,19 31]@:c§)[0 6,12, 26
2970] @:C(G)[ﬁ 7@ 290,11,12,19,20,30,31]®
2$910,14,15,24,26,27) & a:§4) 8,25, 26] @ x§65) 124).

Proof. First, from Eq. (31) we can use Lemma 1 to replace a:§5()), xéS()), xé5()), §53)70,

xg)o by £§?3, Léﬁ%, Eg(j()), £§§{0, E@O with probability 1. Next, note that, since
we are transitioning from round 5 to 6, we have

(a,b,c,d) € {(0,5,10,15), (1,6,11,12), (2,7,8,13), (3,4, 9, 14)}.

We have already considered the case (a, b, c,d) = (0,5,10,15). Then we still have
3 cases left to consider.
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— Case 1: When (a,b,¢,d) = (1,6,11,12), we have the factors 3:%‘?712, xg)ﬁ,

x§2)7 Then we can use Lemma 3 and Lemma 7 in order to get

5 6 6 6 6 1 1
P (37(11)12 N /351)12 Hl & m§2{19 D mg;,ll) T2 (1 * 2_2>

and . .
5 6
Pr (x§2)7 b x§2)6 = 552)7 b ‘C§2),6) ~ 5 (1 + 5) :
— Case 2: If (a,b,¢,d) = (2,7,8,13), we have the factors .ng5%, azﬂg, :Cé(f%, JJS{Q,

.1;553)’8 and we can use Lemma 3 and Eq. (19) of Lemma 9 to get

5 6 1 1
Pr (23 = L0 © 2% 020 ;) = & (1 " 5) ,

1 1
Pr (0 ofl) = £ 0 L 0o 0alh) = 5 (1+3).

5 5 6 6 6 6 1 1
Pr (2 © 1)y = £0 @ L8y © 2 0 28 ) = © (1 ¥ 5) .

— Case 3: When considering (a,b,c,d) = (3,4,9,14), we have :vfg(; and we

can use Lemma 3 to obtain
5 6 6 1 1
Pr (e = £k 0alae) = 3 (1+3)-

By the Piling-up Lemma, we have that all these changes result in a probability
of 3 (1+ 35 ). Expanding the linear terms using Eqgs. (13)-(16) and canceling
out common factors completes the proof. U

Computational Result 1 The linear approrimation of Lemma 10 holds com-
putationally with er, = 0.006942 ~ 277, This correlation was verified using
238 random samples.

In [9], the authors remarked that an expansion of this method to 7 rounds
would be unlikely to be useful. Indeed, if we only apply Lemma 3 (which are
the linear approximations proposed by Choudhuri and Maitra) we would have
(a,14), (xp,13), (2¢,9), (x4,15). Therefore, the aggregated correlation would
be g = 12714413 149:2+15-1 — 9-109 Thys, using this linear expansion in a
differential-linear attack would lead to a distinguisher with complexity no less
then 2%3¢. However, using our new linear approximations we can get a much
better result.
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Lemma 11. The following linear approximation holds with probability
1+ o)
255

ziy @2l = 257[0,3,4,7,8,11,12,14, 15, 18,20, 27, 28] @ 21" [0, 5,7, 8, 10,
11,14,15,16, 22, 23, 24, 25, 27, 30, 31] @x(”[e‘, 7,9,10, 16,18, 19,
25,26] & :cg” [6,7,8,24] & xff) [0,2,3,5,18,22,23,27] @ z{"[1, 2,
9,10,13,14,18,21,22,25,29,30] @ 2"[2,3,5,7, 10,11, 13, 14, 19,
22,23,27,30,31] @ 2" [1,2, 13, 25,26, 30,31] @ x{"[8, 11, 13, 20,
25,27,28,30,31] @ 23 [2,3,6,7, 14, 15,18,27] & 27 [0, 3,4, 8, 12,
13,14, 18,20, 27, 28, 30] & xﬁl) (6,14, 15,18, 19, 23, 24, 27]&
2\0[3,4,6,11,13,22, 23,24, 26,27, 30, 31] & 2\D[1,2,6,7,8, 10,
11,13, 14, 16 18,20, 22, 23,24, 25,26] & 2\7[0, 6, 13, 14, 15, 16,
23,24) @ 2\D[16,25, 26).

Proof. If we start from Lemma 10 then we want to expand the equation one more
round. To do so, first note that since we are transitioning from round 6 to 7, we
have (a,b,c,d) € {(0,4,8,12),(1,5,9,13),(2,6,10,14),(3,7,11,15)}. Therefore,
we can divide the factors of the equation in 4 distinct groups:

~ Group I - zV00,16],2\%[7,13,19),2%0,7,8,19,31], 2{9[0,11,12,19,20,
30, 31].

Group 11 - z{%[0,6,7,11,12,22, 23], 29[7], 2{”00,6,12,26], {90, 14,15,
24, 26, 27).

~ Group I1I- {90, 6,7,8, 16, 18, 19 24] 29[7,13,14,19), 29 [0], {9 [8, 25, 26].
~ Group IV - 2{9[6,7, 14, 15, 26], 2'9[6, 7], 29 [24].

The procedure to expand and compute the correlation is similar to that in the
proof of Lemma 10. To simplify the notation we will compute the probability
given by the Piling-up Lemma by summing values k where the probability of a
particular linear equation will be given by % (1 + 2%)

In Group I, the factors :c(() 8, xgs()), :L‘gg)o can be expanded using Lemma 1 with

probability 1. Next, we can combine the following factors: a:fl ;,xé(j;,xéﬁg using

Lemma 8 (k = 2); fig,xéﬂg using Eq. (19) of Lemma 9 (k = 1); 3:52)11,33@12

using Lemma 7 with (k = 1); xﬁ?lg,x@m using Lemma 7 with (kK = 1);

xgg)i,,o, scgg)m using Lemma 7 with (k = 1). Finally, it remains some single terms

to be expanded: 338626 using Lemma 6 (k = 3); xfl i3 using Lemma 3 (k = 1);

(6)

Tg 3; using Lemma 3 (k = 2). By the Piling-up Lemma, we can combine these
linear relations to obtain

2$910,16] @ 29[7,13,19] @ 2.[0,7,8, 19, 31] @ 29 [0, 11, 12, 19, 20, 30, 31] =
(7) [0,3,4,7,8,11,12, 14, 15, 18,20, 27, 28] @ 2{[0, 2, 3, 5, 18, 22, 23, 27]® (32)
)[8, 11,13,20,25,27, 28, 30,31] & ng 3,4,6,11,13,22, 23,24, 26,27, 30, 31]

with probability % (1 + 2%)
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In Group II, the factors xf{)}, a:é?()), 9:5?3)70 can be expanded using Lemma 1 with

probability 1. Next, we can combine the following factors: mg?%,xf%,xé?%,xé?%

using Eq. (29) of Lemma 9 (k = 3); :Eg?zl, :cﬂz, :cff{z using Eq. (25) of Lemma 9

(k =4); mg?%z, xg?%g, using Lemma 7 (k = 3); :13563),14, 3353115 using Lemma 7 (k = 1);

3:%?726, 9356227 using Lemma 7 (k = 1). Finally, it remains some single terms to be

expanded: xg?%G using Lemma 3 (k = 2); xﬁ%{% using Lemma 3 (k = 1). By the

Piling-up Lemma, we can combine these linear relations to obtain

2$90,6,7,11,12,22, 23] @ 207 @ 2V [0, 6, 12, 26] @ 2{9[0, 14, 15, 24, 26,
27 = 2{7[0,5,7,8,10, 11, 14, 15, 16, 22, 23, 24, 25,27, 30, 31] ® z{"[1, 2,9, 10,
13,14, 18,21,22,25,29,30] @ z{"[2,3,6,7,14, 15,18,27] @ {7 [1,2,6,7,8, 10,
11,13,14, 16, 18,20, 22, 23, 24, 25, 26]
(33)
with probability % (1 + 2%5)
In Group III, the factors xé?()) and xﬁ?,o can be expanded using Lemma 1
with probability 1. Next, we can combine the following factors: xg?%, xé‘? using

Lemma 7 (k = 3); xé?ig, xéﬁgél using Lemma 7 (k = 1); sc(li)725, xgi),% using Lemma

7T (k=1); a:gg,xg?ig,xé?ig using Eq. (26) of Lemma 9 (k = 3); xé?%,xé?;,xgi)@
using Eq. (27) of Lemma 9 (k = 2). Finally, it remains some single terms to be
expanded: :ch using Lemma 6 (k = 3); x§?§4 using Lemma 6 (k = 3). By the
Piling-up Lemma, we can combine these linear relations to obtain

2$900,6,7,8,16,18,19,24] & 20[7,13,14, 19 & 2.9 0] & 2{%[8, 25, 26] =

27[6,7,9,10,16,18,19,25,26] @ 2\"[2,3,5,7, 10,11, 13, 14, 19, 22, 23, 27, 30,
31] @ 2{7[0,3,4,8,12,13,14, 18,20, 27,28,30] & 27 [0, 6,13, 14, 15, 16, 23, 24]
(34)
with probability % (1 + 2%)
In Group IV, we can combine the following factors: xgﬁz 49 :cgji 5 using Lemma 7

(k=1); :Ugfg, a:;?%, xﬁ)ﬁ, :1:5?7 using Eq. (28) of Lemma 9 (k = 1). It remains some

single terms to be expanded: :L’gzﬁ using Lemma 3 (k = 1); x§65),24 using Lemma

3 (k = 1). By the Piling-up Lemma, we can combine these linear relations to
obtain

2\916,7,14,15,26] @ 2\9[6,7) @ (9 [24] = 2{7[6,7,8,24) @ 27 [1, 2,

() (7) (35)
13,25,26,30,31] ® 2\7[6, 14, 15, 18, 19, 23, 24, 27] & \7 [16, 25, 26]

with probability % (1 + 2%)
Finally, using the Piling-up Lemma we can combine the results from

Lemma 10 and Eqgs. (32)—(35), which leads to a correlation of ¢ =
1/28+12—|—15+16—|—4 — 2—55. 0

Computational Result 2 The linear approximation of Eq. (32) holds compu-
tationally with e, = 0.000301 ~ 270, This correlation was verified using 242
random samples.
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Computational Result 3 The linear approximation of Eq. (33) holds compu-
tationally with er, = 0.000100 ~ 271329 This correlation was verified using 242
random samples.

Computational Result 4 The linear approximation of Eq. (34) holds compu-
tationally with er, = 0.000051 ~ 271426 This correlation was verified using 242
random samples.

Computational Result 5 The linear approximation of Eq. (35) holds com-
putationally with e, = 0.0625 ~ 27%. This correlation was verified using 23°
random samples.

Next, we will only work with a linear approximation for the bit xé‘goS). As
we will see in the next session, we are able to find a differential correlation to

this bit (as introduced in [9], half a round of ChaCha consists in applying half

the operations of the QRF. Thus, from Eq. (2) we can write gV = E:; 1),

(7"_1/2) = scg;_l)). Using Eq. (5) it is easy to see that we have .CCSO5) =
xgl% @ x%)’(). Additionally, using Lemma 3 we can expand one more round and
we get

3.5 5 5 5 5 5
wéo)— ()@wé%es@ ()@ éi9@x§) @x§3)669a:g3)7@x§4)0@ 54)8’ (36)

with probability % (1 + %)
Lemma 12. The following linear approximation holds with probability % (1 + 2%)

255 = 2 (0] @ 2$[0,6,7,22,23] @ 2$7[0,6,7,8,16, 18, 19, 24]®

[
297,14, 15] @x(6)[13] @x(G)W 13,14, 19] @x(ﬁ) 6,7, 12]@
2 [0 8,19) @ 29)[0,6,26] & = [0, 30, 31]&

(910,6,7,14, 15, 18,19, 24, 26, 27] @az§5>[o 8,25, 26].

Proof. We start from Eq. (36) and we can use Lemma 1 3355()),:(:550)0,36&2)0 by

ng()), Lgo 0 5(6)0 with probability 1. Next, note that, since we are transitioning
from round 5 to 6, we have (a,b,c,d) € {(0 5,10, 15) (1,6,11,12), (2,7,8,13),

(3,4,9,14)}. Considering (a,b,c,d) = (0,5, 10, 15), we have the factor xé?gﬁ and
we can apply Lemma 3 to get

6 6 1 1
Pr (xé 26 = ['é %6 @ -T§5),25) =5 (1 + 5) :

Considering (a,b,c,d) = (2,7,8,13), we have the factors x§53)76 and scg)’7 Then
we can use Lemma 7 to get

5 5 6 6 1 1
Pr (:1753)6 fa 53)7 = £( )6 ® £§3)’7> =3 (1 + 5) .
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Considering (a,b,c,d) = (3,4,9,14) we have xésg,xéf’ig and azgi)’& and then we
can apply Lemma 3 to obtain

1 1
Pr (o) = £ @0} 02y 02%s) = 5 (1+ ).

2 22
5 6 6 6 6
Pr (aly = £ 0 0% © a0 00ihs) =3 (14 35 )
5 6 1 1
Pr(x§4)8—£() ()@ 5134):5(14—2)

By the Piling-up Lemma, we have that all these changes result in a probability
of 1 (1+ 55). Expanding the linear terms using Eqs. (13)-(16) and canceling
out common factors completes the proof. U

Computational Result 6 The linear approrimation of Lemma 12 holds com-
putationally with e1,, = 0.00867 ~ 276-85,

Lemma 13. The following linear approximation holds with probability
3 (1+77)

2 = ¥ (D10,6,7,11,12] @ 2{7[7,8,14,15,16, 18,19, 30, 31]®
)[0235681011 14,15, 16,18, 19,24, 25,27, 30, 31]®
)[6 7,9,10,18,19, 25, 26] @x(7)[1,2,7 19,26] @ 2.[0, 5,6, 7]
{71,2,9,10, 19 21,22,29, 31] @x(7)[2,3,5,10,11,13, 14,19, 22, 23,
27 30,31] @ z{"[6, 14,15, 19,26, 27] & 2{"'[8, 13, 19, 25, 30, 31]&
x%)[z 3,7,12,14,15,23,24,27) @ 2{7[0, 3,4,8, 12,13, 14, 18, 20, 27,
28, 30] @mm)[o 5, 6 11,12,19, 20] Eme[O 7,12,13,15, 16, 18,19, 22,
23,24,26,27] & 2\7[1,2,8, 10,11, 13,14, 16, 18, 19, 22, 23, 24, 25, 26,
30, 31] ea:c17>[5 6,7,8,13,14, 15, 16, 23).

Proof. If we start from Lemma 12 we want to expand the equation one more
round. To do so, first note that since we are transitioning from round 6 to 7, we
have (a,b,c,d) € {(0,4,8,12),(1,5,9,13), (2,6, 10, 14), (3,7, 11,15)}. Therefore,
we can divide the factors of the equation in 4 distinct groups:

— Group I - z{[0],29(7,14,15],2{0[6,7,12).

~ Group II - x<6>[13] 2{9[0,8,19], :ng)[O,BO,Bl].

— Group TIIT - x§>[0,6,7,22,23], 2\970,6,26], 2'900,6,7,14, 15,18,19, 24,
26, 27].

— Group IV - {70, 6,7,8,16,18, 19, 24, 2{% 7,13, 14, 19], 29 [0, 8, 25, 26].

Here, we follow the same strategy as in the proof of Lemma 11. In Group I, the

factor x((fg can be expanded using Lemma 1 with probability 1. Next, we can

combine the following factors: @(16%, acgjg, xa(f; using Lemma 8 (k = 2); xf{ 4 xfg
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using Lemma 7 with (k = 1). Finally, we expand 3:522 using Lemma 3 (k = 2).
By the Piling-up Lemma, we can combine these linear relations to obtain

0] @ 2'977,14,15] @ 2P'[6,7,12] = 2{" [0, 6, 7 11, 12)®
)

37
[1,2,7,19 26]6995(7)[6 14,15,19,26,27] & 2170, 5,6, 11, 12, 19, 20] (37)

26

Lo

27

Ty
with probability 1 (14 55).

In Group II, the factors .fCé ())75353)0 can be expanded using Lemma 1 with

probability 1. Next, we can combine 5"‘53)30733%?31 using Lemma 7 (k = 1). The

remaining terms can be expanded with Lemma 3: 9:(6) (k = 2); xéﬁ?g (k = 2);

acg?:i (k = 1). By the Piling-up Lemma, we can combine these linear relations

to obtain

2 9013) @ 20, 8 19] @ 2900,30,31] = 2(7[7,8,14, 15, 16, 18, 19, 30, 31]&
2{710,5,6,7] @ 2{"[8,13,19,25,30,31] @ 2{7[0,7,12,13, 15, 16, 18, 19, 22,
23,24, 26, 27
(38)
. o 1 1
with probability 5 (1 + 2—6)
In Group III, the factors :cé ()), xg%)o and xgi)o can be expanded using Lemma

1 with probability 1. Next, we can combine the following factors: a:é %, xéﬁg, xﬁ%)(s,

xﬁi@,xﬁi@ using Eq. (30) of Lemma 9 (k = 3); x§6§2,x§f%3 using Lemma 7

(k = 3); :Cgi)14,x§i)15 using Lemma 7 (k = 1); xgi)ls,xgi{lg using Lemma 7

(k = 1); :U§4)26,LC§3)27 using Lemma 7 (k = 1). Finally, it remains some single

terms to be expanded: xgo)’% using Lemma 3 (k = 2); 335(224 using Lemma 6

(k = 1). By the Piling-up Lemma, we can combine these linear relations to
obtain

290,6,7,22,23], 2900, 6,26], {9 [0, 6,7, 14, 15,18, 19, 24, 26, 27] =
2{"[0,2,3,5,6,8,10,11, 14, 15, 16, 18, 19, 24, 25, 27, 30, 31]& 20
2{7[1,2,9,10,19,21,22,29,31) @ 2\70[2, 3,7, 12, 14, 15, 23, 24, 27 (39)
2\"[1,2,8,10,11,13,14, 16, 18, 19, 22, 23, 24, 25, 26, 30, 31]

with probability 1 (1 + 513).

In Group IV, the factors x( )

and xg65)’0 can be expanded using Lemma 1 with

probability 1. Then we can combme the following factors: :1:%623, x:(f;, 33(76% using Eq.

(26) of Lemma 9 (k = 3); x§6i8,x§629, asg?g using Eq. (26) of Lemma 9 (k = 3);

x§6%,x§5)8 using Eq. (24) of Lemma 9 (k = 2); x§65)25,xg5)26 using Lemma 7

(k=1); :c(76i3, :c; 24 using Lemma 7 (k = 1). It remains some single terms to be

expanded: xéin using Lemma 6 (k = 3); :C:(f%4 using Lemma 6 (k = 3). By the

Piling-up Lemma, we can combine these linear relations to obtain
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2900,6,7,8,16,18,19,24], 29[7, 13, 14,19], 2{9 [0, 8, 25, 26] =
2{"[6,7,9,10,18,19,25,26] & 24" [2,3,5,10,11, 13,14, 19, 22, 23, 27, 30, 31]&
2\7[0,3,4,8,12,13, 14, 18,20, 27, 28,30] @ 2\7[5,6,7,8,13, 14, 15, 16, 23]

(40)
with probability (1 + 517 ).
Finally, using the Piling-up Lemma we can combine the results from

Lemma 12 and Egs. (37)-(40), which leads to a correlation of ¢ =
1/28+5+6+12+16 — 947 O

Computational Result 7 The linear approximation of Eq. (37) holds compu-
tationally with ep, = 0.0416 ~ 27459, This correlation was verified using 23°
random samples.

Computational Result 8 The linear approximation of Eq. (38) holds compu-
tationally with e, = 0.0278 ~ 27519, This correlation was verified using 23°
random samples.

Computational Result 9 The linear approximation of Eq. (39) holds compu-
tationally with e1,, = 0.000398 ~ 271129 This correlation was verified using 242
random samples.

Computational Result 10 The linear approzimation of Eq. (40) holds com-
putationally with e, = 0.000047 ~ 271438 This correlation was verified using
242 random samples.

It is interesting to note that the experimental correlation is higher than
expected in several cases. Of course, since the hypothesis of independence for the
Piling-Up Lemma does not hold, it is expected to see deviations between what is
predicted theoretically and what we see in practice. The fact that the correlation
is usually higher indicates a positive correlation between some equations. In
future works, it may be interesting to try to understand why ChaCha has this
behavior.

4 Improved Differential-Linear Attacks Against ChaCha

4.1 New Differentials

In this section, we present new differentials for 3.5 rounds of ChaCha. As in
previous works, these differential correlations were found experimentally. To find
these correlations we used the technique proposed by Beierle et al. at Crypto
2020 [4], and described in Sect.2.2. Here, the cipher is divided into the sub
ciphers E; covering 1 round and Es covering 2.5 rounds to find a differential
path for 3.5 rounds. Thus we want a particular differential characteristic of the

form

0) 1 round 1) 2.5 rounds
(0) - tound, (1) <0 TOUnas,

AX AX AX(3-5),
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The idea is to generate consistent AX ) whose Hamming weight is minimized.
In [4], the authors showed that the following differential characteristic occurs
with probability 27° on average for the QRF of ChaCha

AXO = ([), (1), (1) (1)) — AXD = (([i + 28)), ([i + 31, + 23, + 11,
i+ 3)),([¢ +24,i+ 16,7 + 4]),
([i + 24,1+ 4))).
(41)
From there we computed AX®-®) by generating random states X! and
X' and statistically testing for correlations in particular bits of AX %), We
note that this procedure is computationally intensive as some of the correlations
are very small. For some bits, we executed this procedure up to 2°° pairs of
random states in the first round. To achieve this amount of computation we
used 8 NVIDIA GPUs (RTX 2080ti). As in the referred paper, we used i = 6.
Also, we fixed the differential of Eq. (41) in the third column of the state matrix.
Table 3 shows the results.

Table 3. New differentials after 3.5 rounds, starting from AX™ in the third column
of the state matrix with ¢ = 6 in Eq. (41).

OD ledl

Az 0.000307
Az’ 0.000124
Azlyy) 10.000017
Az 10.000016
Az{%10.0000002489

4.2 Distinguishers

Using the linear approximations of Lemma 10 and Lemma 11, the differential
correlation 4 = 0.00048 for (a,b) = (3,4) described in [10], and the estimated
correlations from the Computational Results 1-5, we get 5d5%0 ~ 272537 which
gives us a distinguisher for 6 rounds of ChaCha with complexity less than 2°!.
Also, we get €4(e1,61,€1,6156L,)° ~ 2711186 which gives us a distinguisher for
7 rounds of ChaCha with complexity less than 2224,

Using the linear approximations of Lemma 12 and Lemma 13, the differen-
tial correlation for AS(')S) presented in Table3, and the estimated correlations
from the Computational Results 6-10, we get eqe7 = 27394 which gives us
a distinguisher for 6 rounds of ChaCha with complexity less than 2725 = 277
(here we have to repeat the procedure 2° times on average as in [4]). Also, we
get eq(en,EL,EL,60,6L,)° ~ 271965 which gives us a distinguisher for 7 rounds
of ChaCha with complexity less than 221345 = 2218,
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4.3 New Attack Using Probabilistic Neutral Bits (PNBs)

One of the most important attacks against ChaCha is the proposal of Aumasson
[1]. The attack first identifies good choices of truncated differentials, then it
uses probabilistic backwards computation with the notion of PNBs, estimating
the complexity of the attack. This attack is described in several previous works
[1,22,23], thus, in our description, we skip several details.

The PNB-based key recovery is a fully experimental approach. We summarize
the technique as follows:

— Let the correlation in the forward direction (a.k.a, differential-linear distin-
guisher) after r rounds be &g.

— Let n be the number of PNBs given by a correlation . Namely, even if we
flip one bit in PNBs, we still observe correlation ~.

— Let the correlation in the backward direction, where all PNB bits are fixed
to 0 and non-PNB bits are fixed to the correct ones, is ¢,

Then, the time complexity of the attack is estimated as 2256~ N +2256—< where
the data complexity IV is given as

N (N/alog(él) +34/1 sﬁsﬁ)i

€afd

where « is a parameter that the attacker can choose.

We can improve previous attacks for 7 rounds of ChaCha using this technique

by considering the new differential correlation for AS(’)E’) presented in Table 3.

Using Eq. (5) it is easy to see that we have xg’('f) = xé‘? ® w&%{o. Therefore, we

consider ZD given by Eq. (41) with ¢ = 6 and OD xéil% ® :cglé),o. Using v = 0.35
we found 108 PNBs, and we obtained ¢, = 0.000169. From that, we get an
attack with data complexity of 27°°! and time complexity 2223-51. As in [4], we
have to repeat this attack 2° times on average. Thus, the final attack has data
complexity of 280°! and time complexity 222851, Bellow we list all PNBs:

PNB = (2,3,4,7,8,9,10, 11,12, 13, 14, 15, 16, 19, 20, 21, 22, 23, 26, 27, 28, 29, 30,
31,32,33,39,40,41, 42, 43, 44, 45, 46, 47, 48,49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59,
60, 61,62, 63, 66,67, 68,69, 78,79, 80,102, 103, 111, 112, 115, 128, 129, 130, 135,
136, 143, 144, 147, 148, 149, 150, 151, 155, 156, 157, 158, 159, 160, 161, 162, 163,
168, 169, 170, 173, 174, 175, 176, 179, 180, 181, 182, 185, 186, 191, 199, 200, 201,
219,220, 221, 222, 223, 232, 255).

5 Conclusion

In this paper, we presented a new technique to find linear approximations for
ARX ciphers. Applying this technique we presented new linear approximations
to the stream cipher ChaCha which gave us new and improved distinguishers. In
addition, we presented new differential characteristics for 3.5 rounds of ChaCha
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and use them to improve the attacks based on Probabilistic Neutral Bits. For
future works, we expect that the proposed technique can be used to improve
attacks against similar ARX-based designs, as the stream cipher Salsa and the
hash function Blake.

Acknowledgements. The authors would like to thank the anonymous reviewers for
their valuable comments and suggestions which helped us to improve our work.

A Proofs

In this appendix, we expand the proof of Lemma 9 for each individual linear
approximation.

A1  Eq. (19)
Proof. Using Eqs. (9) and (10) we can write
m m—1 m — m—1
£ @ 6, ) ( )@ O™ 2,
m—1 m—1 m—1
D, ) = oy

with probability % (1 + %) Thus, using Eq. (7) and canceling out common factors
we get

Using the approximation of Eq. (17) we can write ©;

2D @ 27D = £ @ £ @ 2 | @2,

with probability % (1 + %), which concludes the proof. 0

A.2 Egs. (20) and (21)
Proof. Using Eqs. (9) and (12) we can write

xﬁ:;b—l) ® (m D _ /:(m) & E(m) @ 0, () /(m—l) (m)) o O, (x/(m 1) Elm))@
m— 1 m—1 m—1 m—1
O, ))@@( I )
Cancelling out common factors, using the approximation of Eq. (17) and the
Piling-up Lemma we can write

S g M=) _ p(m) oy a(m) o rm=1) o (m=1)

a,t b,i a,t b,i b i—1
with probability 2 (14 ). Now we can replace z; ;") using Eq. (5) and z{"" )
using Lemma 3, which leads to

c(znzl Y ©x (m Y= E(m) SZ L(m) l(anZJ)rﬁ SZ :C((:T) 1D ['(m) 1 D SC&"Z)_Q,

with probability 2 5 (1 + 2—3) by the Piling-up Lemma. We can also use Lemma 1
in order to obtain

ror Vo =LY oLy oxy oy © L),
with probability % (1 + 2%) -
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A.3 Egs. (22) and (23)
Proof. Combining Eq. (10) and Eq. (12) we have

(m 1) ® (m 1) _ ﬁ((;,rf) @E(m) @ O;(x m—l),x;(m—l))@

0,V ") @ 0,a" Y 4l

Using the approximation of Eq. (17) and the Piling-up Lemma we can write

eV eali V=L el el e n ) @ el

with probability % (1 + 2%,) Now we can replace xil(;'i—ll) using Eq. (7), :Eb(zn 11)

using Eq. (5) and xéﬁ?__ll) using Lemma 3 if ¢ > 1 or 1 if ¢ = 1, which leads to

L(m=1) oz (m 1 _ E(m) D ﬁ(m) @ 2l b Sl?&nzzw D xl(:?j—G

a 7 a,i—1
bz ET)1 @Eé"f)l @mc(iz)Q’
with probability % (1 + 2%1) by the Piling-up Lemma or
0 00l = £ 0 487 0207 @ 0l @7
@x(m) = 52"8),

with probability % (1 + 2%) O

A4 Eq. (24)
Proof. Using Eq. (11) and Eq. (12) we can write

w2 @l = L0 @ £7Y @ 0,2V 2™ @ 0;(2l" Y, 2" Y).

a % a,t

Using Eq. (17) we get

2 0 = £ 6 £0D @ 0, ™V, M) @ 27D,

2m=1) @ scfi"; 1 _ L(m) @ E(m) P O;(z /(m_l),x((im))@
[’l()l 1@81— ( e 1)’x£lm))’

with probability % (1 + %) Thus, using the approximation of Eq. (18) and the
Piling-up Lemma we can write
x(m—l)@ (m 1) _ L(m)@ﬁéz)@ﬁéz)p

a,t

with probability 1 (1+ 35). O



736 M. Coutinho and T. C. Souza Neto

A5  Eq. (25)

Proof. Using Eq. (12) and Eq. (10) and canceling out common factors we get

2D g D) g o 0nD) _ plm) g plm) g )
@Z . xg(m 1)’33;(”1 1))@91 A /(m— 1)7x£lm))@
O;_ 1(:Em 1),x£m_1))@@(33a ,a:;)(m_l))GB

O:(a" ") @ Ou(al™ Y 2 Y)

Using the approximation of Eq. (18) and the Piling-up Lemma we obtain

o, 1( 1(m— 1) (m))@e( (m— 1)7x2l(m—1))

with probability % (1+ 2%) Using Eq. (17) and Eq. (7) we get

2" Ve Ve =M oL erMe
xg,r;)—z ©® xéﬁf)—l ©® 33((17,7217

with probability 1 (1+ 7). O

A.6 Eq. (26)
Proof. Using Eq. (9) and Eq. (12) and canceling out common factors we can
write

2 @2V g oMY = £ g £ | @ L

az a,i—1

O;_ 1($&(m 1),$;,(m 1))@@1'—1( /c(m 1) (m))@@z— (x (m_l),xl(,m_l))@

o, (x/(m 1) ’x;(m—l)) & @i(x((lm—l),xl()m 1))
Using the approximation of Eq. (18) and the Piling-up Lemma we can write

(M=) g ¢ =1 g M=) _ () g )

a,t a'L 1 a,n—1
@L(m) ® 61 (7 1(m— 1),95& ))_
with probability % (1 + 2%) Using the approximation of Eq. (17) we get

2V @Y etV =L e £l @ £ a7,

a,l

with probability % (1 + 2%) O]
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A.7  Eq. (27)
Proof. Using Eq. (11) and Eq. (12), and canceling out common factors we have

xl(;? 11) @x(m Ve (m D= xl(f? 11) @C(TZL) @@i(:vf;(m_l),ac&m))@
N )

Tq

Using the approx1mat10n of Eq. (17) we have 6, (.CC(m 2 , xl()m 1)) Z()T_l ) occur-

ring with probability 2 3 (1 + 2—2) Then

2" VetV el = £ e £l @ 0™, 2§,
with probability % (1 + %) Finally, using the approximation of Eq. (17) and the
Piling-up Lemma we get

£ @2V @ oY = £ @ £ @ 2.

with probability 1 (14 55). O

A.8 Eq. (28)
Proof. Using Eq. (9) and Eq. (10), we can write

{77 6 2l 62t 60t = £, 0 0, 4" ) 6 £l
m—1 m m—1 m m—1 m—1
(™D 4 e £ @@% (2D >)@@% (2D G/m=Dygy

c,i—1

Cg?) & @i( ’(m 1) (m)) & 0, (2! (m— 1)’ ii(m 1))_
Canceling out common factors we get

@z 1(33<(:m 1)7$:1(m 1))@

xc 9 d

Thus, using the approximation of Eq. (18) we get

v Vet VetV =LY el e ol

with probability £ (1+ 3). O

A.9 Eq. (29)
Proof. Using Egs. (9), (10) and (12)

xg";_l) ) éﬂ;t 11) @z (m 1) @xgb 11) £(m) @ E(m) £(m) @ £(m)

OL™ ) Sl D a0, o o
m m m I(m
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Using the approximation of Eq. (18) and the Piling-up Lemma we can write
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with probability % (1 + 2%) Therefore, Egs. (17) and (7) give us
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A.10 Eq. (30)
Proof. Using Egs. (10), (11) and (12), we can write
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Using the approximation of Eq. (18) we have
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with probability %(1 + %) Finally, by the Piling-up Lemma and using the

approximation of Eq. (17) and Eq. (7), we get
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libharpia: a New Cryptographic Library
for Brazilian Elections
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Abstract. The Research and Development Center for Communication Security
(CEPESC) has a long partnership history with the Brazilian Superior Electoral
Court to improve the security of the Brazilian election system. Among all the
contributions from CEPESC, probably the most important is a cryptographic
library used in some critical moments during the election. In an effort to im-
prove transparency and auditability of the solution, we present the new crypto-
graphic library developed at CEPESC, named 1ibharpia. Its main design
goal is to allow transparency and readability while substantially increasing se-
curity. One of the main advances is the use of post-quantum cryptography, im-
plemented through secure hybrid protocols that mix current cryptographic stan-
dards (specifically elliptic curves) with new cryptographic primitives based on
Lattices, believed to be secure against quantum computers.

1. Introduction

The Brazilian electronic voting machine, or simply “Urna Eletronica” (UE), was devel-
oped by the Brazilian Superior Electoral Court (Tribunal Superior Eleitoral - TSE) and
is part of the Brazilian electoral process since 1996. Along these years we have seen
great progress in the system and in the process itself. In the beginning, the UE was based
on personal computers, implementing a VirtuOS and Windows CE, and was designed by
third parties. From 2005 onwards, the development of the most critical parts of the sys-
tems has been developed by TSE’s engineers, including a new operating system based
on Linux deployed in 2008 [Monteiro et al. 2019]. In 2009, the security of the system
was greatly improved by the adoption of a hardware trusted computing base (TCB) for
direct recording electronic voting architecture, T-DRE in short. This device is capable
of performing several important cryptographic functionalities such as key storage, ran-
dom number generation, digital signatures and the authentication of critical softwares
(e.g., BIOS, bootloader, Linux kernel) [Gallo et al. 2010]. Another great advance was the
use of biometric data to uniquely identify the voters, a process that started in 2008 and
now reach over 80% of the electorate. More recently, TSE announced that new voting
machines are going to use digital certificates from Brazilian national PKI (ICP-Brasil)
[TSE 2021].

All these initiatives showcase TSE’s efforts into making Brazilian elections se-
cure and trustworthy. Nevertheless, from the beginning, the Brazilian voting sys-
tem has been criticized in terms of its transparency and auditability. For exam-
ple, in 2002, a report from the Brazilian Computer Society (SBC) presented a com-
plete analysis of the election system. Although no signs of fraud or big security
problems were found, the authors appointed a lack transparency and auditability as



a concern [van de Graaf and Custdédio 2002]. Another report with similar conclusions
[Brunazo Filho et al. 2015] was published after a very tight election in 2014.

Along the years, TSE has been working to improve these limitations. Start-
ing in 2009, one important step in this direction was the organization of several
hacking challenges, the so called “Teste Publico de Seguranca” (TPS), where exter-
nal and independent researchers can examine the security mechanisms implemented
within the system, find vulnerabilities and provide suggestions for improvement (see
[Aranha et al. 2019] for a review of the problems detected in these tests). We note
that the vulnerabilities found are always patched by TSE and the fixes presented to re-
searchers. In addition to the TPS, TSE has progressively been opening the system by
open-sourcing parts of the solution [Alessandre 2021] and through academic publications
[Coimbra et al. 2017, Monteiro et al. 2019].

However, there is still room for improvement. For example, one common criticism
is the participation of the Research and Development Center for Communication Security
(CEPESC) in providing cryptographic libraries for TSE. Indeed, a report published in
2015 said that “TSE accepts in the electoral system the existence of code and services
of authentication provided by CEPESC, constituting a critical point of failure that can
influence almost all routines in the electoral system” [Brunazo Filho et al. 2015]. The
criticism was valid, since up to that point, the source code developed by CEPESC was not
known by the community and was not a part of the TPS.

Created in 1982, CEPESC has four decades of experience, research and devel-
opment in cryptology, there is no other institution in Brazil with such an experience in
the area. CEPESC’s primary mission is to develop secure solutions to protect the most
critical information of the Brazilian government. CEPESC has a long partnership history
with TSE, being an important part of the electronic election system since its inception in
1996. During this period, CEPESC helped TSE in several critical activities, such as: (i)
evaluating the security of critical software and hardware components developed by third
parties; (i1) testing the quality of the random number generators of the UE and its pe-
ripherals; (ii1) helping TSE to develop protocols and evaluating operational security; (iv)
developing cryptographic libraries and algorithms.

Traditionally, CEPESC’s solutions were treated as proprietary and their source
code were never disclosed to the general public. This reality is changing in order to im-
prove transparency and auditability of the election system, both key aspects of democracy.
This work is a further step in this direction, as the organizational agreement with TSE al-
ready establishes the necessity of opening the design choices and possibly the source code
itself. Therefore, in this work, we describe the new version of the cryptographic library
developed by CEPESC, called 1ibharpia. One of the goals of this work is to achieve
a higher social trust in the primitives and protocols implemented.

The main advantage of 1ibharpia is the use of post-quantum cryptography im-
plemented through secure hybrid protocols that mix current standards (based on elliptic
curves) with new cryptographic primitives (based on lattices). More precisely, we use
the algorithms Kyber and Dilithium [Ducas et al. 2018, Bos et al. 2018] to deliver a Key
Encapsulation Mechanism (KEM) and digital signatures, respectively. These algorithms
were recently announced among the winners in the post-quantum cryptography standard-



ization process organized by NIST [NIST 2022]. To the best of our knowledge, this will
make Brazilian elections the first in the world using post-quantum cryptography and the
first system in general using this kind of cryptography in any Brazilian public institution.

This work is organized as follows: in Section 2, we provide a description of the
goals and scope of 1ibharpia. In Sections 3 and 4, we present the main choices in
terms of implementation and cryptographic primitives, respectively. Then, in Section 5
we present the APl of 1ibharpia. Also, in Section 6, we go into more details over
the cryptographic protocols implemented, providing justification for their choices and
security. Finally, in Section 7 we present the conclusions.

2. Goals and Scope
libharpia is used by TSE in the following situations:

1. The TSE prepares over 500 000 UE machines for the election. To do so, a media
containing all software and data necessary is created and used to inject them into
the UE. To make sure that an adversary cannot create a fake media, all binaries
are signed using 1 ibharpia and TSE’s private key to prove their authenticity.

2. During the election, voters are authenticated using their biometric information.
To make sure that this private information is protected, 1ibharpia is used to
encrypt all the data.

3. When all voters from a particular section finish voting, the UE emits a ballot box
(“Boletim de Urna”), that is a summary of the results of a specific machine. Then,
the UE encrypts and signs the ballot box using 1ibharpia. This step protects
the ballot box from tampering during transmission.

4. TSE’s tally server receives the encrypted ballot box from every single UE machine
across the country. Then, it verifies the digital signature and decrypts the ballot
box to access the results and add them to conclude the election.

It is important to note that 1 ibharpia is not the only means of cryptographic protection
in the electoral system. In fact, TSE uses several layers of security to minimize any risks
of errors or vulnerabilities in the system. Additionally, we stress that CEPESC does
not have access to the core implementation of TSE or any of their systems, and that
libharpia is just a dry cryptographic API that could be used in any other system.
Therefore, it is TSE’s responsibility to use 1ibharpia correctly.

3. Library Design

In order to facilitate the inclusion of new algorithms and interchangeability of the
designated algorithms, the architecture of the library has to be modular. This is
achieved by working with a layered design based on libsodium [Denis 2013] and NaCl
[Bernstein et al. 2012], where in the lowest layer we have the implementations of all the
primitives of the library, AVX2, SSE2, reference implementations, and any other applica-
ble instruction extension set. A middle layer that standardizes cryptographic operations,
by doing what is common to, for instance, any stream cipher independent of what im-
plementation one is using. And a top layer that is responsible for interfacing with the
user with a higher level of abstraction. Providing support to these three layers, there is a
set of utilities, composed of constant time implementations of commonly used functions,



mainly buffer comparison and a centralized entropy source. This is the core, and it is
highlighted in blue in Figure 1.

A fourth layer is above the core, which is responsible for the actual user inter-
face TSE uses. This layer exists solely to fulfill API retrocompatibility and facilitate the
integration of our library in TSE’s systems. This layer also has some utilities related to
legacy functionalities such as an ASN.1 and AES implementations used in a key encryp-
tion protocol. In the future, a new API will be negotiated with TSE, and this fourth layer
will not be necessary, which will improve maintainability.

The modularity comes from the interfaces between these layers. When a new
primitive is added, by complying with the interface, turning that primitive into the des-
ignated primitive is a matter of changing pointers. Despite not much more code being
necessary to allow a change of primitives during runtime, 1 ibharpia defines its primi-
tives when compiling, in order to comply with our strict versioning premise.

The interface between bottom and middle layer allows written code in middle
layer to abstract which implementation is being used. For instance, a stream cipher
needs to present a function pointer that takes a nonce, a key and a length, and outputs
a keystream. The middle layer will regard the function pointer presented, and not which
implementation provided it (AVX2 or reference, for example). In the middle layer we
adjust the primitives, to conform with the interface between top and middle layer, which
is to say that enough information about the primitive needs to be passed to the top layer
so that sanitizing user inputs can be done on the top layer, abstracting the primitive.
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Figure 1. libharpia’s architecture.

Based on this discussion, the main difference of this library when compared to the
libraries we based our work on is the use of hybrid public-key protocols, including post-
quantum algorithms. Another important difference is the nonce generation - 1ibharpia
generates a random nonce for each encryption while both libsodium and NaCl leaves the
nonce management to the user. This choice protects the overall solution against common



implementation errors from the developers, such as nonce reuse.

Next, we describe a series of security principles adopted in the design and imple-
mentation of 1ibharpia.

3.1. No Heap allocation and memory management

Abusing the heap is a very common vector of attack on secure systems. Improper handling
of crashes, heap overflows, all contribute to nullifying security [Novark and Berger 2010],
specially for modern solutions that involve co-hosting, or simply sharing resources with
an adversary process. Nevertheless, this risk can be mitigated through careful implemen-
tation. In the development of a cryptographic library, it is more easily done by avoiding
the use of heap allocation in the library, and relying on the stack.

Furthermore, to mitigate the impact of other types of side-channel memory at-
tacks, we implement a stack memory management to ensure that every memory address
that contained secret information (e.g., keys, plaintexts, cipher states) is erased as soon as
it reaches its final use. This way, we seek to minimize the lifespan of sensible data in the
machine.

3.2. No data flow from secrets to load addresses or branch conditions

Since 2005, it has been known that if any secret influence load addresses, a viable
vector of attack is created by timing an unprivileged process in the same machine
[Bernstein 2005]. Once these properties influence performance, different keys impact
the adversarial process differently. Thus, by measuring this impact, cryptographic keys
can be discovered almost instantly in implementations that use, for example, fast lookup
tables [Pointcheval 2006, Tromer et al. 2010]. We avoid any implementations where se-
crets are suspected or known to affect performance.

Another source of timing side channel attacks is secrets being used as branch
conditions. Admittedly, the choice of primitives helps here, since there are primitives
that by design favor constant time. But more importantly, the implementations used are
checked using valgrind [Langley 2010].

3.3. Centralizing randomness - cryptographic secure random number generator

Centralizing randomness gives us safety through maintainability. By focusing our atten-
tions on a single source of randomness, we can ensure that any fix or improvement made
on it is reflected across all the library. No primitive in our library gets entropy through
any other means. By having changes in the source code follow a strict suite of tests on the
quality of the random number generator, this culminates in a safer library.

3.4. Nothing is decrypted unless it first survives authentication

Encryption without authentication is not offered. No data is decrypted if authentication
fails. Additionally, authentication verification occurs in constant time.

3.5. Strict versioning

As the library is designed to work only in the Brazilian Elections system, it will be used
in a very closed environment. The library is designed to be able to communicate only



with others in the same version, so when a new version is released, all components of the
system must be upgraded to this version.

This approach avoids downgrade attacks, where an attacker can exploit se-
curity flaws in older versions even if the system is running an up-to-date version
[Alashwali and Rasmussen 2018]. Although no backwards compatibility is too rigid for
decentralized environments, this strategy is reasonable to implement in our scope as the
library distribution to the components is controlled by a centralized entity, the TSE.

3.6. Key generation

All persistent (non-ephemeral) assymetric key-pairs used in the library are generated us-
ing an external program to the library. This program communicates with a cryptographic
token developed by CEPESC, the PCPv2 (Portable Cryptographic Platform). PCPv2 is
an USB device with secure storage and processing capabilities and provides, among other
cryptographic functionalities, a physical True Random Number Generator.

A sequence of random numbers is provided by PCPv2’s TRNG and combined with
the machine entropy pool as a seed to the key generation program’s PRNG. As the random
number generation for keys is a critical part of every cryptographic implementation and
weak RNGs are the primary source of numerous practical attacks on secure systems, we
opted to have a conservative approach using TRNGs. Furthermore, the double-source of
entropy approach is able to mitigate risks of entropy pool poisoning.

4. Cryptographic Primitives

One of the main aspects of 1ibharpia is that its security is founded on the security of
the primitives and protocols used. A rule of thumb for choosing good cryptographic prim-
itives was to avoid secret and untrusted ones. Additionally, we focused on maximizing
performance in software and minimizing memory usage. As we aim to 256 bits security
for the standard operations of the library, some primitives were also not considered.

We chose the combination Chacha20-Poly 1305 for authenticated encryption with
associated data, as it is referred in [Nir and Langley 2018]. The first question that comes
in mind is “Why not use AES?”. The simple answer is that Chacha performs better
than AES on software, and in most CPUs without hardware acceleration, with greater
security margin. Chacha20 is also intrinsically time safe. Another aspect of concern is the
higher complexity of AES, which still is subject to hidden relations, for instance, recently
some surprising properties were found for its key schedule [Leurent and Pernot 2021].
Poly1305 is a message authentication code and its security is based on the security of
the underlying algorithm, which means that if one could break Poly1305 than one would
also break Chacha2(0. We also note that CEPESC’s researchers extensively studied the
security of ChaCha [Coutinho and Neto 2021].

The standard choice for hash function in libharpia is Blake2
[Saarinen and Aumasson 2015], which is an improved version of Blake, a finalist
of the SHA3 competition. Blake2 has seen widespread use across cryptographic libraries
(e.g., OpenSSL, WolfSSL and Sodium), and it is also used as a RNG for the Linux
Kernel. It is faster than MDS5, SHA1, SHA2 and SHA3 while been as safe as SHA3.

libharpia really stands out amongst other libraries in its use of post-quantum
cryptography through hybrid protocols. In the classical part, we use Curve448 for



key exchange and its Edwards counterpart Ed448 for digital signature [Hamburg 2015].
Curve448 uses Solina’s prime p = 2%8 — 222 _ 1 which has the special format
p = 2% — 2% — 1, ¢ = 224, resembling the golden ratio, from where it received the
Goldilocks nickname, and allows for fast Karatsuba multiplication. Moreover, the curve
has fast and friendly implementations for 32 and 64 bits platforms. The curve is consid-
ered safe under all the parameter from https://safecurves.cr.yp.to/ and it
is adopted by the new TLS 1.3. Although its expected security is 224 bits, bellow our
aim, it is high enough for our purposes, since the hybrid protocols ensure that both primi-
tives have to be compromised in any successful attack, and our choices for post-quantum
primitives are believed to have at least 256 security.

With the post-quantum cryptography standardization in its final stages, we can
clearly see the prevalence of lattice based cryptography. As a matter of fact, only two
out of seven submissions are not lattice based, and the one base on multivariate equations
was recently completely broken [Beullens 2022]. Our choice was to use the CRYSTALS
family, that is, Dilithium for digital signature and Kyber for key encapsulation. Both algo-
rithms rely on the Learning With Errors problem, which were proposed in [Regev 2005].

The CRYSTALS constructions were built from module lattices, that is, lattices
drawn from more structured spaces, in this case, subspace of modules. The digital sig-
nature algorithm Dilithium [Ducas et al. 2018] is based on the Module-LWE problem,
where the error is taken uniformly over the correspondent ring. Its signature scheme is
based on the Fiat-Shamir With Aborts proposed by Lyubashevsky [Lyubashevsky 2009]
and has several types of encoding in order to reduce its key and signature sizes. It performs
better and has smaller public key plus signature size compared to all lattices submissions.
Kyber [Bos et al. 2018] is a key encapsulation algorithm also based on the Module-LWE
problem. It achieves indistinguishability under adaptive chosen ciphertext attack using
the Fujisaki-Okamoto transform over a public key encryption algorithm.

As a final note, it is important to mention that recently the stated security of
all LWE finalist were reduced accordingly to the Matzov center [MATZOV 2022]. In
essence, the reduction were due improvement in the algorithms from the known dual lat-
tice attack on LWE. In our view, this does not compromise the whole scheme because
a change of parameters (one of the main advantages of considering modules) could miti-
gate the reduction. That said, as the NIST competition also decided for the CRYSTALS
family, there is no current reason to change our original choice.

S. API

In this section, we present some of the functions provided by 1ibharpia. The func-
tions that are not listed here are simple variations of the presented ones and exist mainly
for backward compatibility. We refer to Section 6 to more details about the protocols
implemented in these functions.

The library’s API is a requirement defined by TSE. Because of that, some of the
elements of the API are present only to fulfill retrocompatibility requirements. Let’s look
at encryption as an example. We start with a initialization function:

rv = init_encryption (k,NULL,0,ct,ctl, pk,NULL);

As the name implies, init_encryption is responsible for any preparation necessary



for encryption, more precisely, init_encryption executes a hybrid key exchange us-
ing the keys that were generated preemptively, as explained in Section 3.6. The parameter
k is a pointer to a memory area that will receive the symmetric key from the hybrid key
exchange. ct, ct1 and pk are pointers to, respectively, the encapsulated symmetric key,
its length and the public key. Both NULL parameters are innocuous and the 0 could be
any 64 bit unsigned int, which are present only to achieve retrocompatibility with the old
API calls. Any rv different than 0 indicates an error. These error are designed to not give
any critical information about the failure, but rather indicate what element was at fault,
for example, the ASN.1 encoding or incompatible library versions. The rv behaves the
same for all the functions.

Next, the encryption function is quite straight forward:

rv = encrypt (k,p,pl,c,cl,NULL);

Giving as input the symmetric key k, that one have already obtained using
init_encryption, the plaintext p and its length p1, one will get the ciphertext on
pointer c. The ciphertext has the same size as the plaintext plus 44 bytes and its length
has to be inputted in c1, as a sanity check. Those 44 bytes are used for authentication
with associated data and are composed of 28 bytes of metadata such as the library version,
plaintext length and nonce, and the remainder 16 bytes for the authentication tag. Algo-
rithm 3, presented in Section 6.4, explains the Authenticated Encryption scheme And like
all other relevant length values, it is provided as a macro in our headers. Again, we note
that NULL is only used for retrocompatibility.

Signing has a much simpler interface. Taking a buffer and a private key, and
outputting the signature:

rv = sign_buffer (b,bl,s,sl,pk);

where b is a pointer to a buffer to be signed, b1l is its length, s is a pointer where the
signature will be outputted, s1 is the length of the signature, an input serving as a sanity
check, and pk is a pointer to the private key.

Naturally, we have init_decryption, decrypt and verify_buffer,
which are analogous to the functions presented so far. We also provide a key derivation
function:

rv = derive_key (sk,dk,salt,saltl,info,infol, NULL) ;

where sk is a pointer to the symmetric key, dk is a pointer to the memory address where
the derived key will be outputted, salt is a pointer to the salt used in the key derivation
process, saltl is a pointer to its length which should be a minimum of 128 bits, info
is a pointer to any additional information to the key derivation (e.g., voter ID), infol is
the length of all the info added.

6. Cryptographic Protocols

In this section, we present four cryptographic protocols implemented in our library. Each
of those protocols is directly linked to functions provided by the API.

The signature and the key exchange are public key cryptography protocols and the
classical methods for those protocols (RSA, elliptic curves) are being threatened with the



possibility of quantum computing and Shor’s algorithm [Roetteler et al. 2017]. There-
fore, we decided to use hybrid public key protocols, combining classical elliptic curves
with candidates algorithms approved for the third and final round of NIST post-quantum
cryptography standardization process [Alagic et al. 2020]. The rationale behind the hy-
brid approach is the conservative one: the protocols design aim to have at least the security
of the most secure of both primitives in the classical and the post-quantum setting. In this
way, we are protected in the non-quantum scenario with the well-known security of the el-
liptic curves and possibly in the quantum scenario with algorithms that relies on problems
believed to be hard-to-solve in quantum computers.

The third protocol is a symmetric-key derivation protocol that derives a new sym-
metric key from a previous one using some associated data, used in the generation of the
encryption keys of individual data of the voters. And, finally, the fourth protocol is the
symmetric-key authentication encryption/decryption scheme, that must be used with keys
derived from the key-exchange protocol or from the symmetric-key derivation protocol.

6.1. Hybrid Signature

The hybrid signature protocol is a simple signature protocol that combines elliptic curve
signature using Ed448 and post-quantum signature using the lattice algorithm Dilithium5
presented in Section 4. The hybrid signature S™ = Sign®(m, SK)||Sign??(m, SKP)
of a message m is a concatenation of the elliptic curve signature of m and the post-
quantum signature of the same message using the sender’s elliptic curve and post-quantum
secret keys SK ¢S KP4, respectively.

To verify the signature S of a message m, the verifier splits the signature in
See, SP and verify each part separately with the sender’s public keys PK¢¢, PKP? such
that the signature is only valid if both signatures are valid for m. For a forgery in this
protocol, the adversary needs to forge both signatures, so this protocol is at least as secure
as the most secure of both primitives.

The verification is always done for both signatures even if the first one already
fails. This strategy is used to achieve constant-time verification and therefore avoid leak-
ing which part of the hybrid signature failed the verification.

6.2. Hybrid Key Exchange

The hybrid key-exchange protocol combines elliptic curves cryptography with quantum-
resistant lattice based public-key cryptographic algorithms. The protocol is designed such
that an attack to the protocol able to recover the derived key must attack both the classical
and the post-quantum primitive, so the security of the protocol is dependent of the major
security of both primitives. In other words, if the attacker has a quantum computer we
are protected by the post-quantum algorithms. Conversely, if the chosen post-quantum
algorithms turn out not to be secure, we still have classical (and well established) security
of the elliptic curves. The protocol presented below is based on the draft of Internet En-
gineering Task Force about hybrid post-quantum key encapsulation methods (PQ KEM)
for transport layer security 1.2 (TLS) [Campagna and Crockett 2021].

For the classical part of the protocol, the library implements an ephemeral elliptic
curve Diffie-Hellman using the curve described in Section 4 with the X448 implementa-
tion. In this protocol, we obtain the receiver elliptic curve public key P K and generate



a ephemeral key pair (SK epns P K, :;h) using a cryptographic secure random number gen-

erator. Then, we compute the elliptic curve shared secret ss®© = X448(SK, , PK°).

eph>
In the post-quantum part, we use the Key Encryption Mechanism provided in
Kyber1024, presented in Section 4. Given the receiver post-quantum public key P KP4
we compute the ciphertext C?? and the post-quantum shared secret ssP? with C?9, ssP? =
ENC(PKP?) where ENC'is the Kyber1024.CCAKEM Key Encapsulation function.

With both shared-secrets, we compute the shared 256-bit symmetric key Kz us-
ing the Blake2 function, presented in Section 4, as the keyed hash function Hg(.) such
that Kg = Hea(Hgsee(PKS,,||CP|PK¢||PKP?)). The protocol returns the symmetric
encryption key K, the ephemeral elliptic curve public key PK (), and the post-quantum
encapsulation ciphertext C??. After encryption of a plaintext with the key K, it is neces-
sary to send to the receiver the PK ), and CP7, so it can recover K, for decryption. The
protocol is described in Algorithm 1.

The receiver recovers the symmetric key K in three steps. First, one executes
the elliptic curve Diffie-Hellman using his secret key SK“ and the received ephemeral
public key PK(;, obtaining the first shared secret ss® = X448(SK;°, PKS),).
Using the ciphertext C?? and his private key SKP9, one is able to recover the
second shared secret ssP? = DEC(CP?, SKP) using the Kyberl024.CCAKEM
Key Decapsulation function. With both shared secrets it can be obtained Kp =
Hspa (Hssee (PKE,[|CP| PR | PETY)).

Algorithm 1 Hybrid Key Exchange
function KEY EXCHANGE(P K¢, PKP) > Inputs both public keys of the receiver

s5°, PK¢y, + ECDHE(PK®) > Ephemeral Diffie-Hellman
ssP1 CP1 +— ENC(PKP?) > Post-quantum key encapsulation
Kp + Hsqu (Hgsee(PK o ||CPY|PKC|| PKE?)) > Derived symmetric key
sends PK g, CP? to receiver

return Kp > Symmetric Key for encryption

end function

6.3. Symmetric-Key Derivation

This protocol is a Key Derivation Function (KDF) that uses a symmetric-key /Kg ob-
tained by the Hybrid Key Exchange protocol to generate one or more secure symmetric
keys with no need to call the more expensive asymmetric key protocol. This protocol
is based on the Extract-then-Expand KDF construction, the same used in the design of
HKDF and that has a sound security proof [Krawczyk 2010]. The proposed construction
has two differences when compared to HKDF: (i) it has a fixed sized output length, not
requiring an extra parameter and a loop in its implementation; and (ii) it uses the hash
function Blake?2 directly instead of HMAC. Note that both choices improve performance.
In particular, HMAC requires a hash function being called two times, therefore, this KDF
is at least two times faster. Here, performance was the main goal, as the protocol is de-
signed for a specific use case that consists of the encryption of the biometric data of voters.
More specifically, a new key is derived for each voter, yielding in a very computationally
intensive process (we have more than 150 million voters in Brazil).



For each voter v, we derive a new symmetric key K, using a randomly generated
16-byte salt S, and the voter’s unique registration number R,,. We used the keyed hashing
version Hy (.) of Blake2, our choice of hash function, as presented in Section 4. The
details are shown in Algorithm 2.

Algorithm 2 Symmetric Key Derivation
function KEY DERIVATION(K g, R,,, S,)

prk « Hg, (Kg) > The hash function is used as a randomness extractor
K, < H,(R,) > The hash function is used as a PRF
return K,

end function

6.4. Authenticated Encryption

The library’s authenticated encryption scheme uses the stream cipher Chacha20 and au-
thentication algorithm Poly1305 described in Section 4. We based our proposed protocol
on the ideas contained in the RFC-8439 [Nir and Langley 2018] by the Internet Research
Task Force, adapting it for our algorithms.

Our authenticated encryption algorithm receives as input a N-byte long plain-
text Py and a 256-bit symmetric key Kg. As a first step, a 12-byte Nonce is randomly
generated using a cryptographic secure random number generator. This random nonce
generation aims to prevents nonce misuse, a common problem for implementations us-
ing stream ciphers. The plaintext Py is encrypted with the encryption key K and the
generated nonce resulting in the ciphertext C'y.

For authentication purposes, we derive a new 256-bit authentication key K 4 using
the library’s keyed hash function with random generated nonce as input and the key K.
The authenticated array D is the result of the concatenation of the library’s version, the
nonce used in encryption, the ciphertext C'y and the ciphertext length N as a 8-byte little-
endian unsigned integer. We compute the 128-bit authentication tag 7" applying the MAC
algorithm Poly1305 with key K 4 at the array D and returns D||T". A pseudocode for the
authenticated encryption protocol is presented at Algorithm 3.

The random generation of the nonce implies a probability of 27*® for collision.
Nevertheless, in the library’s use case, a new symmetric key is obtained at each encryption
- from the key-exchange protocol (6.2) or from the key derivation scheme (6.3). In this
scenario, the key/nonce tuple will have a much smaller probability of being reused.

In the authenticated decryption scheme, the function receives the array D contain-
ing the ciphertext and the associated information (library version, nonce and ciphertext
length) as presented above, the authentication tag 7' and the symmetric encryption key
K. The first step is to recover the authentication key K 4 using the nonce and K. We
check if 7' is a valid tag for D using K 4, and if not, the algorithm stops and returns an
error. Otherwise, we continue the procedure checking if the length /V included in D cor-
responds to the received ciphertext length. Only if both checks pass, we proceed to the
decryption of Cy using K with our stream cipher and returns the result Py.

This protocol aims to guarantee that invalid key/tag/ciphertext sets will not be
decrypted, reducing the computational cost of invalid function calls.



Algorithm 3 Authenticated Encryption
function AUTHENTICATED_ENCRYPTION(Py, Kf)

Nonce < CSRNG(12) > 12-byte nonce randomly generated
Cy < ENCk,(Py, Nonce) > Encrypts with stream cipher
K4 < Hg,(Nonce) > Auth Key from Nonce and Encryption Key
Nies < num_to_8_le_byte(length(Py)) > Length of plaintext
V <« Version() > Version of the Library
D < V||Nonce||Cy||Nies > Concatenate Associated Data and ciphertext
T < Authg,(D) > Compute authentication tag
return D||T

end function

7. Conclusion

In this work, we presented 1ibharpia, a new library to be applied in Brazilian elec-
tions. Throughout the work, we provided all design choices and cryptographic primitives,
showing that 1ibharpia is aligned with the best practices of secure implementations
and cryptography. In addition, we detailed the main cryptographic protocols, justifying
their designs based on well established literature and standards. We also provided a de-
tailed description of how the library is used in practice, and its API. Through the use of
post-quantum cryptography and hybrid protocols, we showed that 1ibharpia provides
a security advantage when compared with other cryptographic libraries available. Despite
all technical characteristics of 1ibharpia, the most important aspect of this work is
that it consists of another step towards transparency and auditability of the Brazilian elec-
tions, describing in a clear and open fashion all details of the library. As a final note, we
remember that 1ibharpia is present in TSE’s TPS, therefore, the source code of the
library is available for any group that desires to analyze it and test its security in practice.
Additionally, we remark that there is an intention of open-sourcing this library in the near
future.
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Abstract. Provable security in cryptography is extremely relevant nowadays,
since it is regarded as the basis for the proposal of new ciphers. In that sense,
the designers of new ciphers have to find ways to prove that the proposed cipher
is secure against the most pertinent forms of attack. Being safe against differen-
tial and linear cryptanalysis is still considered the bare minimum standard for
any new cipher. In the last decade, a great deal of attention has been given to
automated ways of proving the security of ciphers against both forms of attacks,
the original one being generating mixed linear integer programs that model the
given cipher in such a way that, by solving it, we are able to know the minimum
number of rounds necessary for the cipher to be secure. In this paper, we apply
this technique in the well known block ciphers LED, SQUARE and CLEFIA, and
compare the results with the original security claims.

1. Introduction

Symmetric cryptography is a very active research field since it is one of the basic building
blocks for secure communication. In particular, many new block ciphers have been de-
veloped, the most famous probably being data encryption standard (DES) and advanced
encryption standard (AES) algorithms. Their design usually takes into account recent de-
velopments of new attacks, and the designers try to build ciphers which are resistant to
particular classes of attack. Resistance against differential and linear cryptanalysis was
and still is one of the main goals of new cipher designs, but proving such things might be
a bit cumbersome for the designer.

In the last decade a couple of automated ways of proving under which conditions
a cipher is resistant to these attacks was developed. Along with the Boolean Satisfiability
Problem [Mironov and Zhang 2006], mixed linear integer programming (MILP) is one
very important tool as an alternative approach to analyze the security bounds of a cipher
[Mouha et al. 2011]. In particular, the MILP method is used to prove security against both
differential and linear cryptanalysis by means of solving a linear mixed integer program
which is directly connected to the working mechanism of the cipher. Since its intro-
duction, MILP has been used to prove the security of many ciphers, including SIMON,
PRESENT, LBlock [Sun et al. 2014], LIZARD [Karthika and Singh 2023], and Midori64
[Zhao et al. 2020].

Besides its use as a means of providing provable security, MILP based methods
have also been used in a variety of applications in modern cryptanalysis, such as searching
for integral distinguishers [Xiang et al. 2016] and looking for differential and linear trails
[Fu et al. 2016]. Moreover, much work has been done in improving the speed of the MILP
model [Zhou et al. 2019] as well as using it in cryptography design [Pal et al. 2023].



Therefore, since its introduction in 2011, the use of MILP models in the area
of cryptology has been relevant, which in turn justifies our choice of topic. However,
applying the MILP modeling from [Mouha et al. 2011] requires the underlying cipher to
have some properties. First of all, the cipher needs to be word-based (nibble, byte) and its
internal mechanisms being based on S-boxes, XOR operations, linear permutation and/or
three-forked branches. This is the case of AES and Enocoro, which were analyzed in the
original paper of [Mouha et al. 2011].

SQUARE [Daemen et al. 1997] is one classic cipher that is still relevant nowa-
days for being the precursor of the AES, as well as having introduced the SQUARE
attack - a type of cryptanalysis directed to AES-like ciphers, such as KIASU-BC
[Dobraunig et al. 2016] and Midori64 [Wardhana and Indarjani 2019]. The LED cipher
[Guo et al. 2011] is well known for being one of the first lightweight ciphers (Light En-
cryption Device), which are commonly used in Internet of Things and other embedded
systems, and for being target of extensive cryptanalysis since its creation although re-
maining secure. CLEFIA [Katagi and Moriai 2011] is also a lightweight cipher. In fact, it
is one of the standardized lightweight encryption algorithms of ISO/IEC 29192-2:2019.

Due to their relevancy, these three block ciphers will be the subject of this paper.
We will apply the MILP modeling to find the minimum number of active S-boxes that
should be activated during a differential/linear attack and compare with their original
security claims. MILP has also been applied before to light encryption device (LED)
and CLEFIA, but in another context. [Hadipour et al. 2022] applied MILP to get faster
distinguishes for LED (8 rounds) and CLEFIA (10 and 11 rounds) using the division
property and [Derbez and Lambin 2022] used MILP to attack 11 rounds of CLEFIA in
the key-recovery setting.

The rest of the paper is organized as follows. In Section 2, we describe the MILP
model from [Mouha et al. 2011] and how it is applied in the context of linear and dif-
ferential cryptanalysis. A brief description of SQUARE, LED and CLEFIA algorithms
focusing on the important mechanism required by MILP will be given in Section 3. Then,
in Section 4, we give the details on the application of the method in each algorithm, re-
porting the results and making appropriate comparisons. Section 5 concludes the paper
and give further directions of research.

2. The MILP model

Since its introduction by [Mouha et al. 2011], MILP modeling of ciphers has been ex-
tensively applied to prove security against linear and differential cryptanalysis in many
different encryption algorithms. One of the advantages of this method is its generality
and its adaptability. In particular, it can be applied to any word-based cipher constructed
using linear permutation layers, S-boxes, XOR operations and/or three-forked branches,
as is the case of Enocoro [Watanabe and Kaneko 2007] and AES.

Another important advantage of this technique is that the workload of the
cryptanalist is reduced to simply describing the cipher by means of linear equations ex-
pressing how the input and output chunks of words relate to each other. Once this step
is done, the equations, and restrictions generated by the internal mechanisms of the ci-
phers are put into a linear solver, and an integer linear equation representing the number
of active Sboxes is minimized. This gives us an almost automatic way of proving security



bounds against both linear and differential cryptanalysis.

It is also worth noting that there are other techniques suitable for finding the min-
imum number of active Sboxes in a cipher but MILP requires less programming efforts
from the cryptanalist (see [Mouha et al. 2011, page 3]).

We will give a brief idea of how the method works in the context of differential
cryptanalysis and refer to the reader to look at [Mouha et al. 2011] for more information.
To make the explanation clear we will describe the case where the input and output of the
operations in a cipher are represented in the level of bytes.

When working with differential cryptanalysis we are interested in the difference
of byte strings and a key concept for applying MILP is the difference vector. For a string
A = (Ag, Ay, ..., A, 1) of n bytes, the difference vector x = (zg, x1,...,%,_1) is such
that each x; = 0 if the byte A, = 0 and x; = 1 otherwise. This is because the only
important information here is whether the byte difference is zero or not, regardless of its
value.

All input and output variables of the ciphers are treated as unique variables, inde-
pendent of the round we are in (in case the cipher is based on rounds). For each operation
(linear transformation, XOR, etc) we have a set of equations describing it. Every opera-
tion involving input and output variables is analyzed, and possibly generates a restriction
involving these variables, which can be written in terms of inequalities. In the end, an
objective function involving only the input variables that enter the Sboxes is created.
Gathering these variables together with these inequalities and the objective function, we
can generate what is commonly known as a MILP problem, which we can type into one of
many available solvers and find out the answer. That answer tells us what is the minimum
number of active Sboxes that comprises with the working mechanisms of the cipher being
analyzed.

For a given operation O, let (z$ ,f ... x5 ) be the input differences and
o .0 0
(x

outr> Toutyr - - -+ Tout ) DE the corresponding output differences. Another useful concept
is of the differential branch number Bp. It is defined as the minimum of the sum of the
number of active bytes in the input and output of the operation, excluding the trivial case
where all input and output bytes are zero. It describes how the input and output bytes
are related in a certain operation. Using Bp and the input and output bytes of O, the

inequalities describing it in the MILP model are the following:
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where d© is a dummy binary variable, which is zero when all input and output is zero
and 1 otherwise. This is necessary to avoid the trivial case where all input and output
are zero and to avoid the resolution of several integer linear programs as was needed in
[Bogdanov 2011].

If O is the XOR operation, then B, = 2 and we can write the first inequality of
(1) as
x??ll + x??’u + x?utl Z 2d®7 (2)

where d? is the corresponding dummy variable. The equations describing a linear trans-
formation in a cipher are similar, except that the differential branching number changes
depending on the operation.

For the case of linear cryptanalysis we only need to change the differential branch
number (DBN) to the linear branch number (LBN) B} and also treat the three-forked
branch as an operation whose input and output variables need to be taken into account.

With this in mind, we describe in the next section a collection of algorithms that
we found suitable for the application of the MILP technique due to their structure not
only in terms of what operations they involve, but also in terms of how the algorithm is
applied.

3. Chosen block ciphers suitable for MILP applications

All of the following ciphers were chosen due to their academic relevancy and for having
two properties required for MILP to work.

The first required property is being word-based, which means that all operations
work only in a word to word level: there are no bit-wise shifts/rotations or bit-wise per-
mutations. For instance, if a cipher contains an XOR operation of two 8-bit words in a
given part and a 3-bit shift operation in another, than it is not word-based. Using words
of different size throughout the cipher is also unwanted.

The second property we need is having Sboxes as the only non-linearity source.
This means that the cipher’s design adds non-linearity through a function or lookup table
that substitutes a given input by an output in such a way that is non-linear. This is needed
because the MILP model intends to count the minimum number of such Sboxes that must
be activated in order to attack the cipher, either in a differential or a linear context. Other
sources of non-linearity cannot be dealt through this method nor can they be ignored by
it.

Therefore, we looked for the most relevant ciphers with these two properties that
were not already tested (which excluded the most prominent example, AES) and ended up
with two similar ciphers in design. The first one is the SQUARE cipher, well known for
being the predecessor of the Rijndael (AES), by the same authors [Daemen et al. 1997],
and for introducing the Square Attack, a new form of cryptanalysis at the time. The
second algorithm targeted is LED, one of the first in a class of block ciphers labeled as
lightweight which means that this cipher had software implementation speed as the main
focus, while still maintaining enough security to be used. While based on a different
design, the CLEFIA cipher also has the desired property of being word-based and using
S-boxes as the only non-linearity source. It is the security standard for the products of the



Sony company! and has been subjected to many different analysis by the cryptography
community since its introduction.

The following subsections describe the main mechanisms of each cipher and, since
the key schedule part does not play a role in the application of MILP, we leave it out of
the algorithm descriptions below.

3.1. SQUARE

The block cipher square was introduced in [Daemen et al. 1997] and it has block and key
length of 128 bits. Its design takes into account resistance against differential and linear
cryptanalysis. In terms of performance, careful choice of the building blocks was made
to allow for efficient implementations on many processors.

Each round of SQUARE comprises four different transformations. A linear trans-
formation applied separately to each state row, an Sbox (nonlinear transformation), a byte
transformation (basically interchanging of columns and rows of the state) and a bit-wise
round key addition. All of them operating on a 4 by 4 array of bytes.

The whole cipher SQUARE is defined as eight rounds which are applied after a
key addition.

3.2. LED

LED is a 64-bit block cipher dedicated to compact hardware implementation. It was pre-
sented in [Guo et al. 2011] and is based on the design principles of AES which allows
one to obtain simple bounds in terms of the number of active S-boxes during encryption.
Its design features the well known AES operations such as S-boxes, ShiftRows and Mix-
Columns. To understand the working mechanisms of LED, one can think of the cipher
state as arranged in a 4 by 4 grid where each nibble represents an element from G F'(24).
Field multiplication is done with the polynomial X*+ X +1. The initial state of the cipher
is a 4 by 4 grid whose entries are formed by the 16 four-bit nibbles of the message. The
cipher has no key-schedule and nibbles of subkeys are added to the state using bit-wise
exclusive-or. The key size can be either 64 or 128 bits and the number of steps during
encryption varies (8 applications of the step function for 64 bit and 12 applications for
128 bit key).

The step function is the core for encryption and it is defined as the application of
the AddConstants (bitwise shift applied just to some constants, which does not affect the
state), SubCells (applies S-Boxes to each state nible), ShiftRows (rotation of rows to the
left) and MixColumnsSerial (multiplication of array state vector by a matrix) operations in
order. The SubCells operation is the most important one since it is the one that introduces
non-linearity to the cipher. For more details see [Guo et al. 2011, Section 2.1].

3.3. CLEFIA

CLEFIA was presented in [Katagi and Moriai 2011]. It is a highly efficient block ci-
pher and achieves a good performance both in hardware and software. It has 128 bit
block size with key lengths of 128, 192 and 256. It is constructed based on a general-
ized Feistel structure using two 32 bit F functions at each round. These functions are

'Mttps://www.sony.net/Products/cryptography/clefia/. Accessed 06/06/2023.



different compared to traditional Feistel structure and they require more rounds. On the
other hand, the F-functions are smaller and plural F-functions can be processed simulta-
neously, surpassing the disadvantage of having more rounds. Two F functions are used in
each round, but they have the same design, except for the choice of the internal S-boxes.
The S-boxes are used to introduce non-linearity through the Diffusion Switching Mech-
anism, which led to strong resistance against certain attacks studied in the original paper
[Katagi and Moriai 2011].

In addition, CLEFIA allows for flexible implementation in both software and hard-
ware.

4. Results

In this section, we study the security of SQUARE, LED and CLEFIA against differential
and linear cryptanalysis through the semi-automated MILP technique. The reasoning for
choosing these algorithms is that they share two properties that are needed for applying
the original MILP method as was explained in the beginning of Section 3.

For each of these ciphers, the main objective was to obtain the MILP program
in such a way that a solver is able to find out what is the minimum number of Sboxes
needed to be activated for a differential or linear attack to be applied. Both SQUARE and
LED have the same MILP program for both linear and differential cryptanalysis because
the differential and linear branch numbers are equal for each operation of these ciphers,
as they are all SPNs. On the other hand, CLEFIA is a Feistel cipher, which implies the
presence of three-forked branch operations. This operation is only relevant for linear
cryptanalysis. We have a similar situation for the XOR operation, which is needed for
differential cryptanalysis but not for linear cryptanalysis.

In the following subsections, we describe and compare our results to the existing
literature. All of our tests were conducted by generating the MILP program of each rele-
vant number of rounds for each cipher. The resulting programs were then fed to the open-
source MILP solver SCIP [Bestuzheva et al. 2021] which returned the minimum amount
of Sboxes necessary for each of the aforementioned cases. For replication purposes, our
MILP programs as well as the results for the SCIP execution can be found at https:
//github.com/MfMhj3uNy5gfp4Z/MILP-results/tree/master.

We ran all tests on a AMD FX(tm)-8320 Eight-Core Processor 3.50 GHz and,
in general, the results were obtained in less than 20 seconds for up to 10 rounds for all
ciphers, ramping up to anywhere between 5 to 10 minutes for cipher LED and CLEFIA for
18 rounds. Since LED has 48 rounds, it lakes long periods of time to finish all of the above
19 rounds and thus, for any attempt to execute past a established time constraint given
by the available computational capacity we forcefully stopped the solver if the expected
results based on its design were already attained (see the observation in Table 2).

4.1. SQUARE

The SQUARE cipher was constructed with the famous wide trail design strategy
[Daemen 1995], in which the choices for the construction of the cipher are based in two
criteria:

1. The maximum difference propagation probability ¢ (security against differential



attacks), as well as linear propagation probability A (security against linear at-
tacks) of the chosen Sboxes must be as low as possible.
2. The linear parts must not leave any trail with few active Sboxes.

This design strategy has been used across the board in the creation of block ciphers
and specially Substitution Permutation Networks. The most prominent ones being the
SQUARE and Rijndael [Daemen and Rijmen 2002] ciphers. The latter became known as
AES and is the American national standard for symmetric encryption, as well as one of
the most used block ciphers in the world.

In this context, SQUARE presents an Sbox with § = 27% and A\ = 273, which
means that any attack that activates at least 22 Sboxes is unfeasible since it would imply
s = 232 plaintext-ciphertext pairs for a differential attack whereas there are only 2'%%
possible pairs for the SQUARE cipher.

As for a linear attack, at least 43 Sboxes need to be activated to make the attack

unfeasible, since 14z = 2'* is bigger than the available 2'?® pairs.

Table 1 shows our results on the cipher SQUARE. It is possible to notice that 4
rounds are enough to guarantee security against differential cryptanalysis and 6 rounds
suffices for resistance against linear cryptanalysis.

Table 1. Minimum amount of Sboxes to be active in any given differential or linear
attack for the SQUARE cipher, obtained through the MILP program.

#rounds | 1|23 4 | 5|6 |7 |8 |9 |10]|11]12
#Sboxes | 1 |59 (125]126|30|34|50|51 (55|59 |75

4.2. LED

The LED cipher is also termed as an AES-like cipher since it uses the same kind of oper-
ations as the AES. AES-like ciphers all use as basis the wide trail strategy. Therefore, we
should expect to find the same minimum Sboxes per round as the SQUARE. Furthermore,
the states and the branch numbers of the operations are remarkably similar.

The main difference though is that LED uses a 64 bit state divided into words of
size 4, also called nibbles. Consequently, the Sbox has to be different and, accordingly,
has different values for the differential probability 6 and linear probability A. The Sbox is
reused from the PRESENT cipher [Bogdanov et al. 2007] andithasd = 2 2and A\ = 277,

Since the block state has 64 bits, the maximum amount of plaintext-ciphertex pairs
to be used for an attack has to be at most 264, Table 2 shows that the threshold or number
of rounds for guaranteed security through the MILP method against differential attacks is
such that the corresponding minimum number of Sboxes s is given by - = 2% > 264,
The minimum number of rounds is 7 (22*3* = 268 > 264)  For the linear case, one has

35 = 27 > 264 and hence 4 rounds are enough (272 = 217 > 264),

Although we are handling the cipher as composed simply by rounds, it is actually
composed by steps, which in turn are composed of 4 consecutive rounds. The 64-bit key
version of LED has 6 steps while the 128-bit key version has 12 steps. Thus, using the
aforementioned calculations, LED needs two steps to be secure against differential attacks
and only one step to be secure against linear attacks.



Table 2. Minimum amount of Sboxes to be active in any given differential or lin-
ear attack for the LED cipher, obtained through the MILP program. These
results were obtained by the solver before finishing its entire search. Al-
though that means it would be theoretically possible finding a better re-
sult, the wide trails design strategy used to construct LED supports that

the best estimate could not be smaller than the ones obtained bellow.

# rounds | # Sboxes | #rounds | # Sboxes | # rounds | # Sboxes | # rounds | # Sboxes
1 1 13 76 25 151%* 37 226%*
2 5 14 80 26 155% 38 230%*
3 9 15 84 27 159* 39 234*
4 25 16 100 28 175% 40 250%
5 26 17 101 29 176%* 41 251%*
6 30 18 105 30 180%* 42 255%
7 34 19 109 31 184* 43 259%*
8 50 20 125% 32 200%* 44 275%
9 51 21 126* 33 201 45 276%*
10 55 22 130%* 34 205%* 46 280%*
11 59 23 134% 35 209%* 47 284
12 75 24 150%* 36 225% 48 300%*
4.3. CLEFIA

The CLEFIA cipher uses a different base structure in comparison to the other two ciphers
we have seen so far. While SQUARE and LED are Substitution Permutation Networks,
CLEFIA is a generalized Feistel cipher. Generalized Feistel ciphers characteristically
have their state divided into a power of two number d and only half of those are used as
input to a non-linear function /' whose output is XORed to the other half of the state.
Then, a simple rotation is applied to all parts in the state.

This internal structure implies that there are three-forked branches before the input
is sent to F'. This operation is relevant to the linear attack but not to the differential one,
which in turn contrasts with the XOR operation, that is relevant only to the differential
attack.

Notably though, Table 3 shows that both cases are remarkably similar, the only
difference being the minimum amount of Sboxes necessary for 6 rounds, in which dif-
ferential attacks need 12 Sboxes, while linear attacks require 11. This result was also
obtained by the authors [Katagi and Moriai 2011] through ad-hoc computational search.

CLEFIA also uses two Sboxes ( Sy and .S7) while both SQUARE and LED use
just one. For the Sbox Sy we have §; = 27457 and \y = 2743 and for S; we have
5, = A\ = 275, Since both are used in parallel, the analysis can become complex and
even gets outside the scope of the MILP method.

Therefore, we chose § = dg and A = A for all calculations, since they are the best
ones. This implies that we assume all Sboxes that are active are 5. Although unrealistic
in a practical sense, this still conforms to the main purpose of the method, which is to find
a lower bound to the number of rounds necessary to guarantee security.

We now use the same calculations as for SQUARE and LED to compute the



Table 3. Minimum amount of Sboxes to be active in any given differential or linear
attack for the CLEFIA cipher, obtained through the MILP program.

Differential Linear
# rounds | # Sboxes | # rounds | # Sboxes | # rounds | # Sboxes | # rounds | # Sboxes
1 0 10 18 1 0 10 18
2 1 11 20 2 1 11 20
3 2 12 24 3 2 12 24
4 6 13 24 4 6 13 24
5 8 14 25 5 8 14 25
6 12 15 26 6 11 15 26
7 12 16 30 7 12 16 30
8 13 17 32 8 13 17 32
9 14 18 36 9 14 18 36

minimum amount of rounds necessary. A CLEFIA block has 128 bits, thus any at-
tack that requires over 2'?® plaintext-ciphertext pairs is unfeasible. Then, the amount
of rounds is such that the associated minimum number of active Sboxes s conforms to

& = 24675 > 2128 for differential and 55 = 2*38%¢ > 2128 for linear attacks.

For the differential case, 16 rounds are enough, since it requires 30 Sboxes to carry
an attack which satisfies 246730 = 2140.1 > 9128 - Although the linear probability is lower

than the differential, the same amount of rounds is necessary for linear attacks as the same
30 Sboxes satisfy 243830 = 91314 > 9128

Besides the use of two Sboxes, CLEFIA also has two different linear operations,
which makes it harder to explore cancellations and thus increases the minimum amount of
Sboxes necessary to apply an attack. Unfortunately, the word-based MILP method lacks
flexibility to deal with these intricacies.

5. Conclusion

In this paper, we applied the MILP method to show proof of security against differential
and linear cryptanalysis for the ciphers SQUARE, LED and CLEFIA. All three algorithms
are secure as expected, SQUARE needing only 6 rounds to be safe against differential and
4 to be safe against linear, while LED needs 2 steps (7 rounds) for differential and 1 step
(4 rounds) for linear. CLEFIA requires 6 rounds to be secure from differential attacks and
11 for linear.

The results obtained here are consistent with the ones presented by the original
authors, i.e., the same minimum amounts of Sboxes expected are equal to the ones ob-
tained by our MILP model for all three ciphers. Indeed, the authors of both SQUARE and
LED got their results in a theoretical manner. Through the wide trail design strategy they
showed that the minimum amount of Sboxes grows in a fixed rate following a (1,4, 4, 16)
pattern (ex. LED with 4,5,6,7,8 rounds have 25, 26, 30, 34, 50 minimum Sboxes, which
agrees with the results of both Tables 2 and 1). On the other hand, the authors of CLEFIA
use a computer program to conduct an ad-hoc search to find the minimum amounts of
Sboxes, since it’s design does not have a theoretical result backing it up. Therefore, the
MILP model is a formidable tool for proving the security against linear and differential



cryptanalysis for certain types of ciphers.

Although the word-based MILP method is useful for some ciphers, its use is lim-
ited since it is unable to give a more accurate lower bound to the number of Sboxes for
more complex designs, such as the use of more than one linear operation in parallel in the
CLEFIA cipher.

For that reason, further research involves exploring more complete ways to de-
velop MILP programs, such as the use of the bitwise MILP method which is capable of
dealing with the intricacy of CLEFIA, as well as other ciphers that contain bitwise linear
operations, such as DES, ARIA, Twofish, FEAL and Serpent.
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Abstract. NTRU is one of the most important post-quantum cryptosystems
nowadays, based on polynomial rings with coefficients in Z.. Among its variants,
the ETRU cryptosystem utilizes Eisenstein integers Z|w|, where w is a primitive
cube root of unity. We explore this cryptosystem and introduce a new lattice
based on May’s technique, which proposes reducing the original lattice dimen-
sion to enable attacks with increased complexity. This new lattice allowed us
to recover the private key of the ETRU system for a dimension that was not yet
possible using current lattice reduction techniques over the original lattice.

1. Introduction

Public key cryptography, initially proposed by Diffie and Hellman [Diffie W 1976], led to
the development of various cryptographic systems, which currently protect a significant
portion of digital communication. With the advancement of quantum computing, these
classical public key cryptography algorithms like RSA [Rivest RL. 1978], elliptic curve
cryptography (ECC) [Neal 1987], and Digital Signature Algorithm (DSA) [NIST 2019],
are at risk of being broken in polynomial time by quantum computers using algorithms
like Shor’s [Shor 1994]. Post-quantum cryptography aims to ensure cryptographic secu-
rity in the era of quantum computing.

The Post-Quantum Cryptography Standardization [NIST ] is an initiative led by
the National Institute of Standards and Technology in the United States with the goal of
developing cryptographic standards that are secure against attacks from quantum com-
puters. As of the latest update, the process was in its third round, with a reduced list of
candidates considered for final standardization, including algorithms like Kyber, NTRU,
and Classic McEliece.

The NTRU system was introduced by Hoffstein, Pipher, and Silverman, is an
efficient public key cryptosystem based on polynomial rings with integer coefficients
[Hoffstein et al. 1998]. NTRU is notable for its arithmetic operations of quadratic com-
plexity, being significantly faster than RSA and ECC. It is based on the difficulty of solv-
ing certain lattice problems, such as finding the shortest vector in a convolutional lattice
[May A 2001], making it resistant to quantum attacks. However, NTRU may suffer from
decryption failures, although proper parameter selection can mitigate this issue.

Several variants of NTRU have been proposed to improve its security and effi-
ciency, such as GNTRU which uses Gaussian integers, CTRU which is based on binary
fields, QTRU using quaternion algebra, ETRU based on Eisenstein integers, among others
[Sonika Singh 2016].
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The ETRU system was introduced in [Monica Nevins 2010] as an extension of
the original NTRU. A subsequent work by [Katherine Jarvis 2015] highlighted its supe-
rior speed, smaller key sizes, and simplicity in binary messaging compared to NTRU.
Khaterine’s study also compared the efficiency and security of ETRU and NTRU against
meet-in-the-middle attacks and lattice attacks. In [Karbasi and Atani 2015], a new system
called ILTRU was introduced as an extension of ETRU, exploiting properties of structured
lattices to achieve high efficiency and security based on ideal lattices, with the established
hardness of R-SIS[Lyubashevsky and Micciancio 2009] and R-LWE[Regev 2009] prob-
lems.

Subsequently, [S. Lyu and Ling 2020] deepened the understanding of the charac-
teristics of algebraic lattices, emphasizing the appropriate design and performance limits
of reduction algorithms. [Zhu and Tian 2021] compare the performance and security of
NTRU and ETRU signature algorithms and argue that ETRU is faster.

On the security side of the ETRU system, [Katherine Jarvis 2015] proposed a lat-
tice base attack on the private key that requires using base reduction techniques over a
basis of dimension 4n, where n — 1 is the degree of the ETRU polynomials used to con-
struct the system. We extend the original attack by introducing a new lattice that has
vectors of smaller dimensions as was done in [May 1999] for the original NTRU sys-
tem. We observe through a simulation study that, even after reducing the original lattice
dimension, it is still possible to find the system’s private key. The proposed attack can,
in fact, recover the private key for n = 61 on a personal computer, something that was
currently not feasible using the original lattice from [Katherine Jarvis 2015]. This sug-
gests that ETRU has a lower level of security than expected by using its original lattice,
highlighting the need for further analysis when choosing its parameter to ensure adequate
security.

The rest of the paper is organized as follows. In Section 2 we introduce the NTRU
system and in Section 3 its ETRU variant. The proposed key recovery attack using a
lattice with a smaller dimension is developed in Section 4 and Section 5 concludes giving
directions for further research.

2. The NTRU Cryptosystem

The NTRU public key cryptosystem depends on three integer parameters (n, p, ) such
thatn > 1, ged(n, q) = ged(p, q) = 1 and ¢ is much larger than p. The primary arithmetic
operations in the NTRU cryptosystem involve computations over polynomials defined in
the rings R, R, and R, as follows:

2kl E2 (D]

ey T ey

It can be observed that the ring R is associated with the other two rings. Specifi-
cally, for any polynomial a(x) in R, it can be associated with an element in R, or R, by
reducing its coefficients modulo p or ¢, respectively.

A polynomial a(z) € R is termed a ternary polynomial if its coefficients belong
to the set {—1,0, 1}. In addition, a(x) can be associated with an element in R, or R, by
reducing its coefficients modulo p or ¢, respectively

2
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Given d; and d; positive integers. We define 7 (dy, dy) as the subset of ternary
polynomial in R as follows:

a(z) € R,
a(x) has d; coefficients equal to 1,

T(dy,ds) =

a(x) has ds coefficients equal to —1,

remaining coefficients of a(x) are 0.

In the NTRU cryptosystem, operating with parameters (n, p, g, d), key generation,
encryption and decryption are defined as follows:

1. Key Generation: Generate two ternary polynomials at random, f(z) € T (d +
1,d) and g(z) € T (d,d) such that there exist two polynomials f,(z) € R, and
fq(x) € R, satistying f(x)f,(x) =1 € R, and f(x)f,(x) = 1 € R, Then
compute the polynomial:

h(z) = f,(z) % g(x) € Ry,

where * denotes polynomial multiplication in R, i.e., a cyclic convolution prod-
uct as defined in [Hoffstein et al. 1998, Section 1.1]. The polynomial h(z) is the
public key and the pair (f(z), f,(z)) is the private key.

2. Encryption: Let m(x) € R, be a plaintext and choose, at random, a ternary
polynomial r(z) € T (d,d). The encrypted message is:

e(x) = ph(z) xr(x) + m(zr) mod q.
Notice that the ciphertext e(z) belongs to the ring R,,.

3. Decryption: To decrypt the ciphertext first compute:
a(x) = f(x) xe(r) mod q.
Then the reduction modulo p gives the desired plaintext

b(z) = fo(z) *a(zr) mod p.

Due to the randomness of the polynomial r(x), NTRU operates as a probabilistic
cryptosystem. This means that a message m(x) can be encrypted into multiple cipher-
texts ph(x) - r(z) + m(x), each depending on the particular instance of r(z). However,
this introduces a potential vulnerability in the NTRU cryptosystem, as certain cipher-
texts may fail to decrypt correctly back to the original message, a scenario referred to as
decryption failure. Attacks documented in the literature exploit such decryption fail-
ures [Howgrave-Graham et al. 2003, Gama and Nguyen 2007, Jaulmes and Joux 2000],
underscoring the necessity for careful parameter selection.

3. The ETRU Cryptosystem

ETRU is a lattice-based cryptosystem which is a variant of NTRU, constructed using
truncated polynomials with coefficients in the ring of Eisenstein integers Z[w]. The ring
of Eisenstein integers is the set of complex numbers of the form a + bw with a,b € Z,
where w is a primitive cube root of unity.
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3.1. Describing ETRU

Let ¢ be a nonzero element of Z[w]. The set (q) = {rq | r € Z|w]} forms the ideal in Z[w]
generated by ¢. Denote by Z,[w] the set of residue classes of the quotient ring Z[w]/{q).
For instance, Zs|w] represents a field with four elements, namely, {0, 1,w,w + 1}. For
any z = a + bw € Z[w] we can define its norm by

2| = a* — ab + b*.

To reduce the probability of decryption failure, we shall represent the set of
residues centered around 0, i.e., for an integer n, we have

—1 —1
{_” ol } if 1 is odd,

Zy = 2 2
{_34_1,.-- ,g} if n is even.

To set the ETRU parameters, we initially select two relatively prime elements
in Z|w|, p and ¢ such that |¢| is much larger than |p|. This is necessary to make the
polynomial inversion algorithms modulo p and ¢ more efficient. It is preferable to choose
both elements as primes or powers of primes. We choose a positive integer n (preferably
prime) and set:

Zlwl[x] _ Zyw][a]
(2" = 1)’ =1y

Zy|w][2]

" @ =1

Ry = 6]

Note that an element f € R is a polynomial fo + fix + ...+ f,_12" ! where each
coefficient f; is an Eisenstein integer f; = a; + b;w. Similarly, a polynomial f € R, (or
R,) if and only if each coefficient f; € Z,[w]| (or Z,[w]). We define a rotation of f € R
as the polynomial

J,’kf(l‘) = fol’k + f1$k+1 + ...+ fn_ll’nJrkil S R,

for an integer k € Z.

We’ve chosen p = 2 throughout the process, which offers numerous advantages in
encoding binary messages into elements of R, as mentioned in [Katherine Jarvis 2015].

Fixing 0 < r < 1, we define the sets L;, £,, and L, of polynomials as the
subsets of R containing approximately nr non-zero coefficients selected from the set
pe = {£1, +w, +w?} of units of Z|w] as follows.

Let k be the nearest integer to nr. The polynomials in £ consist of all polynomi-
als with £ nonzero entries.

The polynomials in £, and L, should be divisible by  — 1 modulo ¢. To achieve
this, we select s, the nearest multiple of three to rn, and randomly pick s tuples of coef-
ficients, each being +-{1,w, w?}. These tuples are then distributed across the coefficients
while preserving the order of the chosen tuples.

For fixed n, p, g,r key generation, encryption and decryption in the ETRU system
work as follows:
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1. Key Generation: To generate the keys, choose two random polynomials f(x) €
L and g(x) € L,. The polynomial f(z) must have inverses mod p and mod g.
Let f,(z) € R, and f,(x) € R, be the inverses of f(z) under mod p and mod g,
respectively. Thus, f,(z) - f(x) =1 mod pand f,(z) - f(x) =1 mod g. Then,
calculate h(z) = f,(z) - g(x) mod gq.

The pair of polynomials (f(z), f,(x)) is the private key and the polynomial h(x)
is the public key in the ETRU cryptosystem.

2. Encryption: To encrypt a message m(x) € R, we first choose a random polyno-
mial p(x) € L, and then compute:

e(z) = pp(x) - h(z) + m(z)  mod ¢
The polynomial e(z) € R, is the ciphertext.

3. Decryption: To decrypt the ciphertext e(z) compute:
alw) = f(z) - e(x) mod q
m(z) = fy(x)-a(x) mod p

We claim that the polynomial m is the original message that was encrypted above.
In fact,

a(x) = f(x)-e(x) mod g
= f(x) - (pe(z) - h(x) +m(z)) mod ¢
=pf(@) - o(x) - h(z)+ f(z) -m(zr) modq
The last equation holds if the coefficients of pf - - h+ f - m are sufficiently small
such that their values remain unchanged when reduced mod ¢q. Now we compute

fo(x) -alx)  mod p
fo(x) - (pf () - o(2) - h(x) + f(2) - m(x)) mod p
() () p(x) - W) + fp(x) - f(z) - m(z) mod p
+ @) - f(2)

=m(x) modp

-m(z) mod p

In the next Section, we show how a key recovery attack is constructed for the
ETRU system using lattices. After that, we introduced a new lattice that has a smaller
dimension and can still be used for attacking the ETRU private key.

4. Key recovery attack

The coefficients of the public key h(z) satisfy f(x) x h(z) = g(x) mod q. Thus, we can
attack ETRU by solving this equivalence similarly to how we attack NTRU using lattices
([Hoffstein et al. 1998, Section 3.4]).

In the case of ETRU, a key h(z) with parameters (n,q,p,r) generates a
4n—dimensional lattice as we will show bellow. The vector corresponding to the pair
of private keys (f, g) is a short vector in this lattice (in terms of the Euclidean norm), and
therefore, we could discover the private key by finding a sufficiently short vector in the lat-
tice. To achieve this, we use lattice basis reduction techniques, such as the LLL (Lenstra-
Lenstra-Lovasz) algorithm [Lenstra et al. 1982] or the BKZ (Block Korkin-Zolotarev) al-
gorithm [Chen and Nguyen 2011].



Anais do SBSeg 2024 Artigos Completos

4.1. ETRU lattice
Consider the isomorphism of additive groups ¢ : Z[w] — Z? given by
p(a) = p(a+bw) = (a,b).

For each element « € Z[w|, we define the matrix («) that performs right multiplication in

e
@=14 ")

Let M be an n x n matrix with entries in Z[w]. We define (M) as the 2n x 2n
matrix over Z by replacing each entry a;; of M with (a;;). Similarly, for any polynomial
f € R, we define (f) as the application of the same operation over each coefficient of f.

For a given public key h for the ETRU system with parameters (n, ¢, p,7), let H
represent the matrix formed by the coefficients of A and its n — 1 rotations. Therefore,

()

(zh)
Hy=|
(z"~h)
Then, the lattice of ETRU is defined as follows
L, (H)
L = , 2
ETRU |: 0 <qI2n>:| ( )

where [5,, is the 2n-dimensional identity matrix.

In ETRU, the private keys are associated with short vectors within L gy Indeed,
the target vector (f, g) containing the private key associated with h, can be written as
a linear combination of the rows of the matrix Lgrry from (2)([Monica Nevins 2010,
Section 8.1]). In other words, ( f, g) belongs to the lattice generated by Lgrgy.

Using Gaussian heuristic [Nguyen 2010], the shortest vector expected from a lat-
tice L of dimension N has length:

N
= /=—vY  where v = det(L).
2me

Thus, the shortest expected vector of the lattice Lgrry of dimension 4n has

length:
[ 4n n [ AN 9 /an [2n|q
ZETRU — —U1/4 — _|q|2 /4 _ ‘ ’
2me 2me e

The keys f and g each have rn non-zero entries in pg = {+1, +w, +w?}. In the
lattice, each coefficient is viewed as {(£1,0), (0, £1), (£1, £1)}. Thus, the norm of the

target vector (f, g) lies between v/2rn and v/4rn.

In cases where the norm of a vector (f, ¢g) is maximized and the |¢| is sufficiently
large, we obtain v/4rn, which remains smaller than the expected shortest vector in the
lattice. Hence, the likelihood of the pair (f, g) being found in the reduced basis lattice is
high.
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4.2. New ETRU lattice attack

The use of the BKZ (Block Korkin-Zolotarev) algorithm for lattice basis reduction be-
comes ineffective as the lattice dimension increases. This is because the execution time
and complexity of BKZ grow exponentially with the dimension. To deal with this, we can
apply May’s idea [May 1999], which proposes reducing the lattice dimension. Specifi-
cally, May’s idea involves cutting some coordinates of the vector g to reduce the prob-
lem’s dimension for the NTRU system of [Hoffstein et al. 1998]. In what follows, we
adapt this idea to attack the ETRU system in dimensions larger than those possible so far
with the original lattice from (2).

Given the public key % and the corresponding lattice L g1 ry, we can define a new
lattice L’ypp,; by excluding & < 2n columns from the submatrix (H). Let (H); be the
columns of (H) that are kept. The new lattice L', can be expressed as:

/ _ ]271 <H>k
Lgrry = [ 0 (qlon_s) 3)

Thus, the shortest expected vector of the lattice L’ 5, of dimension 4n — k has a
length of:

dn — kvl/(élnfk)
2me

/ 2n—k
lprry = where v = |g|#—*

Let gi be the polynomial g with k£ coordinates removed. If k£ < rn, the norm of
the target vector (f, gx) lies between v/2rn and v/4rn. If k > rn, the shortest vector has
a norm smaller than v/4rn.

[May 1999]’s attack works since the truncated short vector (lets say by remov-
ing the last coefficients of the g polynomial) is still a linear combination of the lattice
vectors (truncated at the same positions that we removed from g). In fact, one could sim-
ply choose k coefficients of the polynomial g and remove it to create a new lattice and
solve the SVP problem. This approach speeds up the search for the shortest vectors since
the computational time for running BKZ is roughly proportional to the dimension of the
lattice.

Removing columns to reduce the dimension of the lattice L’;; 5, may introduce
some inaccuracies in the lattice structure. However, for specific values of the parameters
n and g, this approximation is still effective for identifying short vectors that correspond
to the private keys (f, gx ). Therefore, despite the introduced inaccuracies, the reduced lat-
tice remains sufficiently informative to enable the identification of the private keys. The
dimension of the reduced lattice L’;; . although this approximation introduces some
inaccuracies, for certain values of n and q it is sufficient to find a short vector that corre-
sponds to the private keys (f, gx).

The removal of columns can be done randomly, but the effectiveness of this attack
can vary significantly depending on which columns are removed. The goal of May’s
attack is to reduce the dimension of the lattice without losing the vectors that contain
the necessary information for the attack. If the wrong columns are chosen, the resulting
reduced lattice may not exhibit the properties needed for a successful attack. In this work,
the exclusion of the columns was done on the right side of the matrix (H).

7
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Algorithm to find the private key:

Input: Integers n, g, a public key A for the ETRU system and a cut parameter
k> 0.
Output: A set of potential private keys f* corresponding to h.

1. Use h,q,n and k to construct the corresponding lattice Lirgy from (3). This is a
matrix where the upper right corner is formed by the coefficients of the polynomial
h where every line is just a circular shift by one of the previous line.

2. Apply the BKZ algorithm to reduce the lattice basis and get a matrix L
dimension 4n x (4n — k).

3. Use the first 2n coordinates of every line of L/ .. to construct a list of vectors.

3. For each vector in the list of vectors from step 3 and each value r €
{0,1,2,...,2n — 1}, create a list of potential keys by rotating the vector r po-
sitions.

/

reduced of

4.3. Experimental results

In [Monica Nevins 2010], the BKZ algorithm was applied to find a vector with the same
norm as the target vector (f, g) corresponding to the private key of the ETRU system,
in order to assess its security against lattice attacks. The results reported in their paper
showed the viability of the attack for a fixed ¢ = 383 and n < 57. In the highest degree
achieve, i.e., n = 57, the success rate of the attack is about 20% percent. The authors
reported that after n = 57, the BKZ attack using the original ETRU lattice from (2)
consistently fails and we also observed this phenomenon in our simulation studies when
trying to run for n > 57.

To go beyond n = 57, our strategy is to use the new lattice developed in Sec-
tion 4.2. With a £ > 0, the lattice dimension drops from 4n to 4n — k and we can hope to
successfully execute BKZ in order to find the private key pair.

The results are reported in Table 1 where for each value of n € {41,47,57,61}
and the BKZ block used to run the attack. We report the value k£ used for cutting the
dimension of the lattice and the success rate of the attack in 100 experiments, usually for
k € {1,...,2n — 1} The time to run the attack is closely related to the lattice dimension
4n — k and the BKZ block. For small values of n we can use a block of 10 in the BKZ
algorithm and it works for finding the private key. On the other hand, for n = 57 and
61 we needed to increase the block to 20, since running BKZ with a block of 10 did not
succeeded in finding the private key.

For n = 41, running the attack with a cut of 59 already returned a success rate of
1%, in which case the dimension of the lattice decrease from 164 to 105, which is a great
improvement in the complexity of the attack and shows the usefulness of [May 1999]’s
idea. When we decrease the cut to 50 the success rate drastically increases to 69% and it
achieves 100% for a cut of 21.

For the case where n = 61 we experimented with k& € {30,31,2n — 1}, since
running BKZ in the lattice L’ with & < 30 is very likely to fail. For £ = 41 and
in case BKZ runs without error, the average time taken per experiment is less than 2
minutes. For each experiment we generated a new key pair and applied the algorithm
of Section 4.2, recording whether or not we found the correct key in the list of potential
keys f*. Out of 100 independent experiments, we found the correct key in 3 of them,

8
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n 41 47 57 61
BKZ block 10 10 20 20

54(6%) | 54(3%) | 59 (1%) | 49 (1%)
50 (69%) | 50 (53%) | 50 (51%) | 45 (%)
43 (94%) | 43 (88%) | 45 (94%) *
21 (100%) | 27 (96%) *

cut k& (sucess)

*

Table 1. Matrix NTRU private key attack for varying » and fixed ¢ = 383. For some
cut values we reported the sucess rate of the attack over 100 experiments.

indicating the usefulness of the L’ 5, lattice in finding the private key. To run the attack
successfully we needed to use a BKZ block of 20, which slows the basis reduction process
but has the advantage of returning a shorter basis for the lattice. The success rate of
the algorithm decreases as we increase the value of n, and this is due to the fact that
running BKZ would need more computational resources. On the other hand, the attack
presented here shows that the dimension reduction can be used to improve BKZ in this
setup. This means that we do not need to work with the complete ETRU lattice to find
the private key and this should be taken into account when analyzing its real security
against lattice attack in a similar way that was done for the NTRU NIST submission in
[Daniel J. Bernstein et al. 2024].

5. Conclusion

The experimental results indicate that the approach using the new lattice developed based
on May’s technique is promising for extending the feasibility of key recovery attacks on
the ETRU system to larger dimensions.

With this new lattice, we were able to find the private key in some of the simu-
lations conducted for a dimension of n = 61, which was not possible using the current
lattice reduction techniques on the original lattice. This suggests that the dimension re-
duction of the lattice can be a valid attack strategy, paving the way for future investigations
and improvements.

However, it is important to note that the use of a larger BKZ block resulted in a
significant reduction in the algorithm’s running time, and despite the observed improve-
ments, we encountered limitations imposed by the scalability of the BKZ algorithm in
larger dimensions.

Therefore, for future directions, it would be interesting to explore how advanced
basis reduction techniques, such as the BKZ algorithm, can be adapted to take full advan-
tage of this modified lattice. Additionally, the development of an algebraic BKZ using
(see [Lyu et al. 2020]) the new lattice could be a promising area for future research.
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Lattice Basis Reduction Attack on Matrix NTRU

Thiago do Régo Sousa’, Tertuliano Souza Neto'

LCEPESC, Brasilia - DF

Abstract. NTRU is one of the most important post-quantum cryptosystems
nowadays and since its introduction several variants have been proposed in the
literature. In particular, the Matrix NTRU is a variant which replaces the NTRU
polynomials by integer matrices. In this work, we develop a lattice-based re-
duction attack on the Matrix NTRU cryptosystem that allows us to recover the
plaintext. We also show that this system is completely vulnerable to the pro-
posed attack for parameters that could be used in practice. In addition, we give
sufficient conditions to avoid decryption failure for the Matrix NTRU.

1. Introduction

Quantum computers are now a reality and if large-scale ones are built, they could break
most of the public key cryptosystems used currently. That is one of the reasons that
research on post-quantum systems (cryptographic systems underpinned on mathematical
problems that are intractable by both quantum and conventional computers) has taken off
in the last decades.

In 2016, the National Institute of Standards and Technology (NIST) started a
public process for the standardization of post quantum algorithms that could be used
to interoperate with existing communications protocols and networks currently used.
One of the main mathematical problem underpinning such system is the shortest vec-
tor problem (SVP), which aims at finding a shortest vector in a structure called lat-
tice (see [Silverman et al. 2008]).Two lattice-based systems have progressed significantly
in the NIST Post-Quantum Cryptography standardization process [NIST ]: the NTRU
[Chen et al. 2020] and the NTRU Prime systems [Daniel J. Bernstein et al. 2024], both
based on the original NTRU system from [Hoffstein et al. 1998].

The NTRU system was presented in 1996 to the cryptographic community dur-
ing the CRYPTO 96 rump session. Since its introduction, the NTRU system has been
extensively analyzed and extended in many different ways. Interesting review arti-
cles containing a wealth of examples and references include [Singh and Padhye 2016,
Salleh and Kamarulhaili 2020] and [Mittal and Ramkumar 2022]. NTRU is based on
modular algebra of polynomials in specific rings and such generalizations range from
changing the polynomial coefficients to using matrix structures.

The first NTRU generalization wusing matrices was introduced in
[Coglianese and Goi 2005], where key generation, encryption and decryption oper-
ate over matrices whose entries are polynomials. In 2008, [Nayak et al. 2008] proposed
a matrix-based system as a variant of NTRU using only matrices with integer entries,
replacing the arithmetic of truncated polynomials with a simple modular arithmetic on
matrices. This new system, called matrix NTRU, was subject to some further analysis
and even suggested for real data applications. Indeed, [Kumar et al. 2013] presented a
framework for deploying matrix NTRU in real data applications.

1
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Since its introduction the matrix NTRU has attracted some attention. A compar-
ative study regarding speed and key sizes was performed in [Nayak et al. 2012] showing
that matrix NTRU was faster than the classical NTRU for short dimensions. In addition,
[Nayak et al. 2012] argue that matrix NTRU was more secure than the classical NTRU
since matrices are noncommutative. However, we will show that the matrix NTRU sys-
tem is seriously affected by the lattice attack developed in Section 5. This demonstrates
that the matrix NTRU is far weaker than the classical NTRU system for comparable
key sizes, contrary to what was accredited in the literature (see [Nayak et al. 2012] and
[Kumar et al. 2013]).

Subsequent works on the matrix NTRU focused on expanding the key space
and on eliminating restrictions on the matrices representing the public key by us-
ing Gram-Schmidt orthogonalization and companion matrices ([Luo and Lin 2011,
Tripathi et al. 2016, Mamdikar et al. 2018]).

With regards to the system’s security, [Nayak et al. 2011] applied a reaction
type attack to matrix NTRU, by adapting the results of the original attack presented in
[Hall et al. 1999] for the NTRU system. In addition, a meet in the middle attack was
recently presented in [Wijayanti et al. 2023]. However, the simulation studies presented
in these works only show the performance of the aforementioned attacks for very low
dimensions of the matrix NTRU, which cannot be used in practice.

Our main contribution to matrix NTRU is in developing a lattice-based attack and
analyse its resistance in dimensions much higher than the ones suggested for practical
applications in [Kumar et al. 2013]. We will show in Section 5 how this attack can recover
the private key (up to a permutation). In addition, this attack is further used to construct a
message recovery attack that works for a dimension of the system of up to 110. According
to [Nayak et al. 2012], a matrix NTRU system such as this is equivalent to an NTRU
system using polynomials of degree 1102, which is not even close to being broken by
lattice-based techniques ([Chen et al. 2020]).

In addition to the lattice attack, we also analyse the decryption failure rate of the
matrix NTRU. The results of Proposition 2 give sufficient conditions that depend only on
the system’s public parameters to avoid decryption failure.

The rest of the paper is organized as follows. In Section 2, we describe the NTRU
cryptosystem in details and a brief description of Matrix NTRU is given in Section 3.
Sufficient conditions to avoid decryption failure for the Matrix NTRU are also presented
in this section. Then, in Section 4, we construct the lattice structure associated with the
matrix NTRU and report the results of an attack to recover the private key. This attack is
further refined in Section 5 to construct a message recovery type attack that works for a
dimension of up to n? = 110? on a personal computer. The results of the previous section
are summarized in Section 6 where we explain why the Matrix NTRU is far weaker than
the NTRU cryptosystem concerning the lattice attack.

2. The NTRU Cryptosystem

Let n and p be prime numbers. Let ¢ > 1 be an integer such that (n,q¢) = (p,q) = 1. The
main arithmetic operations in the NTRU cryptosystem are calculations over polynomials
defined over the rings I, R, e R, defined as:

2
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We can notice that the ring R is related to the other two. In fact, for every a(x)
in R, we can identify it to an element in R, or R, by applying reduction modulo p or g,
respectively, over the coefficients of a(z). We say that a(x) is a ternary polynomial if its
coefficients lie in the set {—1,0, 1}.

The NTRU cryptosystem works as follows.

1. Key Generation: Alice chooses two ternary polynomials at random, namely, f(z)
and g(x). Next, Alice tries to compute the inverse of f over the rings R, R,, i.e,
fo(z) = f(z)"' € R, and f,(z) = f(x)~! € R, until she succeeds. Finally, she
computes the polynomial

h(z) = fy(x) x g(x) € Ry,

where * denotes polynomial multiplication in R, i.e., a cyclic convolution product
as defined in [Hoffstein et al. 1998, Section 1.1] The polynomial A(x) is Alice’s
public key and the pair (f(z), f,(z)) is her private key.

2. Encryption: Suppose Bob wants to send an encrypted message to Alice and let
m(z) € R, be Bob’s plaintext. Next, Bob chooses, at random, a ternary polyno-
mial r(x) and computes

e(z) = ph(z) xr(z) + m(z) mod gq.

Notice that Bob’s ciphertext e(z) is an element of the ring R,,.
3. Decryption: Once Alice receives Bob’s ciphertext e(z), she starts the decryption
process by computing

a(x) = f(z) xe(r) mod g.
Then the reduction modulo p gives the desired plaintext

b(z) = fo(z) *a(zr) mod p.

Because of the randomness of the polynomial r(z), NTRU is a probabilistic cryp-
tosystem, since a message m(x) can be encrypted to several ciphertexts ph(z) x r(z) +
m(z), depending on each instance of (). However, in doing so, we can introduce a vul-
nerability into the NTRU cryptosystem, since some ciphertext may not decrypt correctly
to the original message, a phenomenon known as a decryption failure. Some attacks in
the literature take advantage of these decryption failures [Howgrave-Graham et al. 2003,
Gama and Nguyen 2007, Jaulmes and Joux 2000] and therefore we should choose the pa-
rameters carefully.

3. The Matrix NTRU Cryptosystem
Let p be a prime number and ¢ >> p an integer such that (p, q) = 1. Let

aip ... Qip

A=

Ap1 - .. Qpp
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be an n x n matrix whose entries are integer numbers, that is, A € M, (Z). In a similar
way we have done before with polynomials, we say that A is a ternary matrix if all of its
entries lie in the set {—1,0—, 1}.

We say that A is reduced modulo p, denoted as A mod p, if every entry of A is
reduced modulo p. Therefore

a;; modp ... ay, modp
A modp=

a,1y modp ... a,, modp

Notice that, in the latter case, we can view matrix A as an element of the ring M, (F,).
In this work, we are going to consider the center lift operation modulo p and ¢ in the
decryption process. In that case, it can be useful to consider a noncanonical representation
of the elements on the rings. Therefore, when we are dealing with a prime modulus, we

have 1
— -1
F,=¢-2—= .12
2 2

and for a composite number, we have

Zq:{—ngl,...,g}.

Modular arithmetic over the rings M,,(F,) and M,,(Z,) is what underpins the Ma-
trix NTRU system. In such rings we can add, subtract and multiply matrices in the same
way we have done with matrices over the field of real numbers. However, in order to in-
vert a matrix in M, (IF,) we have to be sure that p and the determinant of A are relatively
prime [Jacques-Garcia et al. 2022, Wijayanti et al. 2023]. If that is the case, then there
exists a (unique) matrix B such that AB = BA = [ in M, (F,), where I is the identity
matrix. The matrix B is called the inverse of A modulo p and denoted A~ mod p.

The matrix NTRU system works as follows.

1. Key generation: In the Matrix NTRU cryptosystem, the private and public keys
are n X n matrices. First, we choose a pair of ternary matrices F, G such that F’
mod p and F' mod ¢ are invertible in M, (F,) and M, (Z,), respectively. Then
we compute the matrices F), and F,, where F,, = F~! mod p and F, = F~!
mod g. The pair F', F, is the private key and the parameters F', G, I}, I, should be
kept in secret. Now, we can compute the public key by performing the calculation

H =pF,G mod q.

2. Encryption:To encrypt a message, we encode it as a matrix M € M, (F,) and
choose a ternary matrix R € M,,(Z), at random. Now, we compute the ciphertext
as

E=HR+ M mod q.

3. Decryption: To decrypt, we compute

A=FFE mod g,

4
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where F' is the private key we saw previously. Next, we reduce A modulo p and
compute
B =F,A mod p.

If everything went well, the matrix B will be precisely the message M we started
with before the application of the encryption function.

However, depending on the parameters selection, we can have errors when
operating on Matrix NTRU, just as we have when dealing with NTRU cryptosystem.
Sometimes, the matrices B and M can be different and we say there is a decryption
failure if that is the case. We notice that the authors [Nayak et al. 2008] did not address
that question. However, it turns out that this is an important issue concerning any
probabilistic cryptosystem. To fill such a lack in their proposed algorithm, we prove
the following result, which shows that there are parameter selections to prevent failure
decryption on Matrix NTRU.

Proposition 1. Suppose that p, q and n are fixed parameters for the Matrix NTRU defined
above. If n(3p—1) < q, then any ciphertext E resulting from the encryption of a message
M with private key F', decrypts correctly to M.

Proof. During decryption, one computes

A=FFE modq
=F(HR+ M) modq
=FHR+ FM mod q (1)
=pFF,GR+ FM modq
=pGR+ FM mod gq.

Following the same arguments as in the proof of Proposition 6.48 in
[Silverman et al. 2008], we need to bound the largest coefficient (in modulus) of
each entry of the matrix pGR + FM computed exactly (without module ¢). For
decryption to work, the above matrix should have entries whose absolute value does
not exceed ¢/2. Since every entry of the matrices G and R lie in {—1,0, 1}, the largest
possible entry of the product G R is upper bounded by n. On the other hand, the matrix
M has coefficients between —(p — 1)/2 and (p — 1)/2 and F has coefficients lying in
{—1,0, 1}. Therefore, all coefficients of the product F'M can be bounded by n(p — 1)/2.
Finally, the entries of the matrix pGR + F'M are all upper bounded in module by
np +n(p —1)/2 = n(3p — 1)/2. Under the assumption of the proposition, this can be
further bounded by ¢/2 which will ensure correct decryption of the ciphertext. [

We implemented the Matrix NTRU in [Team 2024] and assessed the decryption
failure rate for a set of different parameters. Table 1 shows the results:

4. Lattice attack on the private key

In the following section we show how the problem of finding the private key F' of the
matrix NTRU system is connected to solving a well-known problem in lattices, namely
finding the shortest vector in a lattice. A lattice can be defined in the following way.
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Table 1. Decryption failure estimated probability for the Matrix NTRU system for
fixed p = 3 and varying » and ¢. For each parameter setting a new key and
message were generated and encrypted. Results present the proportion of
messages decrypted correctly over 10000 repetitions.

q

n 32 64 79 128 256 307 512 701 1024 2048 4096
51 0.008 0 0 0 0 0 0 0 0 0 0
10 | 0.775 0 0 0 0 0 0 0 0 0 0
20 1 0.210 0.008 0 0 0 0 0 0 0 0
30 1 0989 0.397 0 0 0 0 0 0 0 0
40 1 I 0.989 0.002 0 0 0 0 0 0 0
50 1 1 1 0.039 0 0 0 0 0 0 0
60 1 1 1 0.257 0 0 0 0 0 0 0
70 1 1 1 0.734 0 0 0 0 0 0 0
80 1 1 1 0.984 0 0 0 0 0 0 0
90 1 1 1 1 0 0 0 0 0 0 0
100 1 1 1 1 0 0 0 0 0 0 0
110 1 1 1 1 0 0 0 0 0 0 0

Definition 1. ([Silverman et al. 2008, Section 6.4]) Let fi,..., f, € R" be a set of lin-
early independent vectors. The lattice L generated by f, ..., f, is the set of linear com-
binations of fi,..., f, with coefficients in Z,

L:{alfl—i——l—anfnoq,,oznGZ} (2)

The set of vectors fi,..., f, is called the lattice basis and it is usual to stack
them into a matrix and work with the matrix as being the lattice basis that generates
L. A fundamental problem in lattice is finding a shortest nonzero vector in the lattice
which minimizes the Euclidean norm ||f||. This is called the shortest vector problem
(SVP). It is important to notice that the SVP problem asks for a shortest vector and not
the shortest vector since e.g. f and — f have the same Euclidean norm. According to
[Silverman et al. 2008] Finding a solution for the SVP problem can be used to break
various cryptosystems, in particular the NTRU system from Section 2 (for certain
parameters) and as we will show next how it can be used to finding the private key
F' in the matrix NTRU system. It is worth noticing that the current version of NTRU
submitted to NISTs post quantum competition [Chen et al. 2020] have parameters that
avoid private key attacks with current computational resources and it is practical. On the
other hand, the matrix NTRU variant has a serious vulnerability in its construction, that
makes it breakable for quite high values of parameters that could be used in practice.

Proposition 2. Let F,G be the private keys and let H be the public key of the matrix
NTRU with parameters n, p, q. Let (fi, gr) be the k-th line of F' and G respectively and
p~! be the inverse of p module q. Then, (fy, gi) belongs to the lattice generated by the
lines of the 2n x 2n block matrix

(1, pilH
o )
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where I, is the n dimensional identity matrix and 0,, is the n dimensional zero matrix. In
other words, the unknown vector ( fi, gi) can be written as an integer linear combination
of the lines of L (which has only known quantities).

Proof. The public key is defined as H = pF;,G, where p and ¢ are coprime, and F' and
G are the private keys created during the key generation step. Multiplying both sides of
the above equation by Fp~! we get Fp~'H = G mod q. This implies that there exists a
matrix A € M (Z) such that

G=F(p'H)+qA, 4)

Let V = (aH) and denote by fy, gx and ay, the k-th line of the matrices F, G and
A. Equation (4) implies that g, = fV + gay. Therefore, the 1 x 2n vector ( fx, gx) can
be written as

(frs 91) = (fis 1V + ar(qly))

= (fidn + arx0n, [tV + ar(qly))

= fe(Ln, V) + ax(0n, qI,,)

= fr1(1,0,...,0,0,v11,v12, ..., 01p)

+ fre(0,1,...,0,0,v91, V99, ..., 02,)
5)
+ fen(0,0,...,0, 1,001, Vp2,s - -+, Upy)
+a1(0,0,...,0,0,4,0,...,0)
+ ax2(0,0,...,0,0,0,q,...,0)

+ apn(0,0,...,0,0,0,0,...,q).

Since all 1 x 2n dimensional vectors at the rhs of (5) equation are exactly the lines of the
matrix L in (3), the proof is completed. [

Recall that the matrices F’ and G have only coefficients in {—1, 0, 1}, and therefore
any line of the type (f%, gi) is a relatively short vector in the lattice L for large ¢. Indeed,
using a Gaussian heuristic, the shortest vector expected from a lattice L depends only on
the dimension of L and its determinant. Since L is upper triangular, we have det(L) = ¢".
Therefore, the length of the shortest vector expected from L is

n nq
| =/ =—(det(L))Y® =, | =,
2me ( ¢ ( )) 2re

The target vector ( fx, gx) has varying norm depending on how the private key is chosen.
If every entry is chosen with uniform probability on {—1,0, 1}, then, its expected norm
is @ = /2n/3. This means that for higher values of ¢, the target vector has norm smaller
than the expected by the by the Gaussian heuristics, which means that the LLL algorithm
has a high probability of find a short vector in L (see [Silverman et al. 2008]).

Another interesting fact is that we do not need to attack the whole private key F’
which has dimension 2n. Using a suitable algorithm to solve the SVP in L we can try to
find any line of /' and hopefully all lines separately reducing the complexity of the attack

7
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by a factor of n instead of n? (when the attacker is interested in obtaining all entries of F
at once).

Solving the SVP problem can be done in many ways, and one commonly done
is by using lattice-based reduction algorithms such as the famous LLL algorithm from
[Lenstra et al. 1982] and or the BKZ algorithms [Chen and Nguyen 2011]. For more de-
tails on the LLL algorithm see e.g. [Bremner 2011, Chapter 4]. These base reduction
algorithms try to find a shorter basis for the lattice L, and in doing so, they usually return
potential short vectors for the lattice L and we can test if they correspond to any line of
the matrix F'.

In addition to using the LLL algorithm, there is an improved variant of lattice
based reduction algorithms called BKZ as defined in [Chen and Nguyen 2011]. The BKZ
algorithm, proceeds with repeated local improvements to the lattice basis. One of its
simple implementations is a recurring set of calls to SVP oracle solvers of dimension set
by the block size parameter of the BKZ algorithm and LLL calls and will be used in the
following for recovering the private key. Although these algorithms can be further refined
to lead to better solutions for the SVP problem, the first vectors of the BKZ output are
already short enough to give us candidates for lines of the private key matrix F'.

In what follows we use the result of Proposition 2 to recover the private key matrix
F in the following way.

Algorithm 1: Recovering private key F':
Let H the public key of the matrix NTRU system with parameters n, p, g.

1. Compute p~! mod gand create the matrix L from eq.(3).

2. Run the BKZ algorithm on L and get Lieq.

3. Use Lyq to create a submatrix L}, with entries corresponding to the first n
columns of L,q.

4. For each line f of the matrix F', check whether or not f is contained in one of the

1 *
lines of L:,,.

We implemented the above algorithm to assess the performance of the attack for
several values of the parameters. Namely, we choose ¢ € {256,4096} for varying n and
recorded what proportion of the lines of F' one can recover from the attack using only the
public key and public parameters p, ¢, n.

We see that the attack, in almost all experiments, can recover all lines of the matrix
F forn € 40,50,...,80 and ¢ = 256 and for n € 40,50,...,110 and ¢ = 4096. For
the case ¢ = 4096 we also tried n = 113 and obtained success for quite some experi-
ments, but in some cases the BKZ algorithm terminates with the message terminate
called recursively and does not return the reduced basis.. At this stage, the lat-
tice dimension is already 2n = 226 and it gets more difficult to reduce the basis. For all
settings we set the block of the BKZ algorithm to 10 since this allowed quite good results.
One could increase the block size at the expense of a bigger running time.

One issue with the attack of algorithm 1 is that even though we can recover some
lines of the matrix F', we still do not know how to reorder them to reconstruct the true F’
and use it for decryption. Nevertheless, we will see in the next Session that any permuta-
tion of lines of the private key F' can be used to successfully decrypt a message encrypted

8
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Figure 1. Performance of the attack of algorithm 1 for recovering lines of the
matrix F for the matrix NTRU with parameters »n and fixed ¢ = 256 (upper
figure) and ¢ = 4096 (bellow figure). For each experiment, we generate new
keys I’ and H and apply the attack recording how many experiments were
able to recover all lines of F' (100%), between 1 and n — 1 lines of I’ and
none of the lines of F' (0%).
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with F' and this allows us to construct a message recovery attack on the matrix NTRU
system.

5. Message recovery attack

In the previous section we showed how to construct the associated lattice for the matrix
NTRU system and demonstrated the viability of the attack for recovering, up to a
permutation, the whole private key matrix /. In what follows we show that this attack
can be used to successfully decrypt a message encrypted with F', even though the correct
order of the lines of £’ is not known by the attacker.

Proposition 3. Let I, H be a corresponding private and public key pair for the matrix
NTRU system with parameters n,p,q and let I/ be a ciphertext associated with the en-
cryption of a message M such that the decryption process of I/ using F' correctly returns
M. Let F'* be a matrix formed by permuting the lines of the matrix F'. Then, applying the
decryption process to E using F* returns the message M.

Proof. By the construction of F™, there exists an unimodular matrix Dy, such that F™*
D F = FD,. Applying the decryption process gives us

Ay =FFE mod g=DF(HR+ M) mod q.
Using the definition of the matrix H and the fact that F'F, = I we get,

9
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Figure 2. Same settings as in Figure 3 but with ¢ = 4096.
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Ay =DF(HR+ M) mod ¢
=DF(pF,GR+ M) mod q
= DipFF,GR+ DFM mod ¢
=pDiGR+ D;FM mod q

(6)

Next we are going to make this equations modulo p and notice that since D, only change
signs and permute lines of G R, we can still make this operation without incurring in the
risk of extrapolating the norm of the entries of the matrix D;GR. Therefore, we have

Ay modp=0+D,FM = F*M.
Finally, using the inverse of F; of F™* mod p we compute

Co=F Ay =F;F"M modp= M.

We use the result of Proposition 3 in combination with Algorithm 1 to create
a practical message recovery attack. This attack uses the upper left part of the reduced
lattice basis returned by the BKZ algorithm as a potential key. As we saw in Section 4, this
gives us in several cases the whole private key (up to a permutation of lines). The result
of Proposition 3 says this potential key can still be used to decrypt a message successfully
and this is tested in practice.

For each experiment, we generate new key pair F', H a new message M, encrypt
it and try to decrypt with the key [ returned from the attack of algorithm 1. The ex-
periment was repeated 100 times on an Intel(R) Core(TM) 15-9500T CPU 2.20GHz and
the success rate reported in Figures 3 and 4. In the worst case scenario (n = 110 and

10
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Figure 3. Performance of the attack of algorithm 1 for recovering lines of the
matrix F for the matrix NTRU with parameters »n and fixed ¢ = 256 (upper
figure) and ¢ = 4096 (bellow figure). For each experiment, we generate new
key pair F, H a new message ), encrypt it and try to decrypt with the key
F* returned from the attack of algorithm 1. The experiment was repeated
100 times and the sucess percentage recorded.
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q = 4096) we can recover the true message in less than one minute. For ¢ = 256 the
attack works for dimension until n = 80 and for ¢ = 4096 it works for dimensions up to
100. Since [Nayak et al. 2012] a matrix NTRU of dimension n with an NTRU of dimen-
sion n?, this clearly shows that matrix NTRU is far weaker than NTRU since an NTRU
with dimension 100> = 10000 is far from being broken. In fact, the highest security
suggested for NTRU in practical applications has parameters n = 821 and ¢ = 4096 as
shown in [Chen et al. 2020, Section 1.6]. By the results of this section, the matrix NTRU
of dimension n?, should be comparable (in terms of the lattice attack) to at most an NTRU
of dimension n. Therefore, even though the Matrix NTRU can encode a similar number
of bits in the private key as the NTRU, its internal structure makes it vulnerable to attacks
in a much smaller dimension.

6. Conclusion

In [Nayak et al. 2012], the authors compare the speed performance for encryption and de-
cryption of the classical NTRU and the Matrix NTRU arguing that matrix NTRU is faster
than NTRU for comparable parameters. They compare a matrix NTRU with parameters n
with an NTRU with parameter n?, since the original idea of the matrix NTRU system is to
encode the private key polynomial of degree n? into a matrix of dimension n x n. In terms
of brute force search for the private key they are comparable. In terms of lattice-based
attacks, the post-quantum NIST finalist NTRU encrypt (REF) with parameters n = 509
and ¢ = 2048 has already moderate security and cannot be broken by current the avail-
able techniques using lattice attacks. The equivalent matrix NTRU would have dimension
around 23, an integer approximation to v/509. However, a matrix NTRU with parameters
n = 23 is completely vulnerable to lattice attacks on a personal computer as showed in
Section 4. In fact we can attack such system for even higher dimension.

11
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Figure 4. Same settings as in Figure 3 but with ¢ = 4096.
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The bottleneck of the proposed attack is in finding a suitable short vec-
tor for the matrix NTRU system using lattice basis reduction algorithms. There-
fore, any improvement on these techniques such as replacing the BKZ routine by,
e.g., the ones described in ([Albrecht and Ducas 2021], [May and Silverman 2001], and
[Bi and Han 2021, Zhao and Ye 2023]) would improve the results showed in Figures 1
and 2.

This vulnerability of the matrix NTRU system is very serious since its security
drooped from n? to n using the refereed lattice attacks developed here. In comparisons
with the NTRU the matrix NTRU tries to creates a faster variant of NTRU by separating
the private key into slices (lines of a matrices) and using this to create the public key. On
the other hand this come at a very high security cost since just one line is used at a time to
construct the lines of the public key. That means it runs faster at the cost of reducing the
diffusion during the creation of the public key. On the other hand, NTRU creates public
keys by using convolution of polynomials, and therefore, every coefficient contributes to
create every coffined of the public key.

To conclude, we believe that the proposed attack can be adapted to other NTRU
like systems relying on matrices operations such as the one based on the Gaussian Inte-
gers.
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Abstract. This paper outlines the Module-Lattice-Based Key-Encapsulation
Mechanism Standard (ML-KEM) based on Brazilian cryptography to safeguard
sensitive information. In this sense, it details two Brazilian cryptographic al-
gorithms, Forro and Xote, and discusses the modifications in the ML-KEM to
enable their use as symmetric primitives. Relying on experimental results re-
garding execution time, we show that ML-KEM with Xote surpasses ML-KEM
with SHAKE or Forro while maintaining an equivalent level of security in tasks
such as key pair generation, encapsulation, and decapsulation.

1. Introduction

Cryptography is a cornerstone in safeguarding national sovereignty, sensitive informa-
tion, and critical infrastructure against cyber threats and espionage activities, which is
crucial for maintaining trust and security in an interconnected world. By ensuring the
confidentiality, integrity, and authenticity of government communications, cryptographic
measures protect against foreign actions that may introduce vulnerabilities and aid com-
pliance with regulatory standards and international agreements, bolstering trust among
citizens and stakeholders in handling sensitive data and communications. Strong crypto-
graphic schemes are vital for governments to maintain national security, protect digital
sovereignty, and cultivate a secure atmosphere for citizens, businesses, and governmental
activities in the face of evolving cyber threats.

Cryptography, on the other hand, faces significant challenges with the rapid ad-
vancement of quantum computing technology. Once a cryptographically relevant quan-
tum computer (CRQC) emerges, Shor’s algorithm [Shor 1994] will render public-key
cryptography vulnerable due to its ability to efficiently solve problems like factoring
large numbers and discrete logarithms. In anticipation of the quantum era, National
Institute for Standards and Technology (NIST) started a competition in 2017 to stan-
dardize Public Key Encryption (PKE)/Key Encapsulation Mechanism (KEM) and dig-
ital signature algorithms resistant to quantum (and classical) computer attacks, i.e.,
the post-quantum cryptography (PQC). So far, four algorithms have been standard-
ized or selected to be. Among them, CRYSTALS-Kyber [Avanzi et al. 2021], which

1
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uses Secure Hash Algorithm and Keccak (SHAKE) and Advanced Encryption Stan-
dard (AES) as symmetric primitives, is the only KEM. It has been standardized un-
der the name FIPS-203 Module-Lattice-Based Key-Encapsulation Mechanism Standard
(ML-KEM) [National Institute of Standards and Technology 2024].

As the ML-KEM underwent standardization by NIST, it garnered significant
attention and research. As exemplified by AVX2 in its NIST submission, software
optimizations have been explored, focusing on utilizing fast devices and intrinsic
functions. For instance, [Wan et al. 2022] introduced a GPU-based implementation,
whereas [Nguyen and Gaj 2021] proposed an ARMv8-targeted implementation lever-
aging NEON-based special instructions. Furthermore, hardware optimization strate-
gies have also been investigated, including reconfigurable hardware implementations
with side-channel protection [Jati et al. 2024], compact pure hardware implementations
prioritizing performance and area efficiency [Xing and Li 2021], and the feasibility of
ML-KEM on hardware-constrained devices [Costa et al. 2022], suggesting a system-on-
a-chip (SoC) implementation for accelerating critical operations in hardware while man-
aging the remainder operations in software.

A notable gap in the existing literature pertains to investigations into performance
enhancements of ML-KEM using alternative symmetric primitives beyond SHAKE and
AES. The use of other symmetric primitives is particularly relevant in cryptography; for
instance, governments should use state-of-the-art encryption algorithms and protocols to
safeguard sensitive information from unauthorized access and interception. In this re-
gard, the use of PQC schemes such as the ML-KEM becomes imperative‘. Nevertheless,
each nation must develop its unique set of symmetric primitives to reduce dependence on
third parties and mitigate external influence. In this regard, the Research and Develop-
ment Center for Communication Security (CEPESC) has provided government cryptog-
raphy for the Brazilian government since 1982. To enhance transparency, the CEPESC
published a cryptographic library called libharpia, which was used in Brazilian elec-
tions [Pacheco et al. 2022]. Forré [Coutinho et al. 2022], a symmetric algorithm based on
the add-rotate-XOR (ARX) architecture, was later proposed as a special public algorithm
for Brazilian elections and, therefore, embedded in libharpia. However, it is important to
highlight that it is not yet being used in the election process. Focusing on a slight struc-
tural modification of Forrd, a fast implementation named Xote [Coutinho 2021] was in-
troduced to reduce Forrd’s execution time. Integrating the Forr6 and Xote, cryptographic
symmetric primitives, with ML-KEM is an interesting strategy to strengthen Brazilian
national security and sovereignty.

To address this need, and based on an in-depth study of symmetric primitives in
the ML-KEM, this paper introduces two modified versions of ML-KEM. The first mod-
ified version replaces SHAKE with Forrd, while the second replaces SHAKE with Xote.
Replacing SHAKE with Forré or Xote involves the use of modified core functions —i.e.,
pseudo-random function (PRF), extendable-output function (XOF), and key-derivation

'Regarding the use of PQC in government applications, National Cyber Security Centre (NCSC), a
United Kingdom agency, and French Cybersecurity Agency (ANSSI) have reports in this matter, evalu-
ating and discussing PQC [NCSC 2020, ANSSI 2022]. Nonetheless, as far as it is known, only the Fed-
eral Office for Information Security (BSI), a German federal agency, has officially recommended a PQC
scheme [BSI 2020].
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function (KDF) — including algorithm presentations, justifications, and integration in
ML-KEM. Since the security level remains equivalent across ML-KEM, Forré-based
ML-KEM, and Xote-based ML-KEM, we provide a comparison in terms of processing
time. Experimental results indicate that the execution time for Forr6-based ML-KEM
is higher than that of ML-KEM (i.e., in between 3.63% and 6.42%), while Xote-based
ML-KEM performs better than ML-KEM (i.e., in between 0.68% and 3.49%).

The remainder of this paper is organized as follows: Section 2 presents fundamen-
tal concepts of cryptography and the algorithms employed in this work. Section 3 delves
into the implementation details, with a primary focus on the roles of Forré and Xote as
PRF, XOF, and KDF within ML-KEM. The experimental results are discussed in Sec-
tion 4, showcasing the execution time of the proposed methods. Finally, Section 5 offers
concluding remarks and potential directions for future research.

1.1. General notation

The notation employed in this paper aligns with that used in the supporting documentation
of ML-KEM [National Institute of Standards and Technology 2024]. Functions within
the schemes operate on byte arrays as both input and output, where B = {0, ...,255}
represents unsigned S-bit integers or bytes. Additionally, BX denotes the set of byte ar-
rays of K-length, and B* represents byte arrays of any length (i.e., a byte stream). U = B*
represents unsigned 32-bit integers. The symbol || denotes the concatenation of two-byte
arrays. Given a byte array a and a non-negative integer k, a[k] refers to the byte array
starting at byte k of a (with indexing starting at zero). Matrices and vectors are denoted
by uppercase and lowercase bold letters, respectively, and A” refers to the transpose of
matrix A.

2. Fundamentals

This section presents brief descriptions of KEM, ML-KEM, and Forré and Xote algo-
rithms that are necessary for understanding the modified version of the ML-KEM. Sub-
section 2.1 briefly describes the KEM, Subsection 2.2 overviews ML-KEM, and Subsec-
tion 2.3 details Forr6é and Xote algorithms.

2.1. Key Encapsulation Mechanism

Let us consider that Alice and Bob desire to communicate using a PQC scheme. To do
so, public-key and symmetric cryptographic schemes should be properly used. A KEM
is a public-key cryptography scheme used for exchanging a secret shared (i.e., a key for
symmetric cryptography) between two parties. It is generally divided into three main
functions: key pair generation, encapsulation, and decapsulation. Key pair generation,
executed by Alice, is responsible for generating public and private keys. Alice securely
stores the private key, whereas her public key is securely sent to Bob. In turn, Bob receives
the public key generated by Alice. He obtains a shared secret, executes the encapsulation
on it, and then returns a ciphertext to Alice. Finally, using the ciphertext and the private
key, Alice executes the decapsulation, which returns the same shared secret achieved by
Bob. After those operations, Alice and Bob hold the same shared secret, enabling them
to communicate securely and efficiently with symmetric cryptography. Figure 1 shows
a block diagram that illustrates how KEM (public-key cryptography) is employed in a
cryptographic scheme.
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Figure 1. Block diagram illustrating the key agreement between parties and the
encryption/decryption process. Note that pk,, sk,, and ss stand for public key,
private key, and shared secret, respectively.

2.2. ML-KEM

The ML-KEM originated from the K-PKE via a slightly modified Fugisaki-Okamoto
transform [Barbosa and Hiilsing 2023]. It is the only PQC algorithm being stan-
dardized by NIST in the PKE/KEM category. Furthermore, the ML-KEM relies
on the Module-Learning With Errors (M-LWE) problem [Langlois and Stehlé 2015,
Albrecht and Deo 2017], which was designed to seek high performance without los-
ing flexibility.  The ML-KEM is available in three different versions, named
ML-KEM-512, -768, and -1024, targeting distinct security levels and, consequently, en-
suring a security level equivalent to AES-128, AES-192, and AES-256, respectively.

To run the ML-KEM, the following symmetric primitives are required: two hash
functions, a XOF, a PRF, and a KDF. Moreover, to reduce code size and minimize
vulnerability, ML-KEM opts for a single underlying symmetric primitive to fulfill all
these functions. In this sense, ML-KEM defined SHAKE functions standardized in FIPS-
202 [Dworkin 2015]%. This standard also describes hash functions with the required out-
put lengths and is designed to work as PRF and KDF. The symmetric primitives used by
ML-KEM are detailed as follows:

* Hash functions: A hash function is an algorithm that takes input data and pro-
duces fixed-size output data. In the ML-KEM, the hash functions are instantiated
as SHA3-256 and SHA3-512, as described in FIPS-202. The hash functions are
required in key pair generation, encapsulation, and decapsulation processes.

* Extended output function (XOF): A XOF is a function that maps an arbitrary-
length input bit string to an output bit string that can be extended to any desired
length. The XOF instantiated by ML-KEM 1s the SHAKE-128, divided into two
steps: absorbing and squeezing. The absorbing step has a seed and two distinct
counters as input, which are absorbed by the sponge structure, modifying its inter-
nal state. On the other hand, the squeezing step outputs a bit string of the desired
length based on the modified internal state provided by the absorbing step. The
XOF is used as a step for generating two fundamental matrices for the ML-KEM,

ML-KEM also offers AES-256 and SHA-2 as symmetric primitives, as those primitives can be hard-
ware accelerated on various platforms. As this work does not approach hardware acceleration, only the
SHAKE family is addressed.
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namely A and AT, which are indirectly part of the public key. It significantly im-
pacts the total execution time of the ML-KEM [Da Costa et al. 2022]. The XOF
is required in key pair generation, encapsulation, and decapsulation processes.

* Pseudo-random function (PRF): a PRF is a structure used in cryptography that
emulates a random oracle. It usually takes a key and a nonce as inputs and then
outputs the requested number of bytes. In the ML-KEM, the PRF instantiated is
the SHAKE-256. It uses random coins as a key and a counter as a nonce. In the
ML-KEM, the PRF generates part of the private key and error vector, which is
relevant for the M-LWE problem as it ensures computational hardness and secu-
rity. The PRFs is required in key pair generation, encapsulation, and decapsulation
processes.

* Key-derivation function (KDF): A KDF is a cryptographic algorithm that trans-
forms a secret key, password, or key material into a derived key. The SHAKE-256
is also used as KDF in the ML-KEM. It receives a key as input and returns a
derived key, i.e., the shared secret. The KDF is required by encapsulation and
decapsulation processes.

2.3. Forro and Xote

Forré [Coutinho et al. 2022] and Xote [Coutinho 2021] are two symmetric algo-
rithms. Aiming to enhance security performance, both algorithms evolved from
Salsa20 [Bernstein 2008] and ChaCha20 [Bernstein et al. 2008], also known as
Salsa20/R and ChaCha20/R where the variable R indicates the number of rounds. To
understand Forré and Xote, the following paragraphs describe their evolution, tracing the
progression from Salsa20 through ChaCha20 and Forré to Xote.

The stream cipher Salsa20 consists of addition, rotation, and XOR operations on
32-bits words, characterizing an ARX architecture. One of its main characteristics is its
efficiency in hardware and software. Salsa2(0 operates on a state of 64-bytes (or 512-
bits), organized as a 4 X 4 matrix with 32-bits integers. Its state is initialized with a
256-bits key, a 64-bits nonce, a 64-bits counter®, and 4 constants of 32-bits each. The
state matrix is altered in each round by a quarter round (QR) function, which receives
4 of the 16 integers of the state matrix and updates them. A round comprises 4 (four)
applications of the QR function receiving different inputs at each call. The output of
the Salsa20 is then defined as the sum of the initial state with the resulting state after R
rounds®*. For more details regarding the matrix construction, constants, and QR function
of Salsa20, see [Bernstein 2008]. ChaCha20 was proposed as an improvement of Salsa20.
Although they present the same structure, modifications in the QR function were made in
ChaCha20, enhancing security. For more details regarding security, matrix construction,
constants, and QR function of ChaCha20, see [Bernstein et al. 2008].

Forr6 was designed to evolve ChaCha20 using a novel concept called Pollina-
tion [Coutinho et al. 2022]. While ChaCha20 improves diffusion between rounds com-
pared to Salsa20, Forré aims to enhance diffusion within rounds when compared to
ChaCha20. This enhancement in Forré6 is achieved because the QR functions of Forré
were modified to be applied dependently between columns and diagonals, which is not

3The concatenation of nonce and counter is the initialization vector (IV): v := nonce||counter
4As default, R is defined as 20. However, reduced-round variants with R equal to 8 (eight) and 12 have
also been introduced.
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made in ChaCha20. Consequently, obtaining more diffusion with fewer operations (or
rounds) is possible. As a result, the QR function of Forré receives 5 (five) integers instead
of 4 (four) and needs to perform fewer rounds, 14 against 20 in ChaCha. For comparison,
the best distinguishers against 5 rounds of Salsa, ChaCha, and Forr¢ are, respectively, 28,
216 and 2%, Therefore, Forr6 can deliver the same security as Salsa20 and ChaCha20 in
fewer rounds.

Subsequently, Xote was developed as an evolution of Forrd. It maintains identical
parameters to Forrd, including its QR function but employing two state matrices instead
of one. Upon initializing the first matrix, it is duplicated into the second one with an
incremented counter. While doubling the computational operations needed to process the
state matrix, this design choice allows Xote to generate twice as much keystream as Forr6
without doubling the processing time. As a result, Xote exhibits improved execution
time compared to Forr6 while delivering the same security level at the cost of using more
memory. In summary, with fewer operations, Forr6 and Xote achieve the same security
level as ChaCha20. Consequently, Forré and Xote can perform faster on certain platforms,
especially constrained devices with low processing power.

3. ML-KEM instantiating Forré and Xote

To adapt ML-KEM to use Forr6 or Xote instead of SHAKE, we introduce mod-
ified versions of XOF, PRF, and KDF. The hash functions do not use Forr6
or Xote to maintain a domain separation, as recommended in [Avanzi et al. 2021].
To do so, the algorithms of modified versions of XOF, PRF, and KDF use the
following functions: {Forro, Xote}.Keysetup(-), {Forro, Xote}.IVsetup(-), {Forro,
Xote}.QR(-), and {Forro, Xote}.Encrypt(-), found in [Coutinho et al. 2022]. In addi-
tion, {Forro,Xote}.GenerateBytes(-) is a slight modification of {Forro,Xote}.Encrypt(-).
In {Forro,Xote}.GenerateBytes(-), the output is not the input xored with the keystream
as in {Forro,Xote}.Encrypt(-); instead, the output of {Forro,Xote}.GenerateBytes(-)
is directly the keystream. SHAKE functions are also described in detail by FIPS-
202 [Dworkin 2015].

Note that the security of ML-KEM with Forré and Xote will be very similar to that
of ML-KEM with SHAKE because Forré and Xote are also secure [Coutinho et al. 2022].
In particular, there is a small improvement in security since the XOF in ML-KEM using
Forr6 and Xote provides 256-bits of security. In contrast, XOF in ML-KEM with SHAKE
uses SHAKE-128, which provides 128-bits of security. It is important to note that the
remaining introduced algorithms maintain the same security level as those they replace.

In the sequel, Subsections 3.1 to 3.3 detailed the modified versions of XOF, PRF,
and KDF based on both Forr6 and Xote, which are required for instantiating symmetric
primitives within the ML-KEM.

3.1. Extended-output function

Algorithms 1 and 2 respectively implement the {Forro,Xote}.XOF-absorb(-) and
{Forro,Xote }.XOF-squeeze(-) functions proposed by the authors. As discussed in Sub-

SFrom now on, we use a notation where multiple functions are grouped by listing their names
within curly braces before the function name. For instance, {Forr, Xote}.Function(-) refers to both
Forro.Function(-) and Xote.Function(-). If any additional function like SHAKE has to be included, we
add them to the list: {SHAKE, Forr6, Xote}.Function(-).

6
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section 2.2, the XOF is used for generating two matrices, A and AT, which are required
in key pair generation, encapsulation, and decapsulation algorithms. The absorb step has
a 3-tuple (p, 7, %) and a state matrix st as input. In Forr6é and Xote, p plays as key, whereas
¢ and 7 will be the first and second 32-bits words of nonce. As the output of the absorbing
step, a modified state matrix st is returned. On the other hand, the squeeze step consists of
receiving the processed state matrix st by {Forro,Xote }.XOF-absorb(-) and the length N
of the output required. In this sense, { Forro,Xote }. XOF-squeeze(-) only calls the function
{Forro, Xote}.GenerateBytes(-), generating N-bytes as output.

Algorithm 1 {Forro, Xote }.XOF-absorb(st, p, i, j)
Input:

State matrix: st € U**4

Seed: p € B*

Nonce: i,j € B*

Output:

State matrix: st € U**4
Procedure:

w =1i||j

{Forro, Xote}.Keysetup(st, p)
{Forro, Xote }.IVsetup(st, iv)
{Forro, Xote }.QR(st)
Return:

State matrix: st

Algorithm 2 {Forro, Xote }.XOF-squeeze(st, N)
Input:

State matrix: st € (>4

Output length: N € U

Output:

Byte string: out € B*

Return:

Byte string: out := {Forro, Xote }.GenerateBytes(st, V)

3.2. Pseudo-random function

Algorithms 3 implements the {Forro, Xote}.PRF(-). This function receives a seed 7, a
nonce ¢, and the output length N as inputs. In this algorithm, {Forro, Xote}.Keysetup(-)
sets r as a key while {Forro, Xote}.IVsetup(-) uses 7 as IV, initiating the state matrix st.
Based on st and N, {Forro, Xote}.GenerateBytes(-) is called outputting a N-bytes string.

3.3. Key-derivation function

Algorithm 4 implements the {Forro, Xote }.KDF(-). This function receives 64-bytes of
key material kr and operates on it to generate a shared secret of N bytes, which, in this

7
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Algorithm 3 {Forro, Xote}.PRF(r, i, N)
Input:

Seed: r € B*

Nonce: © € B

Output length: N € U

Output:

Byte string: out € B*

Procedure:

State matrix: st € Y4

IV: iv € B

w[0] =i

{Forro, Xote}.Keysetup(st, )

{Forro, Xote }.IVsetup(st, iv)

Return:

Byte string: out := {Forro, Xote }.GenerateBytes(st, V)

case, of the ML-KEM, is fixed to N = 32. Nonetheless, Forr6 and Xote can only use 32-
bytes as a key and 16-bytes as a nonce. Consequently, two iterations are required to con-
sume all bits of key material £r. Therefore, the first half of key material kr and ¢v are ini-
tialized in state matrix stq, and the second half of kr and iv, incremented by one, are ini-
tialized in state matrix st,. Both state matrices are xored, generating a state matrix st. Fi-
nally, a 32-bytes shared secret is achieved by performing {Forro, Xote} .GenerateBytes(-)
with st as input.

4. Experimental results

This section analyzes the implementation of the modified versions of ML-KEM, based
on Forré and Xote, and provides a comparison with the standard ML-KEM based on
SHAKE. To provide comprehensive analyses, it details the execution time of the core
functions—XOF, PRF, and KDF—using SHAKE, Forrd, and Xote, separately from the
ML-KEM. Moreover, it compares the execution time of composite functions—key pair
generation, encapsulation, and decapsulation—using SHAKE, Forrd, and Xote across all
security levels. The performance results refer to several execution times conducted across
different security levels. They are also presented as boxplots from a collection of 101
samples. Each sample represents the median of 10, 001 iterations of each function at each
security level. The results were achieved in a Xeon E5-1650 v4 processor, using GCC
compiler with —O3 optimization flag. It is important to mention that experiments ran in
an Intel Core 15 10th Generation and Apple M2 Pro achieved similar results. The source
code can be found in [Lagrota and Azevedo 2024]

This section is organized as follows: Subsection 4.1 pays attention to the results
of the core functions; Subsection 4.2 details the results of the composite functions; and
Subsection 4.3 discusses the execution time improvements of Forré and Xote compared
to SHAKE.
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Algorithm 4 {Forro, Xote}.KDF(kr, N)
Input:

Key material: kr € B%

Output:

Shared secret: ss € B

Procedure:

State matrix: st, sty, sty € UP**

IV: iv € B3

w =0

> Consuming first half of key material £r
{Forro, Xote }.Keysetup(st, k)

{Forro, Xote}.IVsetup(st, iv)

> Consuming second half of key material kr
{Forro, Xote }.Keysetup(stq, k7[32])

{Forro, Xote}.IVsetup(sty, iv + 1)

st := sty D stq

Return:

Shared secret: ss := {Forro, Xote}.GenerateBytes(st, N)

4.1. Core functions

Core functions, composed of XOF, PRF, and KDF, are functions in the ML-KEM that use
symmetric cryptography to accomplish their tasks. Their timing analyses are presented in
Subsections 4.1.1, 4.1.2, and 4.1.3, respectively.

4.1.1. XOF

Figure 2 shows the boxplot of the XOF-absorb execution time. The data shows that XOF-
absorb runs faster when SHAKE is used compared to Forr6 and Xote for all security
levels. This increased speed is attributed to the use of SHAKE-128. SHAKE-128 out-
performs SHAKE-256 due to its higher rate and lower capacity, although it offers less
security [Dworkin 2015]. Additionally, Forr6 runs faster than Xote, which is explained
by Xote’s architecture, which uses two state matrices instead of one, as Forré does. Con-
sequently, when Forro.QR(-) and Xote.QR(-) are called in Algorithm 1, Xote processes
two state matrices, doubling the time required compared to Forrd.

On the other hand, in the XOF-squeeze, Xote is faster than SHAKE and Forr6
regardless of the security level, see Figure 3. This advantage is also due to the state
matrices, but in this case, it benefits Xote. As shown in Algorithm 2, the only required
function is {Forro, Xote}.GenerateBytes(-), which uses {Forro, Xote}.QR(-) to generate
bytes. Consequently, the double-state matrix construction of Xote allows it to outperform
both SHAKE and Forr6 in this context.
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4.1.2. PRF

The boxplot of the PRF execution time is shown in Figure 4 for all security levels. While
SHAKE, Forr6, and Xote exhibit similar performance, Xote slightly outperforms the other
two, particularly at higher security levels. This is because {Forro, Xote}.PRF(-) relies on
{Forro, Xote}.Encrypt(-), which in turn utilizes {Forro, Xote}.QR(-). The use of two-
state matrices in Xote speeds up the process. As higher security levels require more
pseudorandom data to be generated, the performance difference between SHAKE, Forro,
and Xote becomes more pronounced with the increased data requirement.
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4.1.3. KDF

Figure 5 presents the boxplot of KDF execution time for all security levels. In this case,
Forr6 outperforms Xote and SHAKE. The doubled state matrices work against Xote in
this scenario. Although {Forro, Xote}.GenerateBytes(-) is used, the required data length
is only 32-bytes. This amount can be generated in a single operation by one state matrix.
Consequently, Xote processes more data than necessary, reducing its efficiency regardless
of the security level.
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Figure 5. Boxplot of KDF execution time.

4.2. Composite functions

Composite functions are the primary interfaces of ML-KEM used by applications. These
functions invoke various operations, including core functions. Table 1 details the fre-
quency with which each core function is called in ML-KEM. It provides essential in-
formation for understanding the execution time of composite functions, as core functions
directly influence their execution time. Next, Subsections 4.2.1, 4.2.2, and 4.2.3 present
the execution time for key pair generation, encapsulation, and decapsulation, respectively.

Table 1. Number of times that XOF-absorb, XOF-squeeze, PRF, KDF are called in
key pair generation, encapsulation, and decapsulation. K € {2, 3,4} refers to the
security level of ML-KEM-512, -768, -1024, respectively.

XOF-absorb XOF-squeeze @~ PRF  KDF
Key pair generation K? K? 2K 0
Encapsulation K? K? 2K+1 1
Decapsulation K? K? 2K+1 1

4.2.1. Key pair generation

Figure 6 presents the boxplots of the total execution time for key pair generation. It
is important to note that key pair generation involves extensive use of XOF-absorb and
XOF-squeeze functions (see Table 1) and is therefore significantly impacted by their ex-
ecution times. XOF-squeeze has a greater influence among these functions due to its
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longer total execution time. Consequently, the boxplot of key pair generation execution
time closely resembles that of the XOF-squeeze function. Specifically, for all security
levels, the ML-KEM instantiated with Xote demonstrates the best performance, followed

by its versions based on SHAKE and Forrd, in that order.
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Figure 6. Boxplot of key pair generation execution time.

4.2.2. Encapsulation

The boxplot of encapsulation execution time is presented in Figure 7. The overall behav-
ior of the results is similar to that of key pair generation for all security levels. Thus, the
ML-KEM instantiated with Xote shows the best performance, followed by the versions
based on SHAKE and Forr6, respectively. These results are primarily due to the impact of
XOF-squeeze, but also reflect the influence of an additional PRF. Encapsulation involves
one more PRF and KDF compared to key pair generation. Consequently, the total exe-
cution time of encapsulation is greater, although the performance of the ML-KEM with
different symmetric primitives follows the same order.
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Figure 7. Boxplot of encapsulation execution time.

4.2.3. Decapsulation

Finally, the boxplot of decapsulation execution time is presented in Figure 8. Again,
the ML-KEM instantiated with Xote is the fastest, with the SHAKE and Forr6 versions
following in that order. These results follow the same pattern observed for key pair gener-
ation and encapsulation. Since encapsulation and decapsulation execute the same number
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of symmetric primitive functions, similar performances are equally attributed to the im-
pact of XOF-squeeze and PRF. However, note that the overall execution time for decap-
sulation is greater than for encapsulation. This difference is due to additional functions
beyond symmetric primitives required only by decapsulation.
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Figure 8. Boxplot of decapsulation execution time.

4.3. Execution time improvement

Table 2 presents the execution time improvement of key pair generation, encapsulation,
and decapsulation when ML-KEM, Forr6-based ML-KEM, and Xote-based ML-KEM
are considered. The execution time improvement is given by

Topx

Yogse = 1= (1)
,SHAKE, K

where o € {key pair generation, encapsulation, decapsulation} and 5 € {Forrd, Xote}.
T, suake,x and T, g i refer to the execution times demanded by the ML-KEM and its
modified versions, respectively.

Note that ML-KEM with Xote shows a small performance improvement over
ML-KEM with SHAKE. This improvement is attributed to the efficient performance of
Xote.XOF-squeeze(-) and Xote.PRF(-) (see Figures 3 and 4), which enable ML-KEM to
be executed slightly faster with Xote than with SHAKE. Conversely, ML-KEM with Forré
experiences a small performance decrease compared to ML-KEM with SHAKE. This is
due to Forro.XOF-squeeze(-) significantly impacts the performance, making it slower than
SHAKE in total execution time. The performance comparison remains consistent across
all security levels (K).

5. Conclusion

This paper has explored replacing SHAKE with Forré and Xote as cryptographic prim-
itives in ML-KEM. To achieve this, detailed modifications to the core functions of
ML-KEM were made to fulfill Forr6 and Xote, and their integration with ML-KEM
was discussed. Numerical results from experiments show that ML-KEM, Forr6-based
ML-KEM, and Xote-based ML-KEM exhibit distinct execution times for their core func-
tions. Interestingly, the optimal performance for each core function is achieved by a dif-
ferent symmetric primitive. However, when evaluating the composite functions—key pair
generation, encapsulation, and decapsulation—integral to a KEM, Xote-based ML-KEM
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Table 2. Execution time improvement (v, s i) of Forré- and Xote-based ML-KEM
in percentage (%).

Algorithm Forr6 Xote

o K i

3 YPUL 413 1.03
= generation

% Encapsulation -3.66 0.92
> Decapsulation -3.22  0.88
% K i

Z YPUL 290 0.44
= generation

% Encapsulation -6.04 0.93
= Decapsulation -5.61 0.63
= K i

g YPAL 638 3.10
S generation

% Encapsulation -4.70 3.40
= Decapsulation -3.37 3.88

demonstrates slightly better performance than ML-KEM while maintaining equal or su-
perior security across various security levels. Furthermore, the numerical results reveal
that Forr6-based ML-KEM is outperformed by both Xote-based ML-KEM and ML-KEM
in terms of execution time, despite offering similar security. Overall, this work presented
ML-KEM, a PQC algorithm, instantiated with Forr6 and Xote, two Brazilian crypto-
graphic primitives, presenting better or similar performance. Future work should include
a similar analysis incorporating AES with hardware acceleration and optimizing SHAKE,
Forrd, and Xote using Advanced Vector Extensions 2 (AVX2).
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Abstract. PARDED is a passive malware detection tool, focusing on rootkits
that use traffic obfuscation techniques. The system detects malicious behavior
through a multi-agent system, installed in the analyzed terminals and in the
network infrastructure, verifying suspicious data flows and enriching informa-
tion with local and remote databases, in addition to having an intuitive visuali-
zation interface and generation of traffic blocking rules and cyber threat intelli-
gence, enabling integration with existing conventional defense systems, without
affecting the connection performance of the terminals.

Resumo. PARDED é uma ferramenta de detec¢do passiva de malwares, com
foco em rootkits que utilizam técnicas de ofuscagdo de trdfego. O sistema de-
tecta comportamento malicioso através de um sistema multiagente, instalado
nos terminais analisados e na infraestrutura de rede, verificando fluxos de da-
dos suspeitos, enriquecendo informacoes com bases de dados locais e remotas,
além de possuir interface de visualizacdo intuitiva e geragdo de regas de blo-
queio de trdfego e inteligéncia de ameacas cibernéticas, permitindo integra¢do
com sistemas de defesa convencionais existentes, sem afetar o desempenho de
conexdo dos terminais.

1. Introducao

Passive Rootkit Detector With Enriched Data (PARDED) é uma arquitetura multia-
gente, composta por elementos que trabalham em pontos distintos de uma infraestru-
tura de rede de comunicagdo, onde cada componente integrante ¢ autbnomo, como em
[Julian and Botti 2019]. Sua funcdo € detectar técnicas de ofuscacao de trafego em termi-
nal infectado por software malicioso. Tais malwares impedem que andlises locais, tanto
pela verificagdo da tabela de conexdes quanto por captura de trafego local, detectem a
transmissdo de dados maliciosos.

Foram encontradas apenas duas publicacdes que utilizam a abordagem de
deteccao baseada em rede, nas quais foram apresentadas as arquiteturas MADEX
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[Marques et al. 2021] e NERD [Terra and Gondim 2021]. O PARDED visa aprimorar
a performance dessas arquiteturas e melhorar a efetividade da detec¢cdo ao eliminar gar-
galos na forma como o agente auditor atua para detec¢do e o bloqueio da comunicagdo
maliciosa, de forma passiva [Trinks et al. 2023], a fim de evitar degradac¢do na taxa de
transmissdo dos equipamentos de rede, além de utilizar dados enriquecidos para decisdes
de bloqueio de trafego e prover integracdo com outros sistemas de defesa.

O PARDED possui como principal caracteristica o aperfeicoamento das técnicas
de bloqueio em infraestruturas de redes de comunicacdo sem degradar a taxa de trans-
missdo de dados nos equipamentos de rede, além de prover uma interface para integracao
com outros sistemas de defesa previamente existentes, como firewalls e sistemas de
detecgdo de intrusdo (IDS). A ferramenta permite ainda a integracdo com sistemas de
inteligéncia de ameacas, com viés cibernético (CTI), conforme definicdes apresentadas
em [Tounsi and Rais 2018].

Outra caracteristica importante adicionada € a possibilidade de enriquecimento
das informacdes acerca dos destinos maliciosos utilizados pelos rootkits, notadamente
para sistemas de comando e controle (C2), auxiliando o analista de seguranca com dados
importantes para andlise comportamental, outros comprometimentos registrados para o
IP detectado, informagdes existentes acerca do dominio malicioso, entre outros. O enri-
quecimento € realizado através de bases de informagdo locais ou externas, como nomes
de dominio consultados pelo malware, geolocalizagado, lista de IPs comprometidos ou
andlises de empresas de seguranca cibernética.

O conceito da arquitetura PARDED foi apresentado no IV Congreso de Ciéncia
de la Computacion, Eletronica e Industrial - CSEI 2022 [Trinks et al. 2023], com o
titulo Multi-agent Architecture for Passive Rootkit Detection with Data Enrichment,
onde foram descritas as melhorias arquiteturais que o PARDED introduz ao NERD
[Terra and Gondim 2021] e ao MADEX [Marques et al. 2021]. Neste artigo apresenta-
se a implementacdao do PARDED, agregando a deteccdo um arcabougo para enriqueci-
mento dos alertas e integracdo com ferramentas de seguranga, levando a um inicial re-
port. Assim, elevamos o grau de maturidade de detec¢do [Bromander et al. 2016] para
uma caracterizacao que pode correlacionar alertas de TTP (Téticas, Técnicas e Procedi-
mentos) e até possiveis artefatos e agentes maliciosos.

O artigo estd organizado da seguinte forma: a secdo 2 apresenta a arquitetura € as
funcionalidades da ferramenta; a se¢do 3 detalha o desempenho em diversos cenarios de
teste; a secdo 4 descreve a demonstracdo realizada com a ferramenta; a se¢do 5 explica
com mais detalhes onde encontrar o cédigo do sistema e instalacdo a solugdo; por fim, a
secdo 6 apresenta as conclusoes.

2. Arquitetura e Funcionalidades

A arquitetura PARDED foi desenvolvida nas linguagens Nim, C e Python 3, aproveitando
as principais caracteristicas das diferentes linguagens de programacdo em cada um dos
elementos e subsistemas, como velocidade de processamento, facilidade de uso de APIs
existentes e possibilidade de criacdo de interfaces de visualizacao interativas. O sistema é
composto por quatro elementos principais, de forma integrada, conforme Figura 1. Cada
um dos elementos € detalhado nas subsecdes abaixo.
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Figura 1. Arquitetura PARDED proposta (Figura do Autor)

2.1. Elemento Coletor (ECol)

O Elemento Coletor € inserido no terminal a ser analisado, verificando o trafego através
da captura de trafego pelo proprio terminal, com auxilio da biblioteca 1ibpcap. Em
virtude dos bons resultados apresentados, optou-se por utilizar a abordagem prevista na
arquitetura NERD [Terra and Gondim 2021]. Os pacotes de dados, ao serem transmitidos
pelo terminal analisado, sdo detectados pelo ECol e armazenados em uma base intitulada
Base de Fluxos. Os pacotes gerados por rootkits que ofuscam o trafego de rede nao sao
identificados e, portanto, ndo serdo adicionados a Base de Fluxos. Dessa forma, € possivel
a um elemento exterior diferenciar trafegos legitimos de ofuscados.

2.2. Elemento Auditor (EAud)

O elemento auditor possui a fun¢do de comparar o trafego capturado na rede com o perce-
bido pelo Coletor. Assim, fluxos que foram ofuscados e nao foram detectados pelo ECol,
ao trafegarem na rede, serdo detectados pelo EAud e, ao ser comparado com a tabela de
fluxos do ECol, classificados como suspeitos. o0 EAud ndo executa internamente a fung¢ao
de bloqueio, permitindo que trabalhe out-of-band. Dessa forma, andlises mais complexas
podem ser realizadas antes do bloqueio e sem impacto de desempenho na comunicac¢ao
do terminal, ou seja, sem afetar performance de transmissao ou trafego em tempo real.

O EAud foi separado em sistemas (moddulos), conforme Figura 2, facilitando
alteracdes nos métodos de captura e andlise, inser¢do de novas bases de enriquecimento e
execucgdo das etapas de processamento de forma assincrona.

O Sistema de Andlise Inicial foi desenvolvido em linguagem C, em virtude de ser
o médulo mais critico e que precisa ser performdtico. Ele utiliza uma lista de bibliotecas
disponiveis para linguagem C, em especial a utilizacdo da biblioteca et cdlib.h para
comunicacdo com o coletor, 1ibpg-fe.h para comunicagdo com o banco de dados
relacional, padrao SQL (PostgreSQL), e pcap . h para criacdo de um handle de captura
de pacotes. A cada pacote, o sistema verifica se o fluxo é conhecido, através da Base
Temporaria (em memodria RAM). Caso nao seja conhecido, é feita consulta ao ECol. Se
for considerado legitimo, é adicionado na Base Temporaria; caso contrario, na Base de
Conexoes (fluxos suspeitos). Pacotes DNS Response também sdo tratados e a relacdo de
IPs e dominios € adicionada na Base DNS.
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Figura 2. Elemento Auditor da estrutura PARDED (Figura do Autor)

O Sistema de Enriquecimento verifica, através da Base de Conexdes e de forma
assincrona, quais dados ainda nao foram enriquecidos e consulta as bases (locais e exter-
nas) configuradas. O Sistema de Enriquecimento atualiza entdo a Base de Conexdes com
as novas informagdes obtidas. Foi implementado em Python 3.

O Sistema de Aviso verifica, através da Base de Conexdes e também de forma
assincrona, quais destinos atingiram os limiares configurados para que um fluxo suspeito
seja considerado malicioso. Quando um limiar € atingido, o sistema cria arquivos de
aviso ou bloqueio e repassa a regra ao Elemento Bloqueante. Essas regras devem ser cus-
tomizadas de acordo com a API disponibilizada pelo Elemento Bloqueante, seja ele um
firewall ou IPS. Na implementacao apresentada, os arquivos de bloqueio estao no formato
Snort. Sdo criados, ainda, arquivos de CTI no formato STIX 2.1, permitindo integracao
com sistemas de inteligéncia de ameagas. Também foi implementado em Python 3.

O Sistema de Visualizacdo permite que o analista de seguranca verifique os fluxos
assinalados como suspeitos e suas caracteristicas, além de um panorama de funciona-
mento da prépria ferramenta, facilitando a utilizacdo em ambientes de monitoramento e
integracdo com demais sistemas de seguranca. Implementado em linguagem Python 3,
com auxilio do framework de visualizacdo de dados Dash, facilitando a criacao de dash-
boards interativos e atualizacdes em tempo real.

2.3. Elemento Copiador

A funcdo do Elemento Copiador é permitir o funcionamento passivo do Elemento Auditor,
espelhando o trafego que passa por ele. Assim, o trafego original é encaminhado para o
préoximo elemento de rede e sua copia € enviada para andlise do EAud, evitando atrasos
na transmissao de dados ao destino.

A arquitetura PARDED nao define como deve ser implementado o Elemento Copi-
ador, pois € possivel a utilizacdo de qualquer equipamento existente na infraestrutura que
realize copias dos pacotes trafegados, como comutadores, roteadores, hubs ou firewalls,
facilitando a integracdo em redes complexas.

4



Anais Estendidos do SBSeg 2024: S-

2.4. Elemento Bloqueante (EBIK)

O Elemento Bloqueante (EBIk) € um equipamento inline que verifica se o pacote de rede
recebido deve ou ndo ser bloqueado, baseado no aviso recebido pelo EAud. Esse elemento
pode ser qualquer dispositivo que permita receber atualizacdes de regras de alerta ou
bloqueio de forma remota, como roteadores e firewalls.

3. Desempenho

O desempenho da arquitetura foi testado através da geracdo de trafego e utilizacdo de
um rootkit em ambiente controlado. Para tal, foram utilizados os softwares wget e
iperf para criar trafego legitimo e o Rootkit Linux Nuk3GhOst [Schillibaum 2019]
para o trafego malicioso (entretanto, qualquer rootkit que utiliza técnicas de ofuscacao
de trafego pode ser utilizado). Tanto o Elemento Coletor quanto o Auditor foram executa-
dos em méaquinas virtuais com o sistema operacional Linux Debian 11 (bullseye) (x86_64,
release 5.10.0-16, version 5.10.127-1).

O primeiro teste foi executado sem atuacdo de ofuscacdo de trafego, ou seja,
apenas com fluxos de dados legitimos. Em seguida, foram realizados testes com trans-
missdo apenas de fluxos maliciosos. Por fim, um terceiro cendrio foi gerado para testes
de detecgdo de fluxos legitimos e suspeitos trafegando concomitantemente.

3.1. Fluxos Legitimos

Nesse cendrio, o rootkit ndo estava ativo e trafego legitimo foi gerado a partir do ECol,
com espelhamento de trafego ao EAud. O resultado esperado era a deteccao de todos os
fluxos como legitimos, com inclusao dos fluxos conhecidos na Base Temporaria (EAud) e
das respostas de consultas DNS inseridas na Base DNS (EAud). O teste, contendo de 50 a
60 mil pacotes, foi executado 30 vezes. O desempenho obtido estd demonstrado na Tabela
1, com a média de pacotes por fluxo de cada execugdo e o tempo de processamento por
pacote (com e sem carga de SOMbps).

Tabela 1. Tempo de resposta do sistema (sem atuacao do rootikit).

T T .
Tipo de Caracteristica | Média de empo de empo de proces
Processamento do Fluxo Pacotes processamento com carga de

(ms) 50Mbps(ms)
Sem consulta Base Temporaria 55.393 0,00110 0,00100
ao Coletor Resposta DNS 2030 0,00407 0,00734
1

Comconsulta | o o5 Legitimos | 983 516,78 551,05
ao Coletor

Todos os pacotes recebidos no EAud foram percebidos corretamente como
legitimos. Os pacotes que nio estavam presentes na Base Temporaria do EAud (o que
requer consulta ao ECol) foram, em média, processados em 0,5 segundos. Os demais
pacotes do fluxo (j& inseridos na Base Temporaria), 95% do total gerado, foram processa-
dos em menos de 0,0012 milissegundos cada pelo Sistema de Anélise Inicial. Os pacotes
“DNS response”, tratados localmente para deteccdo dos possiveis dominios utilizados
pelos rootkits, foram processados em aproximadamente 0,0041 milissegundos.
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Tabela 2. Tempo de resposta do sistema pra fluxos exclusivamente suspeitos.

Tipo de Caracteristica | Média de | Taxa (pacotes Tempo de
Processamento do Fluxo Pacotes | por segundo) | processamento (ms)
Com consulta Fluxos 100 1 pps 1742777
ao Coletor Suspeitos 100 10 pps 1.674,18

' 500 10 pps 1.838,37

3.2. Fluxos Exclusivamente Maliciosos

Nesse cendrio, o desempenho foi medido através da geracao de pacotes maliciosos (ndo
detectados pelo ECol). Foram utilizados apenas pacotes TCP SYN com porta de origem
diferente para cada pacote, garantindo que cada um dos pacotes de dados transmitidos
fosse detectado pelo EAud como um novo fluxo. Essa abordagem permitiu verificar o
desempenho do sistema no pior cendrio, onde cada pacote gera uma consulta ao ECol
e gera também a necessidade de atualizacdo da Base de Conexdes. Os resultados estao
presentes na Tabela 2. O teste foi executado 30 vezes para cada um dos 3 cendrios
apresentados (100 pacotes a 1pps, 100 pacotes a 10pps e 500 pacotes a 10 pps).

Todos os pacotes recebidos e tratados no EAud foram percebidos corretamente
como suspeitos, ou seja, nao houve falsos-positivos. O tempo de resposta foi, em média,
de 1,71 segundos. A elevacdo do tempo de processamento deve-se ao fato do tratamento
e atualizacao da base de conexdes suspeitas, comprovando a diferenca entre utilizacdo de
API do banco de dados relacional PostgreSQL e consultas diretas em memoria volatil.

3.3. Fluxos Legitimos e Maliciosos

Para deteccdo de fluxos suspeitos em uma situacao proxima a uma rede real, foram trans-
mitidos a0 mesmo tempo pacotes legitimos e maliciosos. Nesse cendrio, o rootkit estava
ativo e foi realizada transmissao de trafego ofuscado entre os fluxos legitimos, correspon-
dente a aproximadamente 2% do trafego sem carga (100 fluxos de 10 pacotes cada), com
intuito de verificar se os pacotes maliciosos seriam corretamente detectados e os dados
inseridos na Base de Conexdes. O teste, contendo de 50 a 60 mil pacotes, foi repetido 30
vezes. Os resultados estdo demonstrados na tabela 3, com a média de pacotes por fluxo
de cada execugdo e o tempo de processamento por pacote (com e sem carga).

Tabela 3. Tempo de resposta do sistema (com atuacao do rootkit).

Tipo de Caracteristica | Média de Tempo de Tempo de proces.
Processamento do Fluxo pacotes processamento com carga de
(ms) S50Mbps(ms)
Sem consulta Base Temporaria 54.058 0,00114 0,00100
ao Coletor Resposta DNS 1.329 0,0370 0,00730
Com consulta Fluxos Legitimos 684 536,15 561,26
ao Coletor Fluxos Suspeitos 100 1.642,64 1.709,62

Nao houve alteracao significativa no tempo de processamento de pacotes suspei-
tos, de DNS Response ou de pacotes presentes na Base Temporaria. Todos os pacotes
foram detectados corretamente, sem falsos-positivos ou falsos-negativos.
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Tabela 4. A¢oes do Sistema de Enriquecimento.

Tipo de Descricao da Numero de | Resposta
Processamento Base de Dados Consultas (ms)
Consulta a base local N6 pertencente a rede TOR 100 42,18
Consulta a base remota Plataforma VirusTotal 30 1.241,14

3.4. Enriquecimento

Os testes de enriquecimento foram realizados com divisdao em dois tipos de consulta: lo-
cal, realizado com auxilio de base de dados de nds da rede TOR [Dingledine et al. 2004],
obtida através do website dan.me.uk [Dan 2022]; e remoto, realizados em tempo real
através de consultas na API da plataforma Virustotal [Chronicle Security 2023]. A fer-
ramenta possui ainda geolocalizacdo dos enderecos de destino, obtida através da base
GeoLite2-City, disponibilizada pelo empresa Maxmind Inc. [Maxmind 2023].

As consultas do Sistema de Enriquecimento feitas utilizando a consulta local (base
de dados de nés TOR) foram processadas em aproximadamente 42 milissegundos cada.
Em média, foram necessarios cerca de 1,2 segundos para consultas do Sistema de Enri-
quecimento na base remota. Os resultados estdo apresentados na Tabela 4.

3.5. Deteccao de Limiares

Para execucdo dos testes de desempenho do Sistema de Aviso, foram definidos dois
cendrios possiveis: o primeiro, quando a consulta ndo encontra fluxos que atingiram os
limiares de deteccdo; o segundo, quando um limiar de deteccdo € atingido e agdes pos-
teriores sdo executadas (criagdo de regra de bloqueio no formato Snort e CTI no formato
STIX). Os resultados estao demonstrados na Tabela 5.

Tabela 5. A¢coes do Sistema de Aviso.

i R
Tipo de Processamento Numero de | Resposta
Consultas (ms)
Sem bloqueio (limiares ndo atingidos) 50 9,31
Com bloqueio (limiares atingidos) 50 89,60

4. Demonstracao

A demonstracio a ser apresentada, compilada nos videos Auditor
(https://youtu.be/oCjbl4dvpyO8) e Coletor (https://youtu.be/MBCC6ZzzPZk), des-
creve as principais funcionalidades da ferramenta, executando a geracdo de trafego
legitimo e malicioso, permitindo a visualizacdo das técnicas de andlise do trafego, de
enriquecimento dos dados e de atingimento de limiares de detec¢do (com geracdo dos
arquivos de inteligéncia de ameacas cibernéticas e regras de bloqueio), além da interface
visualizagdo de fluxos suspeitos.

5. Coédigo e manuais

O codigo fonte encontra-se no enderego https://github.com/maickelj/parded. O usuério e
a senha para acesso, caso necessario, € “parded2023sbseg”. O arquivo README contém
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as instrucdes necessdrias para execu¢do do cddigo, requisitos de instalagdo e compilagao.
Os videos “auditor.mp4” e “coletor.mp4”’contém, assim como o contetdo dos links apre-
sentados na se¢do 4, a demonstracao do funcionamento da solugao.

6. Conclusao

Esse trabalho apresentou uma arquitetura capaz de detectar rootkits que utilizam técnicas
de ofuscacdo de comunicacao no terminal infectado, de forma passiva, escalavel, gene-
ralizdvel e adaptavel, sem impactos significativos no desempenho da infraestrutura de
rede, com enriquecimento de dados de multiplas fontes e incorporacdo das informagdes
oriundas de mudltiplos terminais, permitindo integracdo com outros sistemas de defesa
previamente existentes, como IDS e firewalls.

Portanto, o PARDED permite novos estudos de técnicas de deteccdo e bloqueio
de malwares baseados em rede, enriquecimento de informacdes maliciosas e geracdo de
insights para analistas de seguranca cibernética.
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